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In a class action suit lodged in Dallas, 
T exas on  18 Jan u ary  2000, in tern et  
portal and search engine, Yahoo! Inc, 
w as accused of breaching Texas' anti­
sta lk in g  law s th ro u g h  th e  u se  of 
cookies. T h e plaintiff's p etition  in  
Stewart v Yahoo! Inc1 seeks $U S 50  
billion dam ages as use of the cookies 
is "a  surveillance-like sch em e th at  
m o n itors an d  stalks u sers w ith ou t 
their con sen t or full know ledge".2

T he suit ap p ears to be a tactic in a 
la rg e r  d is p u te  b e tw e e n  
Chalkboardtalk.com  and Yahoo! Inc 
o v e r  in fo rm a tio n  g le a n e d  fro m  
Chalkboardtalk's w ebsite. That suit 
se e k s  d a m a g e s  o f $1 b illio n  a n d  
punitive dam ages of $3 billion from  
Y a h o o ! In c , B r o a d c a s t .c o m  an d  
several Yahoo! directors for breach of 
con tract and conversion.

WHAT IS A COOKIE?

A cookie is a small text file that is sent 
by a Webserver to a personal computer 
when a person views that website on 
their computer. The text file usually 
contains a series of letters and numbers 
that act as a unique identifier for that 
visitor's computer and enables the 
Webserver to detect w henever a 
particular computer accesses pages 
from the server. This means that a 
Webserver can serve information and 
advertising that is customised to the 
recorded preferences of that identifier 
whenever that computer logs onto the 
website (or an affiliated website).3

M ost internet browsers are configured  
to  autom atically  receive all cookies 
w ithout notifying the user that those 
cookies are being received.4 W hilst a 
w ebsite m ay  p ost a p rivacy  policy  
notifying users of its cookie usage, if a 
u s e r  fo llo w e d  a lin k  to  th a t  site , 
cookies will already have been stored  
on  th e u ser's  co m p u te r b efore the  
page (and notice of the site's privacy  
policy) has loaded.

If a user enters personal inform ation  
onto a website (perhaps to use a free 
email service, to  find out the w eather 
in a particular city or to find out w h at 
m ovies are on  at their local cinem a), 
then  the unique identifier sent b y  the  
W ebserver to that person's com puter 
could contain  inform ation that could  
enable a website ow ner to m atch  the  
online activities of that com puter to 
those of a particular person.

HOW DOES YAHOO! USE 
COOKIES?
To enable Y ahooi's website to offer 
visitors the opportunity to custom ise 
the content th at they receive from  the  
site an d  to  access p erso n al online  
email accounts, Yahoo! stores cookies 
on its visitor's com puters.

Y a h o o i's  p riv a c y  p o lic y 5 in form s  
v is ito rs  to  Y a h o o i's  w eb site  th a t  
Y a h o o ! s to re s  its o w n  a n d  its  
advertisers' cookies and web beacons 
(single pixel g rap h ic files u sed  to  
m o n ito r p a g e  v iew s6) on  v is ito r 's  
com p u ters to be able to, " ...e n a b le  
Yahoo! to provide customised services 
and advertising, . ..  to m onitor visits 
to particular pages within its netw ork  
and t o ...  increase security during use 
of personal email accounts". Yahoo! 
will share personalised inform ation  
w ith  its a d v e rtise rs  an d  b u sin ess  
asso cia tes . T h o se  ad v e rtise rs  an d  
business associates are not necessarily 
bound by Yahooi's privacy policy.

THE ALLEGED OFFENCE

Section 42.072 of the Texas Penal Code 
m akes it an offence for a person to 
know ingly engage on m ore than one  
occasion in a course of con d u ct that:

• is know n by that person to be, 
or

• would be regarded by the other 
person as, or

• a re a so n a b le  p e rso n  in  th e  
other person's position w ould  
regard such conduct as;

threatening bodily injury or death to 
the other person or a m em ber of their 
family or household, or w ould cause  
an offence to be com m itted against 
that other person's property.

The m axim um  penalty for a breach of 
section 42.072 is $US 4000 or one year's 
im prisonment, unless the perpetrator 
has a previous conviction in w hich  
case the maximum penalty is 2-10 years 
jail and up to $US 10 000 fine.7

IS YAHOO! LIKELY TO BE IN 
BREACH OF TEXAS' ANTI­
STALKING LAWS?

Yahooi's use of cookies is a course of 
conduct w hich occurs on m ore than  
one occasion (every time a user visits 
a page on  the Yahoo! site, a cookie is 
either stored onto or read from that 
u s e r 's  c o m p u te r ). H o w e v e r , it is 
highly debatable w hether that course 
of con d u ct w ould be regarded by a 
reason ab le  p erso n  as th rea ten in g  
bodily harm  or death. Therefore, the  
only rem aining potential b reach  of 
section 42.072 could be that Yahoo! is 
e n g a g in g  in  a c o u rse  of c o n d u c t  
w hich threatens an offence against a 
user's property.

HAS YAHOO! THREATENED 
AN OFFENCE AGAINST A 
USER'S PROPERTY?

Unless a user has provided Yahoo! 
w ith  th e ir  p e rso n a l in fo rm a tio n , 
Yahooi's cookies only records that a 
co m p u ter v isited  th e site, n o t th e  
identity of the user sitting behind that 
com p u ter. H ow ever, the databases  
th at record  w hich sites a particular 
com p u ter visits can develop a highly  
accu ra te  description  of that u ser's  
online behaviour. If a user gives their 
p e rso n a l in fo rm a tio n  to Y a h o o ! 
w h ich  m ay  be th en  linked to th at
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behavioural m odelling, a record  of a 
particular person's online behaviour 
and interests is created.8

W h eth er the right to an on ym ou sly  
surf the w eb is a personal right or a 
p roperty  right (or even a right for that 
m atter) is an argu m en t beyond the  
scop e of this article. Y ah oo! is n ot 
th reaten in g  or actually com m itting  
a rs o n , fra u d , ro b b ery  o r crim in al 
tre s p a s s  o n  v is ito rs  to  its s ite s .9 
H o w e v e r , th e  T exan  P en al C od e  
includes com puter crim es as offences 
a g a in s t  p ro p e r ty . T h e u se  of  
p ro c e s s in g  p o w e r  o r s to ra g e  of 
inform ation on a com p u ter w ithout 
the effective consent of the ow n er of 
that com puter is a breach of com puter 
security  w hich  is an  offence.10

T h e p en alty  for b re a ch in g  sectio n
33.02 is a fine of up to $US 10 000 if the 
offender w as not intending to  benefit 
from  the breach. In Yahooi's case, the  
s to r in g  of co o k ie s  o n  a v is ito r 's  
com p u ter is essential for tracking that 
c o m p u te r . T h is tra ck in g  e n ab les  
Y ah o o! to sell targeted  ad vertisin g  
an d  h en ce earn revenue (ie: benefit 
from  the breach).11

Yahoo! has a defence to this offence if 
it can prove that it received effective 
c o n s e n t fro m  th e  o w n e rs  of 
com p u ters that visit its site to store  
cookies on  those com puters. The link 
to  Y a h o o i 's  p r iv a c y  p o licy  is 
contained in a link in small type at 
the very bottom  of its w ebpages. It is 
unlikely that the m ajority of visitors 
to Y ahoo!'s w ebsite w ould  read  this 
policy.

Parking garages and traditional stores 
that place restrictions u p on  the right 
to access their facilities are required  
to post large notices at the point of 
e n try  to  in fo rm  v is ito rs  of th o se  
restriction s an d  to en su re  th at the  
store has the custom er's consent to 
enforce those restrictions.12 Arguably, 
Y a h o o ! h a s  n o t p ro v id e d  an  
equivalent level of disclosure. A small 
link buried a t the bottom  of a page  
containing o ver 230 hyperlinks13 is 
n ot the sam e as a large font sign in the 
entryw ay to a store.

CONCLUSION

It is arg u ab le  th a t Y ah o o ! In c has 
te ch n ica lly  b re a c h e d  T e x a s ' a n ti­
stalking law s. H ow ever, w h eth er a 
cou rt w ould im pose a p enalty  in this 
situation is questionable. Texan juries 
have a reputation as being plaintiff- 
frie n d ly  w h ic h  co u ld  m e a n  th a t  
significant d am ages m ay be handed  
d ow n 14 against Yahoo!. The intention  
of the Texas legislature in passing the 
Penal Code appears to have been to 
protect people from physical stalking 
an d  co m p u ter cracking. It is unlikely  
that that legislature intended to pass 
a law  d eclarin g  th at th e  b u sin ess  
m odel used b y  95% of e-com m erce  
w e b site s  (ie : co o k ie  d riv e n
advertising) is illegal. It is m ore likely 
that this is ju st another exam ple of 
h ow  developm ents on the internet 
ca n  o u tp a ce  th e  fo re sig h t of th e  
legislatu re, lead in g  to u n in ten d ed  
c o n s e q u e n c e s . T h is ca s e  is n o t  
sch ed uled  to be h eard  for at least

another 12 months. If in the meantime, 
C h a lk b o a rd ta lk .co m  an d  Y a h o o ! 
se ttle  th e ir  o n g o in g  co n tra c tu a l  
d isp u te , this action  is likely to  be 
settled.
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