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INTRODUCTION fundamental building blocks of the = Legal uncertainty as to what online

The Internet is generating a multitude
of vexing legal questions for the
intellectual property professional and
poses a significant challenge to the
existing international framework of
intellectual property protection. This
paper focuses on the copyright and
private international law implications
of this relatively new medium of
communication, and looks in
particular at the issues relating to the

World Wide Web, namely browsing,
caching, downloading and linking
of Web sites®.

Creating a Web page, browsing,
caching, downloading or linking to
certain material on another Web site,
is regrettably capable of giving rise to
copyright subsistence in some
jurisdictions as well as giving rise to
infringement in others, which by its
nature is multi-jurisdictional.

digital subject matter is entitled to
copyright protection, what acts
amount to infringement, what
jurisdiction or jurisdictions’ law
governs, and the scope of any implied
licences, will continue until thereis a
specific international convention
dealing with the Internet and
intellectual property 2.

Even after such a convention, it is
likely that proving copyright

Continued on page 3 Iy
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infringement in respect to online
digital subject matter will remain
difficult and complex. In this regard
consortia of copyright collecting
societies, publishing,
telecommunications and other
industries are well advanced in the
search for technologies and strategies
to track the use of copyright material
on the Internet so as to be able to
charge for the use of such material®.

In the meantime this uncertainty
creates abonanza for lawyers and may
well prove to emasculate one of the
most powerful tools for disseminating
knowledge since the printing press.
It is possible for lawyers to identify
areas of Internet usage in which one’s
client should be advised to be
prudent, a type of checklist as it were.
However, it is simplistic to think that
such a list will be very helpful due to
the uncertainty surrounding the

application of traditional copyright
doctrine to particular incidents of
Internet usage and the multiplicity of
jurisdictions that may bring their law
to bear on any particular dispute.
Even more simplistic is legal advice
not to copy, as compilation and
synthesis of information is of the
essence of Internet usage, and the
word ‘copy’ begs the question.

Practically speaking, most Internet
litigation to date indicates that parties
are most likely to sue or be sued where
information is taken from a Web site
without also taking the advertising
material accompanying it* or where
the information is regarded as
sensitive®. Further, the targets for
litigation are often likely tobe Internet
Service Providers (ISPs), rather than
individual copyright infringers, as
ISPs are often relatively large concerns
and therefore worth suing®.

It is unlikely that there will ever be a
huge volume of litigation concerning
copyright on the Internet. Such
litigation willinevitably be even more
expensive than patent or software
copyright infringement proceedings.
With Internet copyright, alleged
infringement of copyright subsisting
in any software component of a
copyright work may constitute only
one small part of the entire dispute
between the parties.

A fundamental problem with
copyright and digital
communications networks is that
copyright requires the defendant to
make or authorise the making of
reproductions or adaptations. With
computer networks such as the
Internet, it is not necessary for a user
to purposefully make reproductions
or adaptations of cnline material. It is
generally the browser software on an
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end user’s computer, and server
computers spread across the
network, that is responsible for
creating reproductions of copyright
material online. What is the position
of a person who makes an
unauthorised link to a Web site or
creates a site wholly composed of a
multiplicity of unauthorised links?

The area abounds with complexity
and issues of authorisation of
infringement and implied licences.
Once you have analysed the relevant
issues under Australian law, you can
then turn to all those other countries
where your client may wish to sue or
might be sued.

THE INTERNET

Itis useful to briefly look at the current
state of play in relation to the
technical aspects of the Internet, in
order to give a context to the issues
under discussion in this paper.

The Internet, as an international
computer network, commenced in the
early 1990s. The Internet evolved out
of ARPANET, a network created by
the Advanced Research Project
Agency of the US Defense
Department.

The Internet is a collection of
individual proprietary networks that
are interlinked through the use of the
TCP/IP protocol suite. One of the
most important facets of the Internet,
at least from the perspective of
everyday users, is the World Wide
Web  (WWW),  which s
predominantly based on the
Hypertext Transfer Protocol (HTTP).

The growth of the Internet has been
phenomenal. Australia ranks fourth -
behind Canada, Sweden and the US -
in Internet access per capita. A report
from the Federal government’s
National Office for the Information
Economy says 43% of Australians
accessed the Internet to February 2000,
compared with 43% for Canada and
Sweden and 41% for the US in 1999.
By the end of last year 28% of
Australian homes (1.9 million
households) were online’ and by the
end of this year it will be well over a

third®. The April 1999 CommerceNet/
Nielsen survey revealed that the
number of Internet users over the age
of 16 in the US and Canada had
reached 92 million, up from a figure
of 72 million nine months earlier®. At
present, the commercial importance
of the Internet is predominately
advertising and to a lesser extent e-
commerce.

The Internet now delivers voice over
IP (Internet Protocol), IP telephony
and facsimile capabilities as well as
facilitating e-commerce. The growth
in popularity of the Wireless
Application Protocol (WAP) is
bringing about anincrease in Internet
content delivery to mobile telephones
and similar equipment. Internet
content thus consists of all the
traditional forms of copyright such as
literary, artistic and musical copyright
plus cable, broadcast, audiovisual and
multimedia works.

THE WORLD WIDE WEB
(www)

At the root of the Web are several
established protocols®® and four new
standards!:

(1) the Hypertext Markup
Language (HTML), whichis a
standard file formatting
language that defines how
WWW documents are to be
displayed and allows for the
embedding of scripting
languages, images, sound and

video files;
(2) the Hypertext Transfer
Protocol (HTTP), a

communications protocol
which, essentially, is the
‘language’ that client and
server machines use to ask for
and transmit Web resources
(though it provides a sort of
application transport over
which other types of Internet
applications can be executed).
HTTP can carry telnet, FTP and
other application session
information as well as Web
data;

{3)  theUniform Resource Locator
(URL) scheme for identifying
the location of any Internet
resource, whether it is a Web

document, an FTP file archive,
atelnetserver orany other type
of service through TCP/IP%;

and
(4) the Common Gateway
Interface (CGI), which

provides a standard interface
from Web documents to other
computer resources like
databases.

A workable understanding of the
technical operation of the Internet,
and in particular the WWW is
invaluable to a meaningful analysis
of copyright issues presented by the
medium.

1. Copyright Subsistence in Digital
Subject Matter

The information contained on a Web
site will in all probability constitute a
number of different copyright works
under the Copyright Act 1968 (Cth)
(“Act”). The design and selection of
literal, graphic and audiovisual
components appearing on a given
Web site may also be entitled to
copyright protection as a
‘compilation’. Indeed, there may even
be a compilation in the selection of
sites linked to from the Web site.

Therefore, a typical Web site will give
rise to copyright works in the form of
original literary (including computer
programs), dramatic, musical, artistic
works, sound recordings, films,
dramatic, broadcasts, cable programs
and adaptations. ‘Adaptation’
includes compilations, and this
category of work is of crucial
importance to much Internet usage,
compilation being of the essence of
what occurs on the Internet.

In Australia, originality as a
precondition  for copyright
subsistence is a de minimis
requirement. Provided a work
originated with the author and is not
copied it will be original in the
copyright law sense®. The most
difficult problems in respect of the
concept of ‘originality’ in the past
have been raised by compilations,
where the decisions have been far
from easily reconcilable. This trend
will, in the short term, at least only be
exacerbated by Internet copyright
cases.
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The exclusive rights granted to a
copyright holder under the Act
depend upon the type of work in
question. A copyright holder’s
exclusive rights include copying,
publishing, licensing, broadcasting,
transmission, public performance
and adaptation. The extent and
availability of these rights varies with
the nature of the work concerned. In
addition to the civil rights of the
copyright owners, criminal sanctions
exist for the manufacture, possession
for purposes of sale and distribution
of infringing works. Criminal
sanctions are also proposed in relation
to the manufacture and dealing in
circumvention devices, thatis devices
which have as their main function the
circumvention of technological
measures employed by copyright
owners to protect their material™.

The different types of copyright
works contain separate and almost
infinitely divisible rights. For
example, in a musical work, the
separate rights include the right to
prohibit reproduction of musical
notation, public performance of the
composition, synchronisation to a
soundtrack accompanying any
moving sequences of images such as
a video and any transmission except
for home copying®. A right in
copyright may be made technology
specific, eg. DVD only, and
geographically limited, eg. USA or
Australia only.

The right to stop adaptation, an
infringing act, which is also an act
capable of giving rise to copyright
subsistence, is a key concept®. So too
is the concept of substantial part, as
in order to infringe any copyright
work, a substantial part must be
taken” . Substantial part is by long
hallowed usage defined as a
qualitative, not quantitative taking?.
Anything ‘qualitative’ is necessarily
subjective, therefore individual
judges’ concepts of fair play are
necessarily brought to bear here.

In addition to the issues surrounding
the broadcasting and diffusion rights,
it is worth noting the application of
computer software copyright in
relation to Web sites. As computer
programs are literary works under the

Act, there is also the issue of whether
or not HTML code (including URLs)
that generates a Web page, mightbe a

copyright work®. In Powerflex v Data

Access®, a decision of the Federal

Court, the first instance ruling,
subsequently overruled by the High
Court, observed that copyright might
subsist in a few words of
programming language. Such a
decision, if allowed, may have
afforded copyright protection to
URLs, causing  significant
complications in the use of hypertext
links. Further, the ‘look and feel’ of a
computer program in the absence of
direct copying of the source or object
code may also be available to protect
Web sites. Indeed, in Digital
Communications Associates Inc. v
Softklone  Distributing Corp®.
copyright infringement was held
despite the fact that there was no
literal copying of the program code.

Therefore one may conclude much of
the material disseminated through
the Internet will give rise to
subsistence of copyright, but the
determination of the issue on a
particular set of facts may entail
laborious and expensive legal
analysis.

1.1 Current Legislative Limitations
in Respect of Online Digital
Subject Matter

It is useful to briefly discuss the
exclusive rights of broadcasting and
diffusion in the context of the
Internet.

Internet communications are
generally transmitted through both
the analogue telephone network and
through proprietary computer sub-
networks either by wire or by wireless
technology. This means that under
present Australian copyright
legislation, an Internet
communication may come within the
definition of a cable program or
broadcast or both. The relevant
definitions of these rights in the Act
are technology specific.

Under section 10(1) of the Act, the term
‘broadcast’ means to “transmit by
wireless telegraphy to the public”2.
Interestingly, the present definition of
“to the public” does not provide

copyright owners with the exclusive
right to control transmissions that
originate from Australia but are
intended only for reception by the
public outside Australia (as they are
not broadcasts to the public as
required by the Act)®.

The exclusive right of transmission to
subscribers to a diffusion service is
defined to mean: “the transmission of
the work or other subject-matter ...
over wires, or over other paths
provided by a material substance, to
the premises of subscribers to the
service”%.

The problem with such technology-
specific statutory language is
illustrated in the decision of the High
Courtin Telstra v APRA% . In that case,
members of the court could not agree
on whether music played ‘on hold’ to
Telstra telephone subscribers was a
broadcast or cable diffusion. The need
for a broad-based technology neutral
exclusive right was one of the driving
forces behind the 1996 WIPO
Copyright Treaty (“WCT”").

The original draft of the WCT defined
two such rights, namely: (1) a
technology neutral ‘transmission’
right, and (2) a right of ‘making
available to the public’, however the
treaty as adopted amalgamates these
two rights into a single right of
‘communication to the public®.

The Federal Government cites the
WCT as one of the factors precipitating
the sweeping copyright reforms
contained in the Copyright Amendment
(Digital Agenda) Bill 1999 (“Bill” ¥ . The
centrepiece of the Bill is a ‘new’ right
of “communication to the public”. The
communication right is implemented
by replacing the existing technology-
specific exclusive rights of
broadcasting and diffusion,
contained in section 31 of the Act,
with the new right. The Bill also
inserts a definition of ‘communicate’,
which reads as follows:

“... [to] make available online
or electronically transmit
(whether over a path, or a
combination of paths,
provided by a material
substance or otherwise) a work
or other subject-matter”

COMPUTERS & LAW 5



Browsing, Caching, Downloading & Linking Websites

It is important to note therefore that
the right only covers
‘communication’ in the electronic
domain, that is, it does not create an
exclusive right of communication in
the print environment.

The Bill was introduced into the
House of Representatives on 2
September 1999 and almost
immediately referred to the Standing
Committee on Legal and
Constitutional Affairs (“Standing
Committee”), which tabled its report
in December 1999. Whilst generally
agreeing with the provisions of the
Bill, the Standing Comumittee’s report
suggested a number of amendments.
The Bill was passed by the House of
Representatives, subject to a number
of amendments, on 28 June 2000.

1.2 Downloading, Browsing &
Caching Web Sites — Implied &
Statutory Licenses

Downloading copyright material
from Web sites would almost
definitely constitute infringement of
one or more of the exclusive rights of
the relevant copyright owner, be it
reproduction, adaptation or the
proposed communication right.

In a similar vein to downloading,
browsing material in which
copyright subsists from Web sites will
almost definitely be held to amount
to one of the restricted acts in respect
of copyright subject matter, be it
reproduction or adaptation.

Unlike browsing the pages of a book,
an Internet user’s PC must make a
Random Access Memory (RAM) or
cache copy of the Web page in order
to display the material.

In Mai Systems Corp v Peak Computer
Inc® the US Ninth Circuit held the
loading of software into a personal
computer’s random access memory
(RAM) for the purpose of viewing a
system error and diagnosing
problems, was copying within the
meaning of the US Copyright Act 1976.
The Court considered that anything
more than transitory was regarded as
‘fixed’, even though the reproduction
would belost when the computer was
turned off?.

The issue of whether or not the
transfer of program information into
RAM amounts to a reproduction in
material form is still unresolved
under Australian law. In Autodesk Inc
v Dyason (“ Autodesk”y*, Sheppard | of
the Full Federal Court suggested that
it would not amount to a
reproduction. His Honour did think
that the transfer of a program from a
floppy disk to a hard disk is such a
reproduction. In the recent case of
Microsoft Corp. v Business Boost Pty
Ltd*, Microsoft alleged that the
defendant (a computer retailer) had
infringed the Copyright Act 1968 by
first, loading and storing Microsoft
software on a hard disk and secondly,
causing them to be loaded into RAM
each time the program was run. In
order to grant the injunction sought
by Microsoft, Tamberlin | was
required to find that there was a
serious question of law that either:

(i) the running of a computer
program from temporary
storage and operation in RAM
is a reproduction in material
form; or

(ii)  thetransfer of a program to the

hard disk is a reproduction in

a material form.

Referring to the comments of the
court in Autodesk, Tamberlin ] was
satisfied that there was a serious
question of law as to whether the
defendant’s conduct in installing the
Microsoft programs infringed
copyright and accordingly awarded
the injunction.

However, there is little doubt that an
implied licence exists in relation to
the browsing of Web sites. After all,
they cannotbe viewed unless they are
accessed by browser software. The
real difficulties arise in relation to the
exact terms of any such licence.

The other important issue in this
context is whether or not caching, the
practice involving the making of a
local copy of frequently accessed Web
documents, in order to improve
network performance, should be
excluded from the definition of
‘reproduction’. On this point, the Bill
proposes the insertion of two new
sections, namely ss43A and 111A, that

would provide an exception to
infringement for temporary
reproductions of a work that occur
“as part of the technical process of
making or receiving a
communication”. The Bill does not
distinguish between the various
forms of caching, most notably
between copies made by proxy servers
as opposed to copies made by browser
software and stored on a user’'s PC.
The proposed exceptions would also
appear to cover RAM reproductions
of online copyright material that do
not fall within the relevant exception
for computer programs in s47B of the
Act®. Notably, this ‘technical
processes” exception does not apply
if the ‘making of the communication
is an infringement of copyright'®.

There was a substantial amount of
debate before the Standing Committee
in relation to these sections that
culminated in recommendation 35 of
the Standing Committee’s report, in
which the Committee recommends
that sections 43A and 111A be removed
from the Bill.

In its April 2000 Interim Report*, the
Intellectual Property & Competition
Review Committee recommended
the retention of the caching
provisions set out in the original
Digital Agenda Bill. They did soc on
the grounds of the enhanced
efficiency that caching brings to
Internet usage, though the Committee
argued for non technology specific
language in the Bill. The Bill as passed
by the House of Representatives
retains the original sections 43A and
111A, which provide an exception to
infringement in respect of temporary
reproductions or adaptations made as
part of the technical process of making
or receiving a communication.

Arguably, the only potential
economic significance of caching is
in relation to its effect on advertising
revenue®. Generally, when a user
accesses a cached document, the
cached ‘site” does not record a ‘hit’ as
it would if the user accessed Web
documents stored on the originating
site. Given that the attractiveness of a
particular Web site to advertisers is
predicated to a significant extent on
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the number of ‘hits’ the site receives,
caching may have an adverse affect
on the amount of advertising revenue
generated by a Web site. However, a
Web site can embed high-level
programming instructions (e.g. in
Javascript), that will send information
on page accesses in respect of cached
documents back to the originating
server.

Given the importance of caching to
the proper functioning of the
Internet, and the negligible effects of
caching on any legitimate markets of
the copyright owner, it is difficult to
support the Standing Committee’s
recommendation that the practice
remain an infringement of copyright
under the Act.

1.3 Hypertext Links, Inline Linking
and Framing

Hypertext links are the essence of the
World Wide Web. These links make
the Web a “seamlessly” connected
bulk of information®. As recognised
by the U.S. District Court for the
Eastern District of Pennsylvania:

“The power of the Web stems from the
ability of a link to point to any document,
regardless of its status or physical
location.””

However, hypertext links present a
number of vexing copyright issues for
the IP professional. They allow any
given Web site operator to
incorporate third party images, text
and other material into a Web site,
without that person necessarily
making a copy of anything. Generally,
it is intermediate computers, as well
as browser software running on users’
machines that generate the
reproductions.

There are two basic types of linking
employed by Web sites. The most
common, the ‘hypertext link’, is a
word, phrase or image in a Web page
that when clicked brings up another
Web document. An example of a
simple hypertext link is given in
Figure 1.0. As discussed previously,
each document on the Web has a
unique Uniform Resource Locator
(URL). Taking the example of “ http://
wwwlaw.murdoch.edu.aw/apipli”,
‘http’ part of the URL is the protocol

and specifies how the data is to be
t rans ferred,
“wwwlaw.murdoch.edu.au” is the
DNS® name of the computer where the
resource is located, whereas the final
part, ie. “apipli”, specifies a particular
document (or directory) on that server.

Figure 1.0

The other form of linking, which is
generally referred to as ‘inlinelinking’,
most commonly occurs in relation to
the use of image HTML tags. A typical
HTML tag incorporating an image
contains a field specifying the location
of the image file (see Figure 2.0). Itis not
necessary that the image be contained
on the server containing the rest of the
relevant Web page. A URL for an image
on another site may be readily specified
as the source of the image file to be
incorporated into the Web page (see
Figure 2.1). In most cases, a visitor to the
relevant Web site will be unaware that
the image is not stored on the same
computer as the rest of the Web page.

Figure 2.0
Figure 2.1

Whilst not strictly an instance of linking
per se, the practice known as ‘framing’
is often mistaken as such, or at least is
generally discussed in the context of
linking. Frames aliow a Web designer
to divide a Web page into distinct
regions, permitting certain regions such
as menu bars to remain constant on the
page, whilst another frame contains the
main page content and is reloaded as
necessary as the user navigates through
the site®. In this example, as the menu
bar does not have to be continually
reloaded, the Web site can be accessed
with greater speed. ‘Framing’ generally
refers to the practice by which a Web
site operator incorporates the content
of a third party Web site into one frame,
whilst surrounding that frame with
advertisements, logos, menu bars or
other content contained on the local
server.In the following example (Figure
3.0), the HTML code sets up a Web page
containing two frames, a left-hand-side
frame containing the Web page
“apipli_left.htm” and another frame
containing the Web  page
“apipli_right.htm”. A Web document
contained on another Web site can

readily be specified in the ‘src’ field.
Figure 3.0

In the majority of cases of all types
of linking, the permission of the
owner of the “linked to” Web site is
not sought prior to establishing the
link.

A Web site may consist entirely of

contentdrawn from third party Web

sites, without any independent

contribution by its ‘owner’ other

than the selection of URLs included

in the relevant HTML tags. A person

accessing the site will not be aware

of the origin of the information

unless they examine the underlying
HTML code. Such assite can perhaps

best be referred to as a “virtual Web

site’, in the sense that the Web site as

viewed by the user is constructed,

or drawn together, ‘on the fly’ from

Web documents located on a
number of different Web servers.

This is to be contrasted with the
practice known as ‘mirroring’,

which refers to the situation where

a copy of an existing remote Web

site is stored on a local server. This
is a common practice in relation to

Web sites that provide freeware or

shareware computer programs for
download. Often a number of
mirror sites around the world will

replicate the ‘parent’ Website so that

local users within may have faster

access to the resources offered by the
parent Web site.

1.4 Linking Litigation

The most famous link-litigation case

is The Shetland Times Limited v. Dr
Jonathan Wills and Zetnews Limited®.

The Pursuer (plaintiff), The Shetland
Times, was a local newspaper in the
Shetland Islands of Scotland. It has

a Web site, which includes online
copies of articles and photographs

that appear in the printed edition

of its newspaper*. The Defender,

The Shetland News, provided an

Internet-based news and reporting
service. In October 1996 the
Defenders made hypertext links to
the Pursuer’s Web site. The text of
the links appearing on the
Defender’s site were a number of
headlines that appeared in the
online edition of The Shetland Times.
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If a user clicked on one of these
headlines, he or she would access the
text of the relevant story on the
Pursuer’s Web site, bypassing its
home page and the associated
advertising. This practice of linking
toadocument on a Website other than
the site’s home page is referred to as
‘deep linking’.

The Shetland Times applied for an
interim interdict (an injunction)
preventing The Shetland News from
maintaining the impugned links. The
case came before Lord Hamilton,
sitting in the Court of Session in
Edinburgh (the Scottish equivalent of
the High Court). On 24 October 1996
Lord Hamilton granted an interim
interdict, preventing the Defenders
from “storing in any medium by
electronic means or otherwise
copying”, or “including in any
service operated by the Defenders on
the Internet” any headline, text or
photograph from any edition of The
Shetland Times’ newspaper or Website.
Regrettably for we lawyers, the case
has now been settled.

In The Washington Post Company v.
TotalNews Inc.® case, the plaintiffs
were a group of news organizations,
including CNN, Reuters, Time and
the Wall Street Journal. Each of the
plaintiffs owns famous trade marks
under which they publish and create
copyright news material in various
forms. Each plaintiff also operates a
Web site containing such copyright
material and trade marks. The
plaintiffs derive advertising revenue
from the operation of their sites,
generally proportionate to the
number of visitors they attract. The
defendants operated a site that used
frames to incorporate selected content
from the plaintiffs” Web sites. As a
result a user could view articles and
other content originating from the
plaintiffs’ sites, surrounded by
advertisements placed on the site by
the defendants (from which they
profited).

It is important to note that the use of
frames did not transport the user from
the defendant’s site to the Web sites of
the plaintiffs. An understanding of
the technical process by which the

TotalNews (and similar Web sites) are
generated, is important here.
Examining the processes at a
meaningful level of abstraction, the
process begins with a request from an
end user (through browser software
such as Internet Explorer, Netscape
Navigator, Mozilla etc.), for a
particular Web document located on
the site specified in the relevant URL.
The relevant Web server responds to
the request by sending back a file
containing  various  HTML
instructions. The user’s browser then
begins the process of translating the
HTML code into a form intelligible
to the user. Itis during this translation
process that the browser notices the
HTML tag specifying that one or more
documents located on other servers
are to be incorporated into the Web
page to be displayed to the user. The
browser then sends a request to the
relevant server for any such Web
documents and performs the process
of HTML translation on the file
received back from that server.
Therefore, no copy of the plaintiffs’
Web sites needed to be made on the
defendant’s server.

The plaintiffs sued the defendants for
the acts of misappropriation,
trademark dilution, copyright
infringement and other related
tortious acts in connection with the
framing on the defendant’s “parasitic”
site®. The case was settled soon after
the complaint was filed, even before
the response of the defendant was
due, and an agreement submitted to
the court for its approval . Under the
settlement, the defendants agreed to
stop incorporating content from the
plaintiffs’ sites into any frame located
on the defendant’s site, or to otherwise
“directly or indirectly cause any
plaintiffs” Web site to appear on a
user’s computer screen with any
material (e.g. URL, text, graphics, pop-
up window, audio or other) supplied
by or associated with defendants or
any third-party, such as an
advertiser...”®. This case goes to the
heart of how the Web operates, that
is, the compilation and synthesis of
online material. However, since it was
settled between the parties, it left
unresolved the issue of whether a

linker has the right to create a
hypertext link to a linkee’s site, either
by HREF or by IMG (image) tags, and
if so, whether such content must be
displayed as close as possible to its
original form or whether it can be
‘framed’ on the linker’s site.

Ticketmaster Corporation v. Microsoft
Corporation®, filed in the U.S. District
Court for the Central District of
California, was another case dealing
with hypertext links and the practice
of deep linking. Ticketmaster sells
tickets to entertainment events at
various arenas and other venues
throughout the U.S., and operates a
Web site offering listings and other
information related to such events.
One can purchase tickets online or
via phone numbers provided on its
Web site. Microsoft operates a Web site
at “seattle.sidewalk.com”, which
features information about Seattle,
including information concerning
upcoming live entertainment events.
Microsoft, without Ticketmaster’s
approval, made links to Web pages
within Ticketmaster’s site, for those
interested in purchasing tickets or
obtaining more detailed information
concerning ticket availability. The
deep links made by Microsoft were
ordinary hypertext links. However,
once linked, although the user saw
the Ticketmaster’s URL in his
browser, indicating that the user was
at the Ticketmaster’s site,
Ticketmaster’'s home page was
bypassed (along with the advertising
material that appeared thereon), and
took the user directly to the
entertainment listings.

Inits complaint, Ticketmaster alleged
Microsoft’s linking constituted
“electronic piracy”, and it sued
Microsoft for wrongful appropriation
and misuse of Ticketmaster’s name
and trademarks and unfair
competition, and diminution and
dilution in value of Ticketmaster’s
name, trademarks, goodwill and
business?. The case was likewise
settled between the parties. Whilst the
terms of the settlement are
confidential, Microsoft now only
provides links to the Ticketmaster
home page®.
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The most recent deep linking case is
that of Ticketmaster Corporation v
Tickets.com Inc® in the United States
District Court for the Central District
of California. The facts of the case are
very similar to those involved in the
Ticketmaster’s litigation against
Microsoft. Ticketmaster claimed, inter
alia, that Tickets.Com’s practice of
deep linking violated key sections of
its Web site “terms and conditions”
which specifically prohibited the
practice®. Ticketmaster also alleged
that the practice constituted passing
off and inverse passing off,
interestingly copyright infringement
has not been pleaded in the case. This
notwithstanding, Judge Hupp made
the following statement at the hearing
of a preliminary motion to dismiss®
on March 27 this year, namely that
“hyperlinking does not itself involve
a violation of the [U.S.] Copyright Act
.. since no copying is involved”.
However, the deep linking practices
of Tickets.com may yet be held to
constitute breach of contract, tortious
interference with economicrelations,
passing off or inverse passing off®.

An example of an inline linking
dispute was that involving the
popular ‘Dilbert’ comic strip®. In that
case, a Mr Dan Wallach, a fan of the
comic strip, felt that United Media
(the owner of copyright in respect of
the strip), did a poor job of laying out
the official Web site. Wallach created
his own site, incorporating images of
Dilbert strips through the use of inline
linking*. United Media sent Wallach
a cease-and-desist letter, claiming that
he was infringing copyright in the
images. The parties settled the dispute
without litigation, Wallach instead
using normal hypertext links to the
United Media home pages containing
the images.

Another copyright issue that has
arisen in the context of hypertext links
is whether or not a Web site operator
may be held liable for authorising
infringement where the operator
provides a link to an infringing copy
of a work located on a third party’s
server. Campbell ] of the United States
District Court in Salt Lake City
considered this issue in an
interlocutory hearing in the matter of

Intellectual Reserve Inc v Utah Lighthouse
Ministry Inc®. The defendant, a long-
time critic of the Mormon Church,
operates a Web site containing
commentary on the teachings of the
church.

The defendant posted on its Web site
the tenth chapter of the “Church
Handbook of Instructions”
(“Handbook”), along with portions of
two other chapters, a total of 17 pages
of the 160-page book. A few months
later, the church, acting through its
Intellectual Reserve Inc. arm, filed a
lawsuit against the defendant in the
United States District Court for the
Central Division of Utah, claiming
that the posting of the sections of the
Handbook constituted copyright
infringement. Judge Campbell issued
a temporary restraining order against
the directors of the defendant
prohibiting the posting of the book’s
contents. About a month later, the
defendant posted onits Web site an e-
mail from a reader stating that the
“Church Handbook of Instructions is
back online!”. The e-mail went on to
list three Internet addresses at which
copies of the entire Handbook, or
portions of it, could be found®.

Claiming that the defendant was
improperly directing Web site visitors
to sites containing infringing copies
of the Handbook, the Mormon
Church succeeded in its application
to expand the terms of the restraining
order. Campbell J issued a formal
preliminary injunction, prohibiting
the defendant from directly posting
the contents of the Handbook, or
posting on its site “addresses to Web
sites that defendants know, or have
reason to know, contain the material
alleged to infringe plaintiff’s
copyright ...”.

In reaching her decision, Judge
Campbell made two key findings.
First, she reasoned that any visitor to
a Web site that viewed an infringing
copy of the Handbook was probably
engaging in direct copyright
infringement, because that viewer’s
browser automatically makes a RAM
or cache copy of the text. Second, her
Honour stated that by hosting the
URLs to the infringing Web sites, after

the defendant was ordered to remove
the Handbook from its site, and by
otherwise assisting people who
wished to locate infringing copies of
the Handbook, the defendant was
liable under a theory of contributory
copyright infringement (authorising
infringement) 7.

There appear to be a number of
problems with Campbell ]'s
reasoning. First, her Honour’s
decision fails to consider whether an
implied licence to browse the
plaintiff's Web site negatives a finding
that RAM copies of the site constitute
copyright infringement. Second,
accepting that such a licence must
necessarily be implied from the nature
of placing material on the Internet,
and in order to ground a claim for
authorising infringement, direct
infringement must also be established,
Campbell J's preliminary finding of
contributory infringement appears
fatally flawed. It would also appear
that the “technical processes’ exception
mooted in the Digital Agenda Bill
(s43A) would negative the argument
on which the preliminary holding of
direct, and therefore contributory,
infringement was based on in this
matter.

1.5 Links & Copyright's
Preoccupation with the Making of
Copies

The problem with all Internet
communication is that copies (in the
sense normally understood) of
copyright works and other subject
matters need not be made by an
alleged infringer, and if they are, it is
generally for network performance
reasons (caching in one of its various
forms).

The copyright problemsin this regard
are directly linked to the decision to
protect digital subject matter through
copyright. With traditional copyright
works such as those on paper,
browsing or reading a work does not
require a licence from the copyright
owner. In the case of digital works,
the making of a transient copy is
essential to the reading of the work.
Copyright legislation here and
elsewhere has characterised the
making of these transient copies of
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digital works as infringements of
copyright®. Specific exceptions have
recently been introduced into
Australian legislation in relation to the
making of copies of computer
software in the normal course of
running the program, for the
purposes of developing interoperable
products, security testing and for
error correction®.

Copyright’s preoccupation with
copies creates particular problems in
the context of deep and inline linking.
Were a person to copy an image onto
their Web server, for example by
scanning a photograph and loading
it onto a server connected to the
Internet, the reproduction made in
the process would in all likelihood
constitute copyright infringement
under the Act. However, where
inline linking is used, the same person
gains an identical benefit, ie. the
inclusion of the relevant image on
their site (without the payment of a
royalty or other fee), but as no ‘copy’
is made, no claim for copyright
infringement would appear to lie. The
same result would appear to follow
for text appropriated from third party
sites through the use of deep links and
inline framing.

Copyright is used to works residing
in an identifiable and fairly
permanent form, whether that be on
paper, a CD ROM, floppy disc, or
computer hard drive. However, Web
documents can have no reasonably
identifiable residence. This concept
requires some clarification. One
speaks of ‘virtual documents’ in this
respect, that is, files comprising both
text, images and computer programs
which become intelligible to the user
after being translated by a browser.
The computer program component is
the HTML® or embedded scripting
code such as Javascript or PHP. As
previously explained, the appearance
of a Web page is determined by the
relevant HTML tags and these
scripting components.

A document on the World Wide Web
might use HTML tags to instruct a
user’s browser to fetch text and
graphics from other sites and display
them in the subject Web document.

The user will be unaware of the origin
of this content unless the underlying
HTML code is examined. Therefore,
the only component of the Web
which is located on the computer
specified by the relevant URL, may
be a set of HTML and similar high-
level programming instructions that
identify the URLs of the components
on the remote servers from which the
‘virtual document’ is assembled. The
‘copy’ is only made when the user’s
browser translates the HTML tags into
a format intelligible to the user. The
question then becomes: is this ‘copy’
a reproduction for the purposes of

copyright.

1.6 Linking and Framing;:
Infringement of HTML Code &
URLs

If infringement by unauthorised
linking is to be proven the process
becomes very complicated. Is a ‘virtual
document’ a reproduction,
adaptation, or will it constitute a
breach of the communication right
under the Digital Agenda Bill
amendments?

This appears to require one to first
consider of whether or not the
reproduction of the URLs (specifying
the location of Web documents
hosted on other sites), given in the
HTML commands on the originating
site, may constitute an infringement
of any relevant copyright. To prove
infringement, copyright must subsist
in a URL. This seems most unlikely,
as a URL is simply a method of
referencing or addressing a particular
Web resource and is usually
comprised of a trade name (or a
related generic term that is descriptive
of services contained on the relevant
Web site), coded in accordance with
the conventions of the Domain Name
System (DNS) and the URL scheme.
The decision in the landmark Exxon
cases! would also appear to work
against a finding of copyright
subsistence in a URL.

A furtherissue arises in relation to the
process by which a document
specified in a particular URL is
retrieved so that it can be displayed
to the user. Normally this function is
performed by the user’s browser

software that translates and executes
HTML instructions to fetch a
particular Web document from a
remote Web site. Is copyright
infringed in the process of translating
the HTML code of the particular Web
document on the target site?
Important in this regard is the
copyright owner’s exclusive
adaptation right. Section 10 of the Act
defines ‘adaptation’ in relation to
computer programs as:

“... aversion of the work (whether or not
in the language, code or notation in which
the work was originally expressed) not
being a reproduction of the work ...”

Therefore it is likely that the
translation performed by the browser
would infringe the exclusive
adaptation right (at least to the extent
that the relevant Web page is
comprised of computer program
components). However, section
43A(1), the “technical processes’
exception proposed in the Digital
Agenda Bill, would appear to provide
a defence to infringement in this
situation.

One of the most important
achievements of the World
Intellectual Property Organisation
(WIPO) Intellectual Property Treaty
1996, was to create a technology
neutral right of ‘communication to
the public’ to cover use of copyright
material on the Internet.

The Discussion Paper to the Digital
Agenda Bill states that where a
person, without the consent of the
copyright owner, connects a file
server with a copyright document on
it to a publicly accessible computer
network such as the Internet, the
action may constitute infringement of
the proposed communication right
with or without exercising the
‘reproduction right'®. An even more
common situation is where a Web site
operator links to copyright material
located on another server on the
Internet. Both sites, from the nature
of the Internet, are publicly
available®. Does the link infringe the
communication right? One would
argue that providing a hypertext link
to certain copyright material does not
amount to an exercise of the exclusive
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right of the copyright owner to
communicate the work to the public.
The situation is analogous to one
where a librarian provides a Dewey
decimal reference to a library book.
The link merely directs the user to the
server where the relevant copyright
material is made available to the
public.

A further issue and one with more
implications for further reform, is the
question of what is made available.
As mentioned previously, with inline
linking and framing all that is made
available on the defendant’s site is a
set of HTML instructions to assemble
a Web page from a set of third party
copyright works, no copies need be
made available on the defendant’s
server. Given copyright's traditional
preoccupation with copies this poses
problems and signifies that this area
of technology is ushering in new
types of right. Rights in information
as such, which bring with them new
questions as to how to balance
protection with access.

Perhaps the law could draw a
distinction here between the terms

‘reproduce’” and ‘copy’ - ‘copying’

denoting a more literal type of
copying (ie. in the traditional sense),

whereas ‘reproduction’ could be

interpreted to encompass the
assembly or re-assembly of a

particular form of expression of an

idea. However, given the proliferation

of temporary reproductions that are

reasonably required to be made as part
of the technical process of
communicating digital works, one
has to wonder whether an action, that

is primarily concerned with the
question of whether or not copies or

reproductions have been made, is
satisfactory. In this sense, one could

argue that the retention of the concept
of ‘reproduction’ in the Digital

Agenda Bill perpetuates the
technologically-specific nature of the
Act. One submits that an action based

on whether or not there has been a
misappropriation of the skill, labour

and effort invested by the copyright

owner in the creation of the copyright

work may be more suitable in the

digital environment.

Issues of implied licences also arise.
Given that the prudent use of
scripting and configuration of Web
server software can prevent third
parties linking to, or framing material
contained on one’s Web site®*, does
the failure to institute such measures
imply a licence to link to the material?

The inclusion of ‘moral rights’ in
Australian legislation®, specifically
the right to insist on attribution of
authorship and to object to derogatory
treatment of a work, may also have
significant implications for linking on
the Internet. Inline links, deep linking
and other practices such as ‘framing’
may segment a work and therefore be
considered derogatory treatment, or
they may remove the author’s name
thereby offending the attribution
right.

2. MULTI-JURISDICTIONAL
DIMENSIONS

Internet usage gives rise to
unprecedented multi-jurisdictional/
private international law/conflict of
laws issues. Private international law
is that part of domestic law which
operates to regulate disputes which
have a connection of some type with
one or more foreign legal systems®.
Every modern legal system has
developed its own particular rules of
private international law, and these
rules differ from country to country
as much as any other branch of
domestic law.

In Australia, as in many other common
law  jurisdictions, private
international law is concerned with
more than simply the determination
of whether or not a particular court
has ‘jurisdiction’ to hear a matter
before it. Australian private
international law also involves
determination by the forum court as
to what law should be applied to the
facts of a given case, forum non
conveniens issues and the rules relating
to the recognition and enforcement
of foreign judgments?.

The question of whether or not a
particular court has jurisdiction to
hear a matter is quite distinct from the
determination of which law applies
to the facts of the case at hand. Further,

jurisdiction and forum non conveniens
are distinctissues, thelatteris derived
from the common law, and refers to
the process whereby the court
considers in which court the matter
at hand can most appropriately be
litigated. This requires consideration
to be given to issues such as the
applicable law, cost, convenience,
geographical location of the parties
and the remedies available in the
forum state®.

The private international law
methodology in Australia essentially
involves characterising the relevant
cause of action as a member of one of
several possible categories, each of
which has a choice of law rule
indicating which laws ought to
govern the matters in dispute.
Australian choice of law rules are thus
indicative: they aim only to identify
the most appropriate law from a
choice of laws. The law chosen by this
process performs the dispositive
function® and decides the substantive
issues involved™. Australian private
international law exists both at
common law and in the various rules
of court in each of the Australian
states.

The traditional rule in relation to
intellectual property torts (such as
infringement of copyright) is that the
jurisdiction in which the infringing
act has been committed is the natural
forum for the determination of the
resulting clainy”. It is not necessary,
however, that all elements of the tort
have been committed within the
jurisdiction, although it is not
altogether settled which elements
must occur within the jurisdiction™.

All the above represents Australian
conflict of laws rules. Other countries
not only have different rules but
different modes of analysis of conflict
of laws issues. Even where they are
similar the results can be bizarre. For
example one of the authors was
recently approached to act as an
expert witness on Hong Kong patent
law in a case before a Houston court,
instigated by a US company againsta
Malaysian defendant where the issue
was infringement of a Hong Kong
patent in Hong Kong. The Texas court
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found it had jurisdiction and was
preparing to apply Hong Kong law!

2.1 Willingness of US Courts to
Take Jurisdiction Over Internet
Disputes

The decisions that exist on conflict of
law issues and the Internet are mainly
interstate United States conflict of laws
cases. This mirrors the position of
early computer software and
copyright cases which were
predominately US cases.

The US decisions in this area raise the
spectre of US courts taking
jurisdiction over copyright
infringement on the Internet alleged
to take place in other countries and
territories such as Australia.
Alternatively viewed, the US
decisions raise the opportunity for
clients to take action in the US against
some very pecunious defendants.

US Private International Law Rules
The US cases are complicated by the
existence of state ‘long arm’ statutes
giving state courts jurisdiction
interstate and indeed overseas. The
Due Process Clause of the 14t
Amendment to the US Constitution
allows a court to require a non-
resident defendant to stand trial in the
forum state only where the court
properly exercises personal
jurisdiction over the defendant?.
Assuming the requirements of the
relevantlong-arm statute are satisfied,
a US court may assert personal
jurisdiction over a non-resident by
exercising either general or specific
jurisdiction.

A court may exercise general
jurisdiction only if the defendant is
physically present in the forum state
or maintains continuous and
systematic contacts with that forum
state. The court may exercise specific
jurisdiction if the defendant has
“minimum contacts” with the forum
state in such a way that bringing
litigation against the defendant does
not offend the “traditional notions of
fair play and substantial justice” and
that the defendant would have
reasonably have been able to foresee
being brought before the court in the
forum state™.

The minimum contacts test is itself
comprised of three prongs. First, the
defendant must have ‘personally
availed’ himself of the benefits of the
law of the forum state. This test is
satisfied where the defendant
purposefully directs its actions
towards the forum state and shows a
substantial connection with the
forum state. Second, the plaintiff's
claim must arise from the defendant’s
activities in the forum state. Finally,
the court’s exercise of jurisdiction
over the defendant must be
reasonable. (largely forum non
conveniens considerations).

The test of ‘purposeful availment’ was
considered by the United States
Supreme Court in Superior Court of
California v Asahi (“Asahi”) ™. The
defendant Asahi, a Japanese
manufacturer, sold its product to a
U.S. distributor. The distributor then
sold the product on a world-wide
footing, which the court referred to
as placing a ‘product into the stream
of commerce’. A product liability suit
arose in California and the US
Supreme Court held that the
California court’s exercise of personal
jurisdiction over the Japanese
company was a violation of due
process. Justice O’Connor and Justice
Brennan delivered differing opinions
on what constitutes purposeful
availment when dealing with the
‘stream of commerce’.

Justice O’Connor’s opinion adopted
a narrow interpretation of putting a
productinto the stream of commerce.
O’Connor ] found that placing a
“productinto the stream of commerce,
without more, did not meet the
purposeful availment requirement for
minimum contacts. O’Connor ]
explained that the awareness of a
defendant that its product has entered
a forum state by the stream of
commerce does not equate to an act
purposefully availing oneself of a
forum state. O’Connor | further
explained that the additional conduct
referred to is conduct that ‘may
indicate an intent or purpose to serve
the market in the forum state. Thus,
in O’Connor J's opinion, beyond
placing a product into the stream of

commerce, additional action by the
defendant towards the forum state is
required to satisfy minimum contacts.

Justice Brennan’s opinion of the
stream of commerce maintains a
broader interpretation than that of
Justice O’Connor. Brennan J's rejected
the additional contact requirement
espoused by O’Connor, reasoning
that “the stream of commerce refers
not to unpredictable currents or
eddies, but to the regular and
anticipated flow of products from
manufacturer to distribution to retail
sale”. Brennan J stated that as long as
a defendant is “aware that the final
product is being marketed in the
forum State’ through the stream of
commerce, the defendant cannot be
surprised to defend a suit within the
forum”.

2.2 Internet-related Jurisdiction
Cases

Recently, the US courts have applied
the Asahi judgment to Internet
contact. In CompuServe v. Patterson ™
the appellate court reversed the
District Court’s decision that the
Plaintiff's Internet contacts were too
tenuous to establish personal
jurisdiction. The appellate court
found Patterson had established
minimum contacts with the forum
and satisfied personal jurisdiction by
applying O’Connor’s opinion in
Asahi.

CompusServe is an Internet service
and content provider based in Ohio.
Patterson was a subscriber to
CompuServe’s services and is a
resident of Texas. Patterson entered
into a shareware contract with
CompuServe whereby Patterson used
CompuServe’s distribution facilities
to sell his software over the Internet.
Patterson wrote to CompuServe
alleging, inter alia, trademark
infringement precipitating
Compuserve’s action in seeking a
declaratory judgment in Ohio.
Patterson claimed this assumption of
personal jurisdiction over him
constituted a violation of due process.
The court disagreed, holding
Patterson purposefully availed
himself of the privilege of doing
business in Ohio. They also held the
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facts satisfied the reasonableness
requirement largely due to the
contract made between the parties.
Important in the court’s decision was
the fact that Patterson’s common law
trade marks were effectively
established through activities in Ohio
under a contract governed by Ohio
law.

The tide of eagerness for forum states
to assume jurisdiction appeared to
turn in Bensusan v King”. Bensusan
was a New York Corporation which
owns the trade mark “Blue Note”
which is also the name of its jazz club
in New York City. King is a resident
of Missouri who operates a small jazz
club under the same name. King
created a link to Bensuasan’s Blue
Note jazz club Web site. Bensusan
sued for trademark infringement in
the New York District Court. The
court found that maintaining a Web
site did not ‘purposefully avail’ King
to the laws of New York. The court
stated that “the mere fact that a person
can gain information on the allegedly
infringing product is not the
equivalent of a person advertising,
promoting or selling, or otherwise
making an effort to target its product
in New York"?.

Similarly, in Cybersell v Cybersell”, the
Court held that a Web site operated
by the defendant, a Web site
development firm in Florida, did not
infringe the trade mark rights of the
Arizona plaintiff. The Court rejected
the argument that because the
Internet does not recognise
geographical boundaries and is
globally accessible, a Web site is
necessarily intended for universal use.
The Court said that to hold otherwise
would mean that every complaint
arising out of actions on the Internet
would automatically result in
personal jurisdiction wherever the
plaintiff’s principal place of business
is located.

However, two decisions made around
the same time are inconsistent with
the above cases. In these particular
cases, the courts appear to have set to
with some enthusiasm to acquire
jurisdiction. The first, Inset Systems v
Instruction Set*, the plaintiff Inset

" Systems was based in Connecticut the

defendant was based in
Massachusetts. Both companies
provide their services throughout the
world. The plaintiffs sued for
trademark infringement in respect of
the domain name “inset.com”. The
Connecticut court held there was
personal jurisdiction because the
defendants Web site was available in
Connecticut. The court made no
reference to the then Bensusan case.

In Maritz v Cybergold® the court
followed the Inset decision. The
plaintiff was a Missouri Corporation,
the defendant a Californian
corporation. The plaintiff sued in
Missouri for infringement of its
trademark ‘Goldmail’. The court
found personal jurisdiction simply by
virtue of access to the defendants Web
site in the forum state, Missouri.

Stott, an American practitioner, makes
the following comment on the Inset
Systems and Maritz decisions:

“Decisions like the Inset and Maritz
could have negative implications on
the Internet’s technological progress.
Courts that hold that Web site
advertising and soliciting satisfy
minimum contacts (Asahi), in effect,
create national (or even world wide)
jurisdiction because of the world
wide nature of the Internet.” ©

Perhaps the most useful case to date
dealing with Internet jurisdiction
issues is that of Zippo Manufacturing v
Zippo Dot Com®. In this case the
defendant was a Californian
Corporation that operated a Web site
called Zippo Dot Com. Zippo, the
famous cigarette lighter manufacturer,
is a Pennsylvanian Corporation, sued
the defendant for use of the name
Zippo (trademark & dilution) under
Pennsylvanian law. The defendant’s
only contact with Pennsylvanian
residents was through its Web site, yet
still the court found personal
jurisdiction. The court held the
contractual agreements entered into
on the Web by the defendant, with
Pennsylvania residents and Internet
access providers, was sufficient. The
court stated that the likelihood that
personal jurisdiction can be
constitutionally exercised “is directly

proportionate to the nature and
quality of commercial activity that an
entity conducts over the Internet”. The
court’s formulation the relevant test,
based on an examination of the
decisions referred to above and which
has been applied in the majority of
subsequent U.S. decisions®, is as
follows:

“At one end of the spectrum are situations
where a defendant clearly does business
over the Internet. If the defendant enters
contracts with residents of a foreign
jurisdiction that involve the knowing and
repeated transmission of computer files
over the Internet, personal jurisdiction is
proper ... At the opposite end are
situations where a defendant has simply
posted information on an Internet Web
sitewhich is accessible to users in foreign
jurisdictions. A passive Web site that does
little more that make information
available to those who are interested in it
is not grounds for the exercise of personal
jurisdiction ... The middle ground is
occupied by interactive Web site where a
user can exchange information with the
host computer. In these cases, the exercise
of jurisdiction is determined by
examining the level of interactivity and
commercial nature of the exchange of

information that occurs on the Web site
”5

The difficulties and complexities arise
however in the fact based
determination of the level of
interactivity of the subject Web site.
The opinions of various courts differ
in their categorization of certain
conduct as ‘interactive’. For example,
in the recent decision on Minkv AAAA
Development LLC®, the court declined
personal jurisdiction even though the
AAAA Web Site provided users with a
printable mail order form, a toll-free
telephone number, a mailing address
and e-mail addresses (to which the
company regularly responded). The
decision seems to be based
predominantly on the fact that the
Web site did not facilitate the placing
of orders online.

2.3 Enforcement of Internet-related
Foreign Judgments & Court Orders
The case of Nottinghamshire County
Council v Anning & Ors¥ isillustrative
of the jurisdictional implications of
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the Internet. On May 30, 1997, three
UK. journalists posted a controversial
child abuse report on their Web site.
Nottinghamshire County Council
threatened the three journalists with
legal action if they failed to remove
the report from the Web site on the
ground that any copying of the report
was an infringement of
Nottinghamshire County Council’s
copyright. On June 3,
Nottinghamshire County Council
obtained a High Court injunction
against the journalists, requiring them
not to reproduce, authorise the
reproduction of, disseminate,
disclose or in any way deal with the
report or with information in the
report®, on the ground that any
copying of the report would
constitute an infringement of
Nottinghamshire County Council’s

copyright.

As aresult, the report was withdrawn
from its place on the journalists’ Web
site, and replaced by hypertext links
to the report on a number of “mirror
sites” that had appeared in other
countries. The Council’s solicitor
claimed that the injunction also
covered these and so the links were
removed®. Although the journalist’s
site had been effectively closed down,
and no other UK sites were mirroring
the report due to the injunction,
mirror sites sprung up in many other
countries. The County Solicitor wrote
to one of the mirror sites in Canada
owned by Jeremy Freeman, claiming
that the copy of the report on Mr
Freeman’s Canadian Web site
amounted to copyright infringement,
and therefore should be removed. Mr
Freeman removed his copy, replacing
it with a link to the report on a US
Web site. The Council’s solicitors
wrote to him again requesting him to
remove the link, and threatened to
initiate legal proceedings. Mr
Freeman, a 21-year-old student,
complied again. But his story was
widely publicised by several
reporters, which resulted in more
mirror sites in different countries®.

The Council lawyer also wrote to the
operators of other mirror sites in the
U.S. and Australia, demanding them
to remove all copies of the report or

suffer the consequences. Both
Webmasters refused to comply, since
they believed that the UK injunction
order would be unenforceable in
other countries®. The Council
eventually abandoned its action
against the three journalists, stating
that they “faced ... a technology
running at a pace which exceed[ed]
the law’s ability ... to deal with it
...”%2. A number of Web sites around
the world still carry copies of the
report.

The New South Wales Supreme
Court decision of Simpson ] in
Macquarie Bank Limited & Another v
Berg®  also  illustrates the
complications for the enforcement of
court orders in Internet-related
proceedings. In that case, the plaintiff
and the defendant were involved in
proceedings before the Industrial
Relations Court of NSW and the
Federal Court, and the defendant in
the subject proceedings posted
information about the proceedings on
a Web site located at
“maquarieontrial.com”. MBL sought
an injunction restraining the
publication of the allegedly
defamatory online material in NSW.

As the defendant was not present in
NSW, and any acts done by him in
relation to the publication of the
allegedly defamatory material on the
Web site were done from outside the
state, important questions of
jurisdiction were thereforeraised. The
Court noted that authority exists to
support the proposition that
Australian courts are empowered to
restrain conduct occurring or
expected to occur outside the
territorial boundaries of the
jurisdiction®. Whether that power
should be exercised is a question of
discretion. Notably, factors relevant to
the exercise of the discretion include
the potential enforceability of any
orders made, and whether another
court is a more appropriate forum®.
In refusing the plaintiff's application
for the injunction, her Honour stated
that:

“It is reasonably plain, I think, that once
published on the Internet, material is
transmitted anywhere in the world that
has an Internet connection. It may be

received by anybody, anywhere, having the
appropriate facilities. Senior counsel
conceded that, to make the order as
initially sought, would have the effect of
restraining publication of all the material
presently contained on the Web site to any
place in the world. Recognising the
difficulties associated with orders of such
breadth, he sought to narrow the claim by
limiting the order sought to publication
or dissemination “within NSW”. The
limitation, however, is ineffective. Senior
counsel acknowledged that he was aware
of no means by which material, once
published on the Internet, could be
excluded from transmission to or receipt
in any geographical area .... The
consequence is that, if  were to make the
order sought (and the defendant were to
obey it) he would be restrained from
publishing anywhere in the world via the
medium of the Internet.” @mphasis
added)

Her Honour’s concern as to the
worldwide effect of any injunction
was the sole reason for her decision
against the granting of the injunction.

Both of these cases give a glimpse of
the problems arising from the
transnational and instantaneous
nature of Internet communication
and the law.

2.4 International Developments

The inconsistencies evident in the
U.S. decisions above, and the growth
in international commerce and the
Internet, provide support for the
argument that a multilateral treaty
dealing with jurisdiction is necessary.
One such draft treaty, known as the
Hague Convention on Jurisdiction and
Foreign Judgments in Civil and
Commercial Matters (“Convention”), is
currently in the process of
formulation. The draft convention
was proposed by the U.S.in 1992, with
formal negotiations beginning in
1996. There have been a number of
meetings of the Special Commission,
and a preliminary draft treaty has
been prepared®. Australia has been
represented at all meetings of the
Special Commission?”.

The final text of the Convention is due
to be resolved in October of this year,
however, disagreements and
complications, particularly in the
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context of e-commerce, make it
unlikely that the deadline of October
will be met. Indeed submissions from
a number of e-commerce industry
representatives to the US House
Courts and Intellectual Property
Subcommittee on 29 June 2000
cautioned against the U.S. entering
into the Convention in its present
form®.

There are a number of reasons why a
multilateral approach to the problem
makes sense. First, negotiating
separate bilateral agreements would
require a larger commitment of
resources than a multilateral effort.
Second, litigants would be
disadvantaged if they were required
to cope with the differences that result
from negotiation of a number of
separate treaties. Third, each treaty
may require the enactment of separate
domestic legislation, further slowing
the implementation process.

The proposed treaty is a mixed
convention. This means that, broadly
speaking, it details a white list of
approved grounds of jurisdiction, a
black list detailing prohibited
grounds of jurisdiction and a grey list,
which is essential jurisdiction outside
of the white and black lists predicated
on national laws relating to
jurisdiction. Member states would be
required to recognise and enforce all
foreign judgments based on white list
grounds of jurisdiction, refuse
recognition where the head of
jurisdiction is on the black list, and
would be free to develop their own
national policies regarding the
enforcement and recognition of grey
list jurisdiction judgments. Notably,
a number of the prohibited grounds
of jurisdiction contained on the black
list, are grounds on which a number
of the U.S. Internet jurisdiction cases
have been decided.

It should be noted that whilst the
Convention lays down a number of
choice of jurisdiction principles, it
does not attempt to consolidate
substantive rules of the domestic
private international law. That is, it
provides guidance on the preliminary
issue of what court or courts have
jurisdiction to hear a particular
dispute, but leaves the question of

what law governs the matter to be
determined by the private
international law rules of the forum
state. The failure of the Hague
Conference to attempt to reconcile
different domestic choice of law rules
has been criticized in a number of the
submissions to the US Courts and
Intellectual Property Subcommittee
in June of this year”. However, given
the disparity of national laws in
relation to jurisdiction and choice of
law rules, one would argue that the
Hague Conference is correct in
focusing its attention on obtaining a
consensus on the preliminary issue
of jurisdiction (ie. choice of court).
Such a consensus would provide the
necessary foundation for a more
comprehensive reworking of the
Convention at future meetings of the
Hague Conference.

Notably, Article 12 (which sets out the
heads of exclusive jurisdiction), states
in subparagraph 4 thatin proceedings
which have as their object the
registration, validity, nullity,
revocation or infringement of patents,
trade marks, designs and other similar
rights required to be deposited or
registered, the courts of the member
state in which the deposit or
registration has been applied for or
has taken place, is deemed to have
exclusive jurisdiction. The article
expressly states that it does not apply
to copyright or any neighbouring
rights. The application of the article
to patent and trade mark infringement
proceedings, as distinct from
proceedings dealing with proper
registration and validity of the same,
has not been supported by a majority
of member states as yet.

The present draft of the convention
also contains a number of articles that
seek to redress the unequal bargaining
power between consumers and
business, particularly as exist in the
online environment. However, it
appears that a number of States will
be pushing for a reduction in the
strength of these provisions, in
particular through a widening of the
situations in which a consumer can
alienate his or her rights under the
convention, at the next meeting of the
Special Commission'®. One of the

more recent proposals, advanced by
Professor Catherine Kessedjian
(Deputy Secretary General of the
Hague Conference on Private
International Law), is that the
traditional dichotomy between the
“country of origin” and the “country
of destination” could be resolved
through a certification process. By
this process, when a site has obtained
the certification label, it could provide
for the application of the law of the
country of origin and for the courts of
that country for the residual cases
which could not be solved by the
dispute mechanism part of the
certification™.

However, successful formulation of
the treaty would provide increased
certainty in the areas of Internet
jurisdiction and the enforcement of
judgments obtained in such litigation
though ultimately a treaty dealing
with all legal aspects of the Internet is
both essential and inevitable.

CONCLUSION

Digital communications, bio-
technology, the Internet, modern
global markets and marketing
methods, have and will continue, to
highlight the flaws and inefficiencies
in the present system of intellectual
property protection. The emergence
of new technologies, and the
extension of the existing copyright
regime to encompass these
developments, is quickly rendering
the current approach unworkable.

The Copyright Act 1968 (Cth), even in
light of the changes proposed in the
Digital Agenda Bill, remains a
patchwork of ad hoc amendments,

and lacks the simplicity and efficiency
to be an effective vehicle for the
enforcement of rights in original forms
of expression and information. More
importantly, it seems many people
lack sympathy forits underpinning’s,
which in turn is due more to
copyright’s opaqueness rather than

any lack of moral congruence.

Increasingly, one must look to
alternative frameworks of protection,
in particular, to one based on
regulating rights in information and
the misappropriation of same, fully
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cognisant of why the common law
eschewed such an approach®. B
strike a fair balance between access
and restriction rights to information
is an enterprise which can be
attempted. To seek such a balance
using 17" century causes of action,

with

the attendant social

circumstances and technology which
engendered them, is all but doomed
to failure.
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