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A n y  adult w h o  u s e s  a carriage serv ice  (e g  internet chat 
ro o m s, so c ia l n etw o rk in g  s ite s)  to  groom  an y on e under  
th e  a g e  o f  16 for  sex u a l a c tiv ity  is  g u ilty  o f  an o ffen ce  
un d er F ed eral, State and T erritory la w s .1 O n lin e  
g r o o m in g  is  w h e n  adults u s e  th e internet to prepare a 
c h ild  for sex u a l co n ta ct o ften  w ith  the u se  o f  ch ild  
p orn ograp h y.2 T h e g o v ern m e n t’s internet p o lic y  is  b ased  
o n  k ee p in g  ch ild ren  sa fe  from  ex p lo ita tion . T he internet 
a llo w s  ch ild ren  to  re in v en t th em se lv e s , create an on lin e  
p erso n a lity , b ut it a lso  m a k es th em  vu ln erab le to  be  
e x p o se d  to p orn ograp h y an d  d angerous on lin e  
re la tion sh ip s.
T h e fa ct b e in g  an adult is  an e lem en t o f  the o ffen ce  
m ea n s ‘s e x t in g ’ m a y  b e c o m e  an is su e  w h en  the offen d er  
is  18 and  th e v ic tim  is  15 .3 T h is co u ld  e x p o se  underage  
v ic tim s  w h o  send  n u d e or sem i-n u d e  im a g es  o f  
th e m se lv e s  throu gh  m o b ile  p h o n e  or sim ilar d ev ices  to  
ch a rg es o f  ch ild  p orn ograp h y  o ffe n c e s .4 T h is gap  in  the  
le g is la t io n  h a s n o t b ee n  se r io u sly  d ea lt w ith  and cou ld  
put teen a g ers on  th e se x  o ffe n d e r s ’ registry , e sp ec ia lly  
w h e n  th o se  in  th e 18-21  ra n ge represent tw en ty  to thirty  
p ercen t o f  the n o n -im p r iso n ed  p e o p le  so lic it in g  m in ors.5
N o  sex u a l co n ta ct is  req u ired  to  p ro ve  the charge. 
O ffen d ers p o s e  as ch ild ren  or fr ien d ly  adults to  procure  
ch ild ren , and i f  th ey  fa il th e y  try aga in  w ith  a n ew  
id en tity . P o lic e  create ch ild ren  w h o  ex ist  w h o lly  on lin e  
to  en tice  o ffen d ers, or a ssu m e the id en tity  o f  real ch ild  
for  th e sam e p u rp o se .6 T h is  proced u re gathers ev id en ce  
n e e d ed  to  p ro secu te  as th e  p o lic e  can n ot in v estig a te  
ev ery  ch at room  and  F a ce b o o k  p a g e  as th is w o u ld  
require th e v ic t im s ’ or p a ren ts’ a c tiv e  in v o lv em en t.7 
O ften  o n lin e  g ro o m in g  ca n  in v o lv e  p o lic e  from  other  
co u n tr ies  as th e actu a l in v estig a to rs and u n d ercover  
op era tiv es . T h is  p ro cess  d o e s  entrap the o ffen d ers but 
th is  h as n ot b ee n  a su c c e ss fu l b a s is  to  d ism iss  charges or 
to  m itig a te  sen ten c e , ev en  b e in g  ap p roved  on  a B ib lica l 
b a s is .8
T h e p ro se cu tio n  d o e s  n e e d  to p ro ve  the a ccu sed  k n ew  
th ey  w e re  sp ea k in g  to  a ch ild .9 C o n sid erin g  the nature o f  
th e in tern et ch at ro om , o ffen d e rs  w o u ld  o n ly  k n o w  the  
a g e  o f  ch ild ren  from  th e p h otograp h s th ey  provide. 
H o w ev e r , there is  a req u irem en t that the a ccu sed  
in ten d ed  to  m ee t w ith  th e v ic tim  for the p u rp ose o f  
e n g a g in g  in  sex u a l a c t iv ity .10 T h is m ay  a llo w  a b asis  for

a ‘fa n ta sy ’ d e fen ce  w h ere  in tera ction s are p u rely  ro le-  
p lay  but n o  in ten tion  ca n  b e  fo u n d .11 B u t an y  in teraction  
about w h ere  the v ic tim  m a y  liv e  or o ffers  to  p a y  
transport m a y  g o  to  p ro v in g  in ten tion  to m e e t .12 T o  
capture o n lin e  ch ild  g r o o m in g  is  d iff icu lt  i f  parents or 
p o lic e  are n ot su sp ic io u s , and a program  id en tify in g  
particular co d e  and  k ey w o r d s co u ld  m ea n  to o  m u ch  data 
for in v estig a to rs to  traw l from  p u b lic  in tern et re la y  chat 
ro o m s.13
T he k ey w o rd s and  co d es  u se d  in  th ese  in tera ction s m ay  
require ex p ert u n d ersta n d in g  b oth  to  s h o w  that an y on e  
w o u ld  rea so n a b ly  b e lie v e  th is  w a s  g r o o m in g , and for  
p o lic e  to  fu lly  c o n v in c e  o ffen d ers th ey  are th e ch ild ren  
th ey  p o se  as. P ro secu tio n s  h a v e  fa iled  w h e n  the fa lse  
id en tity  sp o k e  in  dated  teen a g e  sla n g , a llo w in g  the  
d efen ce  to  p ro v e  th ey  h o n e stly  b e lie v e d  th e  co m p la in an t  
w a s ly in g  about their a g e .14 P o s in g  as ch ild ren  requires 
p o lic e  to b oth  u s e  and understand  the co n sta n tly  sh iftin g  
slan g  o f  th e  m o d e m  o n lin e  ch ild . W ith ou t k n o w in g  the  
slan g, p o lic e  ch a n ces  o f  arresting o ffen d ers  g o e s  d ow n . 
H o w ev er , th is d e fen ce  o f  h o n e st and  reaso n ab le  m ista k e  
m ay n o t b e  av a ila b le  in  so m e  ju r isd ic tio n s , but the  
‘fa n ta sy ’ e v id e n c e  m ay  still g o  to p ro v in g  there w a s  n o  
in ten tion  to  m e e t .15
P rovin g  th is  in ten tion  to m ee t p reven ts  ea rly  in terven tion  
b y  authorities to  stop  th e in tera ction s b efo re  sex u a l 
a ctiv ities  are d is c u s se d .16 T h e C o m m o n w e a lth  h as  
p ro p osed  a B ill  cr im in a lis in g  ly in g  about o n e ’s a g e  
on lin e  to a m in or to  p rev en t any ch a n ce  that rape and  
m urder co u ld  o ccu r  i f  th e p arties m e e t .17 U n lik e  o n lin e  
groom in g , th is w o u ld  operate w h en  the o ffen d e r  is  
m isrep resen tin g  their a g e  to  the v ic tim  w h o  o n ly  k n o w s  
them  on lin e . H o w ev e r , cr im in a lis in g  th is m ere action  
m ay b e  in co m p a tib le  w ith  the la w  o f  attem pt and  
p ro v id es n o  d e fe n c e s  to  capture th e in n o cen t  
co m m u n ica tio n s that co u ld  b e  m ad e in  th ese  s itu a tio n s.18 
B ut the B i l l ’s rem ova l o f  in ten t creating an ab so lu te  or  
strict lia b ility  o f fe n c e  m a y  n o t b e  ju s tif ie d  ev e n  w h en  
g room in g  co u ld  b e  co n sid ered  a n e w  s o c ia l ev il, 
esp ec ia lly  w h en  a lm o st an y  o f fe n c e  co u ld  f lo w  from  the  
l ie .19
T he L eg a l and C o n stitu tio n a l A ffa irs  L e g is la tio n  
C o m m ittee  re co m m en d ed  the B ill  n o t b e  p a ssed  due to it 
rem o v in g  th e req u irem en t to  p ro ve  m en s rea.20 M ak in g
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th e  la w s  strict lia b ility  w o u ld  b e  ju s tif ied  co n sid e r in g  th e  
su sp ic io u s  b eh a v io u r  b eh in d  adults ly in g  o n lin e  to  
teen a g er s  ab ou t th eir age . T h e a im  to d eter cr im e w o u ld  
still require p o lic in g  s o c ia l n etw ork  w e b site s  and  chat  
ro o m s, and d eterm in in g  i f  so m e o n e  is p reten d in g  to  b e  a 
c h ild  w o u ld  require a n e w  range o f  so ftw are  as w e ll  as  
e a sier  co m m u n ica tio n  w ith  so c ia l n etw ork in g  s ite s  to  
en su re  w arrants for  data  ca n  b e  p ro cessed  in  tim e  for  it to  
b e  s u c c e ss fu l.21 A s  m an y  o f  th e co n versa tion s are n o t  y e t  
s e x u a l or inappropriate in  nature, p ro v in g  reaso n ab le  
b e l ie f  for  a w arrant to  gath er ev id e n c e  o f  w h eth er  
so m e o n e  is  ly in g  ab ou t their a g e  w o u ld  b e  hard to  f in d  in  
th e  c ircu m sta n ces. It w o u ld  fo llo w  that the ch a n ce  o f  the  
ev en tu a l cr im e occu rrin g  is  rather reduced.
T o  h e lp  p reven t g ro o m in g , th e A u stra lian  F ed eral P o lic e  
w a n t a d ed ica ted  la w  en fo rcem en t exp ert from  
F a c e B o o k . A u stra lia n  p o lic e  f in d  it in cred ib ly  d iff ic u lt  to  
co n ta c t th ese  organ isa tion s to  serv e  w arrants or req u est  
in fo rm a tio n  b e  tak en  d o w n , e sp e c ia lly  w h en  F a c e B o o k  
sa y s  it a lread y  p ro v id es  su ffic ie n t  h elp  to  au th or ities.22 
H o w e v e r , p rev en tin g  o n lin e  g ro o m in g  m a y  require  
ed u ca tin g  u sers  to  w h a t is  appropriate co n v ersa tio n  on  
th e  in tern et and to  report an y  so lic ita tio n s  i f  th e y  occu r, 
or at lea st h a v in g  sy s te m s  to  report abuse.
W ith o u t an in ten tion  to  groom , p o lic e  m a y  re ly  on  the  
d isse m in a tio n  o f  p orn ograp h y to  charge offen d ers. T h e  
Internet h as a llo w e d  p e o p le  to share c h ild  p orn ograp h y, 
o rg a n ise  th eir  attacks, or p riv a te ly  lure their v ic tim s  from  
a n y w h ere  in  the w o rld .23 T h ey  co u ld  b e  p ro secu ted  e v e n  
w h e n  im a g e s  o f  c h ild  p orn ograp h y are co m p u ter
g en era ted  or m ere cartoon  d ep ic tio n s  m ea n in g  n o  
c la ss if ic a t io n  p ro cess  o f  the m aterial n ee d s  to  h a v e  
occu rred .24 T h e fact th ese  im a g e s  can b e  m an ip u la ted  b y  
o ffen d e rs  a llo w s  th em  greater control o v e r  h o w  the  
v ic tim  w o u ld  p e r ce iv e  an y  sex u a l activ ity  b e tw e e n  
th em .25 O ffen d ers can still b e  co m m ittin g  an o ffe n c e  i f  
th e y  k n o w in g ly  d issem in a te  p orn ograp h y to  ch ild ren  that 
w o u ld  o th erw ise  b e  le g a l for adults to  p o sse ss .
O ffen d ers a lso  u se  g a m e s w h ere  the rapes o f  ch ild  
avatars d e se n sit is e  ch ild ren . T h is  still b reach es m an y  
d ifferen t F ed era l la w s, lik e  u se  o f  a carriage se r v ic e  to  
m en a ce  or harass, e sp e c ia lly  w h en  the m aterial w o u ld  b e  
o ffe n s iv e  to  th e ordinary p erso n .26 T h is  hab it c o u ld  b e  
ch ild  p orn ograp h y w ith  th e an im e d ep ic tio n s s till b e in g  
r e c o g n ise d  as ch ild ren . P o lic in g  th ese  m eth o d s o f  o n e -  
o n -o n e  in tera ction s b e tw een  o ffen d er  and v ic tim  m a y  
p rev en t the op eration  o f  an y  filter in g  so ftw a re .27 O n lin e  
ch ild  rape g a m e s co u ld  b e  is su e d  a ta k e-d o w n  or  
c e ssa tio n  n o tice , or ev e n  b e  p ro secu ted , b y  the A u stra lia n  
C o m m u n ica tio n  and M ed ia  A u th o rity  (A C M A ) b ut th is  
w o u ld  require a party to co m p la in  about the co n ten t.28 
B lo c k in g  co n ten t w o u ld  in v o lv e  co n ta ctin g  filterers to  
h a v e  it b lo c k ed , and ev e n  th en  th e o f fe n s iv e  site  m u st b e  
h o sted  in  A u stra lia .29 T h e u se  o f  m ain stream  M a ss iv e ly  
M u ltip la y er  O n lin e  R o le  P la y in g  G am es (M M O R P G s) to  
in d u lg e  in  th ese  fa n ta sies  m a y  m ean  th ey  lo se  th eir

30accou n ts .

F or  p o lic e , s o c ia l n etw o rk in g  w e b s ite s  are o ften  an 
o b sta c le  to  re tr iev in g  in form a tio n  on  in teractions  
b e tw e e n  o ffen d ers  and  v ic t im s .31 T h e d iff icu lty  to sou rce  
o ffen d e r -v ic tim  in tera ction s for  p ro secu tio n s  w h en  
F a ce b o o k  and M y  S p a c e  h av e  n o  con tacts in  A u stralia  
m ea n s p o lic e  co o p era tio n  w ith  th e  A C M A  to a c cess , 
re m o v e  or b lo c k  o ffe n s iv e  co n ten t.32 T h e p resen ce  o f  
p a e d o p h ile s  o n  th e  in tern et led  to  M icro so ft  and Y a h o o  
c lo s in g  d o w n  its  ch a t ro om s b u t F a ce b o o k  and M y  S p a ce  
h a v e  la rg e ly  u n e n fo rce d  a g e  restr ic tio n s.33 G reater  
in teraction  b e tw e e n  th e se  so c ia l n etw o rk in g  w e b site s  and  
la w  en fo rcem en t c o u ld  m ean  b a n n in g  reg istered  se x  
o ffen d ers  from  u s in g  their se r v ic e s . T his w o u ld  require  
th e  m andatory p r o v is io n  o f  e m a il ad d resses w h en ev e r  
th ey  are reg istered  a s  a s e x  o ffen d er , w h ich  h as n ot 
occu rred  in  F ed era l or S tate la w  y e t .34 T o  p reven t o n lin e  
g r o o m in g , th ere w o u ld  still n e e d  to  b e  a c o n v ic tio n  for a 
reg istrab le  o ffe n c e . B u t b an n in g  s e x  o ffen d ers from  
u s in g  the in tern et w o u ld  require co m p le te  co -op eration  
w ith  s o c ia l n etw o rk  w e b site s . P o lic e  w o u ld  still h av e  to  
co n d u ct sp e c ia lis t  o n lin e  su rv e illa n ce  o f  o ffen d ers that 
m a y  e a s ily  b e  e v a d e d  in  the c ircu m sta n ces.

Conclusion

P o lic e  n ee d  th e a c tiv e  in v o lv e m e n t o f  parents, ch ild ren  
and so c ia l n etw o rk in g  w e b s ite s  to  red u ce on lin e  
g r o o m in g  as th ey  ca n n o t re ly  o n  a gen ts  p o s in g  as 
ch ild ren  to  entrap o ffen d e rs  to  p ro v e  their ca ses . T he  
la c k  o f  research  on  th e  su b ject m a k es other p reven ta tive  
stra teg ies  d iff ic u lt  to  form u late , a s se ss  or im p ro ve. T here  
n ee d s  to  b e  te c h n o lo g y  ta ilored  to  track k ey w o rd s in  
o n lin e  in tera ction s and  o rg a n ise  it  e f fe c t iv e ly  for p o lic e  
in v e stig a tin g  su sp ic io u s  a c tiv it ie s  as w e ll  as an a b ility  for  
ch ild ren  to  report g ro o m in g  b eh av iou r . T h is is  n ee d ed  to  
d ecrea se  th e d if f ic u lt ie s  o f  p o lic e  ob ta in in g  w arrants to  
in v e stig a te  o n lin e  g ro o m in g  o n  s o c ia l n etw ork in g  
w e b site s . 1 2 3 4 5
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