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T h is paper a n a ly ses  th e  k e y  risk s a sso c ia te d  w ith  storing  
data in  the U .S . to  a ss is t  A u stra lia n  b u s in e sse s  and  
g o v ern m en t in  tak in g  a h o lis t ic , b a la n ced  and in form ed  
v ie w  o f  th eir data s to rage  o p tion s.
T h e op p ortu n ities p resen ted  b y  im p ro v ed  g lo b a l 
n etw o rk s and  th e in tern et h a v e  a llo w e d  so m e  h o stin g  
serv ic e  p ro v id ers to  o ffe r  A u stra lia n  cu sto m ers  data 
sto rage in o ffsh o re  ju r isd ic tio n s  th rou gh  g lo b a l or 
re g io n a l C lo u d s.
A s  m an y  o f  th e co m m e r c ia lly  a v a ila b le  C lo u d  
co m p u tin g  se r v ic e s  are in  th e  U .S .,  th is  a n a ly sis  
co m p ares A u stra lia n  and  U .S . la w s  and  reg u la tio n s to  
id en tify  the re la tiv e  ad v a n ta g es o f  sto r in g  y o u r  data in  
A u stralia .
W h ile  the p o ten tia l c o s t  b en e fit  o f  sh iftin g  data storage  
o v e rsea s  (or w ith in  a g lo b a l C lo u d ) m a y  appear s im p le  
to  ca lcu la te , the risks o f  m a n a g in g  co m p lia n c e  and  
n a v ig a tin g  th e cross-b ord er  le g a l la n d sca p e are h id d en  
c o sts  n ot o ften  co n sid e red  in  the b u s in e ss  ca se .
D ata  is  su b ject to  th e la w s  o f  th e ju r isd ic tio n  in  w h ich  it 
is  stored . F or A u stra lia n  cu sto m ers co n sid e r in g  a m o v e  
to  o ffsh o re  data sto rage  in  th e  U .S .,  th is  h as p o ten tia lly  
w id e  ran gin g  im p lica tio n s.

Can your data be sent offshore?

T h e first step  in  c o n sid e r in g  w h eth er  to  store you r data  
o ffsh o re  is  to  co n firm  w h eth er  th e data re la tin g  to a 
particular b u s in ess  a c tiv ity  or th e p articu lar typ e  o f  data  
in v o lv e d  can  read ily  b e  sen t o ffsh o re , from  a regu latory  
and co m p lia n ce  p er sp ec tiv e .
A n y  regu lated  en tity  and  b u s in e sse s  u s in g  or storing  
p erso n a l or b u s in e ss  se n s it iv e  data sh o u ld  e x erc ise  
particular cau tion . F or ex a m p le , th e A u stra lia n

P rudentia l R eg u la to ry  A u th ority  (A P R A ) w h ich  
o v e r se e s  th e d o m e stic  f in a n c ia l serv ices  sector, h as  
stated  that f in a n c ia l se r v ic e s  co m p an ies  that w is h  to  
transfer data o ffsh o re  m u st first n o tify  A P R A  and  
demonstrate to the regulator that appropriate risk  
m a n a g em en t p roced u res are in p la ce  to p rotect the data. 
T he co m p a n y  m u st a lso  secu re  guarantees in  its contract 
w ith  th e  data h o stin g  co m p a n y  that A P R A  w ill  h a v e  
a c c e ss  to  that co m p a n y  to  co n d u ct site  v is its  i f  required. 
In the co n te x t o f  th e  g lo b a l C loud , w h ere the third party  
p ro v id er  is lik e ly  to  b e  u s in g  o n e  o f  a num ber o f  data  
cen tres in  d ifferen t co u n tr ies, th is has p roved  to b e  a 
d ifficu lt  is su e  to o v e rco m e  b ec a u se  providers h av e  b een  
reluctant to p ro v id e  gu a rantees around data secu r ity  to a 
le v e l w h ic h  is  sa tisfa cto ry  to  the regulator. A P R A ’s 
approach to  date h as b ee n  cau tiou s.
S o m e c la s s e s  o f  cu sto m er m ay  s im p ly  refuse to h av e  
th eir data transm itted  and stored  overseas. For ex a m p le , 
th e C o m m o n w e a lth  o f  A u stra lia  G overnm ent C ontract 
for IT  S e r v ic e s  e x p r e ss ly  prohib its suppliers from  
tran sm ittin g  or sto r in g  their cu stom er data ou tsid e  o f  
A u stralia .

How do you effectively maintain compliance 
across multiple jurisdictions?

D ata stored  in  an o ffsh o re  C lo u d  m ay m o v e  across  
m u ltip le  fo re ig n  ju r isd ic tio n s , ea ch  w ith  its o w n  set o f  
rules. A s  su ch  A u stra lia n  b ased  custom ers w o u ld  h av e  
lim ited  v is ib ility  o v e r  w h ere  their data is at an y  p o in t in  
tim e, ser io u sly  red u cin g  their ab ility  to ensure  
co n tin u in g  regu latory  co m p lia n ce  w ith  A ustralian  law  
and to  m a n a g e the a sso c ia ted  n on -co m p lia n ce  risks. 
Im p o sin g  strict co m p lia n ce  reporting or audit p ro v is io n s  
in  y o u r C lo u d  serv ic e  agreem en ts w ill  h ave co st and  
price im p lica tio n s. H o w ev e r , U .S . C loud serv ice
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agreem en ts  are ty p ic a lly  on  standard “c lic k  w rap ” term s. 
In an y  ev en t, the v a lu e  o f  an y  au d it r ight ( i f  ob ta in ed ) is  
a lso  q u estio n a b le  g iv e n  that the resu lts o n ly  v e r ify  the  
state o f  the data at the particular tim e  o f  the audit and  it 
is  d iff ic u lt  ( i f  n o t im p o ss ib le )  to  co n sta n tly  su p erv ise  the 
data co n sid er in g  th e v irtual nature o f  th e C lou d .
In A u stra lia , there is  co n cern  regard in g  co m p lia n ce  w ith  
P aym en t Card Industry D ata  S ecu r ity  Standards in  a 
g lo b a l C loud . T h o se  standards in c lu d e  req u irem en ts  
su ch  as restricted  p h y s ic a l a c c e ss  and th e a b ility  to track  
and m on itor  a ll a c c e ss  to  card d eta ils . C o m m u n ity  
co n cern  around data p r iv a cy  is  a lso  r is in g , lea d in g  to  
greater regu lator scru tin y  and m a n y  co m p a n ies  are 
co n cern ed  that sto r in g  th eir data in  an o ffsh o re  C lo u d  
w ill  jeo p a rd ise  th eir a b ility  to  co n tin u e  to  adhere to the  
N a tio n a l P r ivacy  P rin cip les . T h is  is  particu larly  so  in  
lig h t o f  th e A u stra lia n  G o v ern m e n t’s E xp osu re  D raft 
w h ich , i f  en a cted , w il l  in trod u ce e v e n  m o re  str in gen t 
regu la tion  o f  cross-b ord er  d isc lo su re s  o f  p erso n a l 
in form ation . U n d er th e E x p o su re  D raft, i f  a co m p a n y  
h o ld in g  “p erso n a l in form a tio n ” in  A u stra lia  d is c lo s e s  
that in form a tio n  to  an o ffsh o re  rec ip ien t, it m a y  b e  
v ic a r io u s ly  liab le  for  an y  m isu se  o f  that p erso n a l 
in form ation  b y  its o ffsh o re  C lo u d  provider.
A  lack  o f  c o n sis te n c y  in p r iv a cy  la w s across  
ju r isd ic tio n s  m a k es  m o n itor in g  co n tin u in g  co m p lia n ce  
w ith  A u stra lian  la w  and a s s e ss in g  risk o f  n o n -  
co m p lia n ce  ex tr em ely  d iff icu lt  and ex p e n s iv e . U n lik e  
A u stra lia , the U .S . d o e s  n o t h a v e  a co m p reh e n siv e  
overarch in g  data p r iv a cy  reg im e and  has taken a secto r  
sp e c if ic  approach  b y  en a ctin g  la w s  o n ly  w h en  required  
b y  sp e c if ic  ind u stries or c ircu m sta n ces. T h e u p sh o t is  
that there has b ee n  v ery  lim ited  tak e-u p  o f  o ffsh o re  
C lo u d -stora ge  (P aaS  or IaaS) o p p o rtu n ities  a m on g  
A u stra lian  co m p a n ies , particu larly  th o se  b u s in e sse s  that 
rely on  a h ig h  le v e l  o f  data p r iv a cy  p ro tection  and  
security .
In an effort to ad d ress so m e  o f  th ese  co n cern s, so m e  
co m m en tators (su ch  as M icro so ft)  are c a llin g  for  a “ free  
trade” ty p e  agreem en t, w h ich  e f fe c t iv e ly  sets up  b i
lateral agreem en ts  b e tw een  g o v ern m en ts  for ad h eren ce  
to  a u n iversa l se t  o f  op eration al standards in  resp ect o f  
the C lo u d . W h ilst u n iv ersa l standards w o u ld  h elp  
rem o v e op eration a l uncerta in ty , th ey  are lik e ly  to  resu lt  
in ad d ition al " com p liance"  co sts  to serv ic e  p ro vid ers  
w h ich  w o u ld  b e  a u to m a tica lly  p a ssed  o n , u n le ss  there is 
an agreed  ch a n g e  co n tro l p ro v is io n  in  the contract 
(w h ic h  is  u n lik e ly  un d er standard term s).

What are the tax consequences of hosting a 
transactional website in the US and the 
resultant data collection?

H o stin g  a tran saction al w e b site  on  servers in  the U .S . 
can create a ta x a b le  p resen ce  for U .S . fed era l in co m e  tax  
purp oses. W h ile  m ere sto rage o f  data ty p ica lly  sh ou ld  
not am ou n t to th e co n d u ct o f  b u s in ess  w ith in  th e U .S . for 
tax p u rp oses, th e a c tiv ity  can  b e  treated as th e co n d u ct o f  
b u sin ess  i f  the n o n -U .S . p erso n  stores data for the

a cco u n t o f  others, or a llo w s  cu stom ers or other third  
p arties a c c e ss  to th e data.
I f  a  w e b s ite  w ith in  th e U .S . d o e s  in v o lv e  the co n d u ct o f  
b u s in e ss , an A u stra lian  co m p a n y  en titled  to th e b en efits  
o f  the A u stra lia n -U .S . in c o m e  tax  treaty m ig h t h a v e  a 
ta x a b le  U .S . p resen ce  i f  the w e b s ite  arrangem ents  
co n stitu te  a perm an en t estab lish m en t. W eb site  
arrangem ents co u ld  co n stitu te  a perm an en t 
esta b lish m en t o f  the co m p a n y  if:

( i)  the co m p a n y  con tracts for the right to u se  
particular fa c ilit ie s  su ch  as a particular data  
cen ter w ith in  th e U .S .;

( ii)  the c o m p a n y ’s req u irem en ts m andate its 
e x c lu s iv e  u se  o f  particular fa c ilities; or

(ii i)  the fa c ilit ie s  p ro v id er  is  n o t a le g a lly  and  
e c o n o m ic a lly  in d ep en d en t third party  
p ro v id in g  th e fa c ilit ie s  in  the ordinary co u rse  
o f  its b u s in ess  o f  p ro v id in g  sim ilar  serv ic es  to  
m an y oth er u n rela ted  cu stom ers.

W h eth er  a particular w e b s ite  arrangem ent w o u ld  create a 
ta x a b le  p resen ce  for U .S . fed era l in co m e  tax  p u rp oses  
w o u ld  n e e d  to b e  ev a lu a ted  in  lig h t o f  a ll o f  the facts  
(p r in c ip a lly , the term s o f  th e arrangem ent, the  
tran saction al activ ity  and th e c ircu m sta n ces o f  the  
sto rage  p rovider).
A n y  n o n -U .S . p erso n  that co n d u cts  b u sin ess  w ith in  the  
U .S . m u st f i le  a U .S . in c o m e  tax  return ev en  i f  the  
person  d o e s  n o t h a v e  a U .S . p erm an en t estab lish m en t. 
T here are p en a lties  for fa ilu re to f ile , e v e n  i f  no tax is  
d ue. S u ch  p en a lties  m ay  p ro v e  e sp e c ia lly  p rob lem atic  
for  A u stra lia n  en tities  w ith  future p la n s for future 
ex p a n s io n  into th e U .S .
O n c e  a particular U .S . se r v ic e  or fa c ilit ie s  p ro v id er  or 
lo c a tio n  h as b een  id en tified , U .S . state and lo ca l ta x es  
a lso  n e e d  to  b e  co n sid ered . M o st U .S . sta tes and so m e  
U .S . lo c a litie s  im p o se  in co m e  tax, w h ic h  so m e tim e s  can  
ap p ly  to  n o n -U .S . p erso n s that are n ot su b ject to U .S . 
fed era l in co m e  tax. S o m e  sta tes (su ch  as C a liforn ia)  
m a y  tax an a llo c a b le  part o f  th e n o n -U .S . in co m e  earned  
b y  a g lo b a l b u sin ess  d o in g  b u s in e ss  w ith in  their borders. 
S tates and  lo c a litie s  a lso  im p o se  b u s in ess  and lic e n sin g  
ta x es , and th ey  m ay  ap p ly  to  a n o n -U .S . p erso n  d o in g  
b u sin ess  w ith in  the ju r isd ic tio n  e v e n  i f  that p erso n  has  
n o  co m p u ter  or other fa c ilit ie s  w ith in  the ju r isd ic tio n .
It is  im portant to  n o te  that U .S . sta tes and lo c a litie s  
im p o se  sa le s  ta x es  on  sa le s  o f  g o o d s  (an d  so m etim es  
sa le s  o f  se r v ic e s )  m ad e w ith in  th eir  ju r isd ic tio n . S e llers  
g e n era lly  are lia b le  to c o lle c t  and rem it th o se  taxes.
S tates and lo c a lit ie s  in cr ea s in g ly  h a v e  asserted  that e-  
c o m m e rce  se ller s  op eratin g  o u ts id e  their borders w h o  
regu lar ly  m ak e sa le s  to p erso n s w ith in  their borders m ay  
b e  lia b le  to  c o lle c t  sa les  tax.
U.S. TREASURY RULES OBLIGE THE AUTHORS 
TO TELL YOU THAT STATEMENTS ABOUT U.S. 
TAX MATTERS IN THIS PAPER ARE GENERAL
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AND PRELIMINARY ADVICE ON WHICH YOU 
CANNOT RELY TO AVOID U.S. TAX 
PENALTIES.

Will storing your data offshore subject you to 
the jurisdiction of the US courts?

D a ta  stored  in  the U .S . is  su b ject to  U .S . la w , regard less  
o f  w h eth er  th e data u ser  or the data su b ject is  b a sed  in  
A u stra lia , or e lsew h ere .
H o w ev e r , w h eth er  the rece ip t or tra n sm issio n  o f  data 
o v e r  th e Internet on  a server lo ca ted  in  th e U S  is  
su ffic ien t for  a U S  court to  assert that it h as ju risd iction  
o v e r  th e p arties is  an area o f  U .S . la w  w h ic h  is  far from  
settled .
G en era lly  sp eak in g , w h eth er  a U .S . court m a y  assert 
p erso n a l ju r isd ic tio n  o v er  a n o n -resid en t d efen d an t turns 
o n  w h eth er  an e x erc ise  o f  ju r isd ic tio n  co m p orts  w ith  the 
req u irem en ts o f  the D u e  P ro cess  C la u se  o f  th e U .S . 
C o n stitu tion . T h e to u ch sto n e  o f  th is a n a ly sis  is  w h ether  
th e "defendant p u rp o sefu lly  e s ta b lish e d  "m in im um  
contacts"  in  the forum  sta te" .1 T h e m in im u m  con tacts  
req u irem en t is  p rem ised  o n  th e  n o tio n  o f  p u rp osefu l 
ava ilm en t, w h ich  en su res that a n o n -resid en t d efen d an t 
w ill  n o t b e  h au led  in to  court b a sed  u p o n  “random , 
fortu itou s or attenuated” co n ta cts  w ith  the forum  state .2 
In short, a n on -resid en t d efen d an t's co n ta cts  w ith  a 
ju r isd ic tio n  m u st h av e  a b a sis  in  " som e act b y  w h ich  the 
d efen d an t p u rp o sefu lly  a v a ils  i t s e l f  o f  th e p r iv ile g e  o f  
co n d u ctin g  a c tiv itie s  w ith in  th e  foru m  state".3 In m ost 
Internet co n tex ts , a d v ertis in g  a lo n e  is  an in su ffic ien t  
b a s is  for e x erc is in g  p erso n a l ju r isd ic tio n  o v er  a n on 
resid en t defen d an t w h o  h as n o  a c tiv e  co n ta cts  w ith  the 
foru m  state. T o  b e  h a u led  to court in  th e foru m , the n on 
resid en t d efen d an t gen era lly  m u st h a v e  had  system a tic  
and co n tin u o u s co n ta cts  w ith  th e state , as dem onstrated  
for  ex a m p le  b y the n u m b er o f  in tern et sa les  to  the forum  
resid en ts, the v o lu m e  o f  b u s in e ss  g en era ted  in  the forum  
and the am ou nt o f  rev en u e  earned  from  sa le s  w ith  
resid en ts  o f  the state.
T od a y , th e lo n g -sta n d in g  p r in c ip les  o f  p erso n a l 
ju r isd ic tio n  in the U .S . fa ce  ser io u s c h a lle n g e s  stem m in g  
from  the rapid a d v a n cem en t o f  e le c tro n ic  
te lec o m m u n ica tio n  se r v ic e s  and o ffsh o re  data sharing  
and storage w o rld w id e . F a ced  w ith  a b ord erless  
co m m u n ica tio n  m ed iu m , U .S . cou rts h a v e  b ee n  
in cr ea sin g ly  in co n sisten t in  their in terp retation  and  
ap p lica tion  o f  the m in im u m  co n ta cts  test and their  
assertion  o f  personal ju r isd ic tio n  in th e in tern et context.
S o m e  courts h a v e  asserted  ju r isd ic tio n  in  c iv i l  tort and 
crim in al c a se s  w h ere  th e data tra n sm issio n  co m p rises  
part o f  the cr im e or in ten tion a l tort, or w h ere  there is 
e v id e n c e  that a party s p e c if ic a lly  or in ten tio n a lly  
d irected  a data tran sm ission  to  th e ju r isd ic tio n . S om e  
sta tes h a v e  en a cted  a g g r e ss iv e  ju r isd ic tio n a l sta tutes  
w h ic h  p erm it the e x erc ise  o f  p erso n a l ju r isd ic tio n  over  
n o n -resid en ts  w h o  u se  a co m p u ter  (or co m p u ter  
n etw o rk ) lo ca ted  w ith in  the sta te , lim ited  o n ly  b y  vag u e

n o tio n s  o f  fa irn ess  em b o d ied  in  the U .S . co n stitu tion . A t  
th e sam e tim e, w h ere  a party transm ittin g the data to a 
rem ote  datab ase w a s  n ot aw are that the su b ject database  
w a s  lo c a te d  w ith in  th e ju risd ictio n , courts h a v e  h e ld  that 
th e m ere act o f  a c c e ss in g  a com p u ter database rem o tely  
is  an in su ffic ie n t  ra tion ale  for  assertin g  ju r isd ic tio n .
In ad d ition , i f  y o u  en ter in to  an  agreem en t w ith  a U .S .-  
b a sed  C lo u d  p ro v id er  for the u se  o f  servers lo ca ted  in  the 
U .S .,  in th e a b sen ce  o f  c lea r  contractual la n g u a g e to  the  
contrary, a U .S . C ourt w o u ld  lik e ly  fin d  that it had  
ju r isd ic tio n  o ver  any is su e  or d ispute ar isin g ou t o f, or in  
co n n e c tio n  w ith , that agreem en t. In m o st ca ses , contracts  
w ith  o ffsh o re  g lo b a l C lo u d  provid ers co n ta in  a fore ign  
g o v ern in g  la w  and su b m iss io n  to fo re ig n  ju r isd ic tio n  and  
it w o u ld  b e  prudent to  se e k  fore ign  leg a l a d v ice  in 
re la tion  to  b o th  th e in terpretation  and the en fo rcem en t o f  
th e contract.
L itig a tin g  an y w h ere  o ffsh o re  is  m ore c o st ly  and  
in co n v en ie n t for a b u s in e ss  loca ted  in  A u stralia . 
H ow ’ev er, d u e to the breadth  and reach o f  U .S . d isco v ery  
la w s, th e co sts  o f  litig a tio n  in the U .S . in  particular, are 
ty p ic a lly  far greater than in  A ustralia .

What document retention obligations does the 
offshore location impose on you?

I f  y o u  d o  fa ll w ith in  the ju risd ictio n  o f  the U S  courts 
th en  y o u  w ill  a lso  n e e d  to ensure y o u  can co m p ly  w ith  
th e  c iv il  p roced u re ru les regard ing retention  and  
d isc o v e r y  o f  d ocu m en ts. F or ex a m p le , U .S . R u le  3 4  o f  
th e U .S . Federal Rales of Civil Procedure im p o ses  a 
le g a l du ty  on  co m p a n ies  to  retain all d ocu m en ts, 
in c lu d in g  e le c tro n ic  d ocu m en ts, that m ay  b e  re levan t to  
p en d in g  and rea so n a b ly  fo reseea b le  litiga tion . D u ring  
th e  d isco v ery  p ro cess , co m p a n ies  w ith  data stored  in  the 
U .S . co u ld  b e  required  to prod u ce th is data. It is  p o ss ib le  
that storin g  data w ith in  the U .S . m ay p ro v id e  en o u g h  o f  
a co n n e c tio n  for a U .S . court to  fin d  ju r isd ic tio n  o v er  an 
A u stra lia n  co m p a n y  storin g  its data there and su b ject the 
co m p a n y  to  the U S  d isco v ery  o b lig a tion s.
In co m p arison , A u stra lia n  c iv il procedu re rules 
regard in g  d isco v ery  and d ocu m en t retention  are less  
on erou s.

Will you be able to effectively enforce your 
rights against a foreign Cloud provider and 
what remedies are available to you?

It w o u ld  b e  ex tr em ely  d ifficu lt to en fo rce  a statutory  
righ t ar isin g  under A u stra lian  law  in  the U .S ., as th ose  
la w s  w o u ld  n ot n e c e ssa r ily  h a v e  extraterritorial effect. 
E v en  i f  a contract w ith  a U .S . C lou d  provid er is 
g o v ern e d  b y  A u stra lia n  la w  (w h ich  is u n lik e ly  under  
standard term s), en fo rcem en t o f  that contract in  a U .S . 
C ourt w il l  require exp ert ev id e n c e  as to the 
interp retation  and e ffe c t  o f  the A ustralian law , w h ich  is 
c o s t ly  and d ifficu lt.
A  U .S .-b a se d  C lo u d  p rovid er w o u ld  b e  required to 

c o m p ly  w ith  U .S . la w s and o b e y  all orders issu ed  b y  a
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U .S . C ourt, e v e n  i f  co m p lia n c e  ca u sed  the p ro v id er  to  
v io la te  an  order is su e d  b y  an A u stra lia n  Court.
E v en  w h ere  there is  n o  c o n flic t  b e tw e e n  U .S . and  
A u stra lia n  la w , a U .S . court is  n o t  o b lig a ted  to  
a u to m a tic a lly  g iv e  e f fe c t  to  the orders o f  an A u stra lia n  
court, a b sen t a sp e c if ic  trea ty  or U .S . le g is la t iv e  rule.
T h e U .S . is  n o t a party to  an y  trea ty  for  th e  m an d atory  
en fo r cem e n t or re co g n itio n  o f  fo re ig n  ju d g m en ts . T hus, 
for  a  U .S . court to  g iv e  e f fe c t  to  an  A u stra lia n  ju d g m en t, 
it m u st b e  ju s t if ie d  u n d er g en era l p r in c ip les  o f  co m ity , 
i .e .,  it w o u ld  h a v e  to  b e  sh o w n  that the U .S .-b a se d  C lo u d  
p ro v id er  w a s  su b ject to  A u stra lia n  la w  and h ad  b ee n  
g iv e n  a d eq u ate  n o tic e  and  an op p o rtu n ity  to  b e  h eard  b y  
th e  A u stra lia n  court, and  that th e  A u stra lia n  order d id  
n o t o f fe n d  th e  p u b lic  p o lic y  o f  th e  U .S . foru m  state.
Further, an  A u stra lia n  court is  l ik e ly  to  b e  re lu ctan t to  
e x e r c is e  its  d iscre tio n  to  grant eq u ita b le  r e l ie f  in  the  
form  o f  an in ter im  or f in a l in ju n ctio n  ag a in st a U .S .-  
b a se d  C lo u d  p ro vid er , to  th e  ex te n t that th e C ourt ca n n ot 
su p er v ise  co m p lia n c e  w ith  its  order un d er th e ru les o f  
co n tem p t o f  court.

Is data stored in the U.S. at any greater risk of 
being accessed by government than data 
stored in Australia?

Formal U.S. Government Requests

P rivate data sto red  in th e U .S . is  at a h igh er  risk  o f  b e in g  
a c c e s se d  b y  g o v ern m en t a g e n c ie s  than data stored  in  
A u stra lia . In th e  U .S ., form al req u ests  b y  g o v ern m en t  
en tities  in  th e form  o f  su b p o e n a s  and w arrants g e n era lly  
co m p e l th e  p ro v is io n  o f  data and in form ation . U n d er the  
F ourth  A m e n d m en t to  th e  U .S . F ed era l C o n stitu tion , 
w h ic h  gu ard s a g a in st u n rea so n a b le  search es and  se izu res  
b y  th e  sta te , a  w arrant is  is su e d  o n ly  w h en  the req u est is  
su p p orted  b y  p ro b ab le ca u se  that a cr im in al o f fe n s e  h as  
b e e n  or is  b e in g  co m m itted , a d escr ip tio n  o f  th e p la c e  to  
b e  sea rch ed  and item s to  b e  s e iz e d  is  p ro v id ed , and  
n o tic e  is  g iv e n  to  the su b ject o f  th e  search .
H o w e v e r , F ourth  A m e n d m en t p ro tectio n  is  a fford ed  
o n ly  to  in fo rm a tio n  in  w h ic h  o n e  h as a reaso n ab le  
e x p ec ta tio n  o f  p riv acy . T h e ra tion a le  is  that o n c e  
in fo rm a tio n  is  shared w ith  a th ird  party , that ex p ecta tio n  
o f  p r iv a cy  c e a se s  to  ex ist . In th e  co n te x t o f  
e le c tr o n ic a lly  stored  in form a tio n , th e im p act o f  th is  is  
e x te n siv e .
S u b p o en a s m a y  b e  is su e d  w ith o u t sh o w in g  ca u se  b y  
a d m in istra tive  a g e n c ie s  as w e ll  as private litigan ts. In  
recen t c a se s , U .S . g o v ern m en t a g e n c ie s  h a v e  re lied  on  
th e ‘T hird  Party E x c e p tio n ’ to g a in  w arran tless a c c e ss  to  
p erso n a l in form a tio n , in clu d in g:

1. th e n a m e , ad d ress, e -m a il add ress and m ed ia  
a c c e ss  co n tro l ad d ress from  C o m ca st C a b le  
C o m m u n ica tio n s  o f  a p erso n  w h o  u sed  
C o m c a st’s Internet se r v ic e s  in  th e co u rse  o f  
sh arin g  m o v ie  f i le s  o n lin e ;4

2 . th e in form a tio n  on  an in d iv id u a l’s com p u ter  
that w a s  a c c e ss ib le  b y  a p eer-to -p eer  f ile  
sh arin g  program ;5

3. th e  ch at a cco u n t in form a tio n  from  Y a h o o ! o f  a 
p erso n  w h o  u se d  Y a h o o ’s in tern et serv ic es  to  
a c c e ss  ch at board s;6

4 . th e lo g - in  in form a tio n , in c lu d in g  the date, tim e  
and IP add ress o f  ea ch  lo g -in , from  M icro so ft  
o f  a p erso n  w h o  u sed  M ic r o so ft’s 
M S N /H o tm a il program ;7 and

5. th e co n ten ts  o f  an iT u n es  f i le s  library shared  
o v e r  an u n secu red  w ir e le s s  n etw o rk .8

U.S. Government Surveillance

T h e p o w e r  o f  U .S . g o v ern m en t a g e n c ie s  to ob tain  
in fo rm a tio n  in  an y  m atter re la ted  to  n ation a l secu r ity  or 
terrorism  h as a lso  ex p a n d ed  su b sta n tia lly  in  recen t years  
th rou gh  ch a n g es  to  the F o re ig n  In te llig en c e  S u rv eilla n ce  
A c t  o f  1 9 7 8  ( “FISA”). F IS A  se ts  forth  p roced u res for, 
inter alia, req u estin g  ju d ic ia l au th orisa tion  for  e lec tro n ic  
su rv e illa n ce  o f  p erso n s e n g a g e d  in  e sp io n a g e  or 
terrorism  aga in st th e  U .S . on  b e h a lf  o f  a fo re ig n  p ow er. 
T h e 2 0 0 1  U S A  P atriot A c t  a b o lish e d  the prior  
req u irem en t that th e “prim ary p u rp o se” o f  th e F IS A  
su rv e illa n ce  b e  for  the ga th erin g  o f  fo re ig n  in te llig e n c e  
and re la x ed  th e standard so  that the g o v ern m en t n o w  
n ee d  o n ly  sh o w  that the c o lle c t io n  o f  fo re ig n  in te llig e n ce  
is  “a s ig n ifica n t p u rp o se” o f  th e su rv e illa n ce . T he Patriot 
A c t  a lso  a m en d ed  th e p ro ced u res for ju d ic ia l o v ers ig h t  
o f  F IS A  su rv e illa n ce  and  ex p a n d ed  th e  d efin it io n s  o f  
“fo re ig n  in te llig e n c e  in fo rm a tio n ” and  “a gen ts  o f  fo re ig n  
p o w e r s .” U n d er  th e  current sta tute, th ere is  n o  
req u irem en t that a target b e  e n g a g e d  in  cr im in al activ ity , 
a lth o u g h  th e g o v ern m e n t still m u st sh o w  p rob ab le ca u se  
that th e  “target o f  th e su rv e illa n ce  is  a  fo re ig n  p o w er  or  
ag en t o f  a fo re ig n  p o w e r .”
T h e a v a ila b ility  o f  a c c e ss  w ith o u t a w arrant and the  
broad  p o w ers  a v a ila b le  u n d er th e P atriot A c t  h a v e  n o  
p a ra lle l in  A u stra lia n  law . T he sc a le  o f  su rv e illa n ce  
a c tiv ity  u n d ertak en  in  th e  U .S , and th e  co rresp on d in g  
co n cern  ex p ressed  b y  in d u stry  around th e ex ten t o f  
ex p a n d in g  g o v ern m en t p o w ers , h a v e  n o t b e e n  m irrored  
in  A u stra lia . T h e U .S  a lso  la ck s a n u m b er o f  p riv acy  
p ro tectio n s  and o th er lim ita tio n s  that con stra in  the  
a b ility  o f  g o v ern m en t a g e n c ie s  in  A u stra lia  to  co m p e l  
a c c e ss  to  data.
B ro a d  n e w  reg u la tio n s b e in g  drafted  b y  th e O bam a  
ad m in istra tion  w o u ld  a lso  m ak e it ea sier  for U .S . la w  
en fo r cem e n t and n a tio n a l secu r ity  o f f ic ia ls  to  w iretap  
Internet and  e -m a il co m m u n ica tio n s  w ith in  the U .S . 
A c c o r d in g  to a recen t artic le  in  the N e w  Y o rk  T im es, the  
W h ite  H o u se  p la n s to  su b m it a b ill th is y ea r  that w o u ld  
require a ll " com m u n ication s serv ic e  providers"  to  b e  
te c h n ic a lly  eq u ip p ed  to  c o m p ly  w ith  a w iretap  order.
T h e T im es  rep orted  that g o v ern m en t o f f ic ia ls  b eh in d  the  
p ro p o sa l h a v e  n ot y e t  d e fin e d  w h o  w o u ld  q u a lify  as a 
" co m m u n ica tio n s s e r v ic e  provider,"  b ut o f f ic ia ls  h a v e
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su g g e ste d  that th e reg u la tio n s  m a y  b e  a p p lied  b roadly , 
in c lu d in g  to  co m p a n ies  that op erate  fro m  servers lo ca ted  
abroad.
W h ilst  so m e  A u stra lia n  g o v ern m e n t a g e n c ie s  p o sse s s  
p o w ers  sim ilar to  th o se  h e ld  b y  U .S . a g e n c ie s , the  
A u stra lia n  g o v ern m en t a g e n c ie s ’ p o w e r s  are o n ly  
ap p lica b le  in  q u ite  lim ited  c ir cu m sta n ces  co m p ared  to  
th e U .S .
Government Access to Data Pursuant to Mutual 
Assistance Treaty

T reaties b e tw e e n  fo re ig n  g o v ern m e n ts  a lso  a ffec t w h at  
k in d  o f  p ro tection  data en jo y s , an d  b e c o m e  particularly  
re levan t w h ere  data is  sto red  in  th e  C lo u d . T h e U .S . and  
A u stra lia  h a v e  in  p la c e  a Mutual Assistance Treaty that 
a llo w s  the co u n tr ies’ re sp e c tiv e  la w  en fo r cem e n t  
a g e n c ie s  to g a in  a c c e ss  to  data in  th e o th er ju r isd ic tio n  in  
certa in  c ircu m sta n ces. T h e C o u n c il o f  E u ro p e’s 
Convention on Cybercrime is  y e t  to  b e  ra tified  b y  the  
A u stra lian  g o v ern m en t, but h as b e e n  ra tified  b y  th e U .S . 
T h is  m ean s that A u stra lia n  data sto red  in  th e U .S . is  
a lread y  su b ject to  the E u rop ean  ag reem en t and co u ld  b e  
fo rc ib ly  shared w ith  the E u rop ean  sig n a to r ie s. I f  
A u stra lia  a lso  ra tifies th e E u rop ean  agreem en t, 
co m p a n ies  sh o u ld  b e  aw are that A u stra lia n  data h osted  
in  a E uropean  C lo u d  w ill  b e  e x p o se d  to  a c c e ss  from  
oth er s ign atories, in c lu d in g  the U .S  g ov ern m en t.

W h at reputational risks w ill you assum e by  
offshoring?

W ith in  A u stra lia , g o v ern m en t, co m m u n ity  and industry  
co n cern  around data p r iv a cy  is  g r o w in g . T h e current 
fed era l g o v ern m en t h as ex p r e sse d  particu lar con cern

about the p o ten tia l ex p osu re  o f  p erso n al data o n c e  it  is  
transferred offsh o re .
T h e recent E xp osu re  D raft w h ich  am en d s th e  N a tio n a l 
P riv a cy  P rin c ip les  f la g s  a r isin g  le v e l o f  co m m u n ity  and  
p o lit ica l co n cern  around th e issu e , as w e ll  a s  th e  
p oten tia l for n e w  regu la tion s o ver  tim e. A n y  p ro p o sed  
o ffsh o r in g  w o u ld  n eed  to b e  supported  b y  a c lea r  P R  and  
co m m u n ica tio n s  strategy in  order to  m ain ta in  cred ib ility  
and ab le to re fu te  actual or p erce iv ed  secu r ity  risks  
a sso c ia ted  w ith  the offsh o rin g  to a g lo b a l C lo u d . 1 2 3 4 5 6 7 8
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