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Copyright under the AUSFTA: anti
circumvention and ISP liability

By Matt Black*
The Australia - United States Free Trade Agreement (AUSFTA) was signed in Washington in May 2004. This 
article explores two of the many proposed changes to Australian intellectual property law: anti-circumvention 
provisions and internet service provider liability for authorisation of infringement.

Chapter 17 of the AUSFTA deals with 
intellectual property law. Some of the 
Key provisions of the chapter propose 
changes to the way Australian copyright 
law will apply to digital technologies. 
This area of law remains somewhat 
experimental and, as will be explained, 
the government’s Digital Agenda Review 
recently recommended changes that are 
inconsistent with the AUSFTA.

This article will explore two significant 
areas of copyright law that will be 
affected by the AUSFTA: anti
circumvention provisions and service 
provider liability for authorisation of 
infringement1. The recent history of 
these issues lie in the Copyright 
Amendment (Digital Agenda) Act 2000 
(Digital Agenda Act).

The then Minister for Communications, 
Information Technology and the Arts, 
Senator Richard Alston, described the 
Digital Agenda amendments as “the 
cutting edge of online copyright reform” 
and noted that Australia was “entering 
uncharted waters of developments in 
copyright law”2. It is the theme of this 
article that these areas remain 
uncharted waters and that the AUSFTA 
represents a commitment to an unwise 
legislative model for the digital future.

A review of the Digital Agenda 
amendments took place three years 
after their implementation and the
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findings of that review were published 
in April 2004. There are some 
important differences between the 
recommendations of the Digital 
Agenda Review and the terms of 
Chapter 17 of the AUSFTA.

The exclusive right to circumvent

It has become increasingly common 
for copyright owners to use 
technological measures to control 
access to digital content such as 
books, music, games and movies. 
For example, DVDs are encrypted as 
part of a region coding system that 
divides the world into discrete areas 
and does not allow DVDs to be played 
outside the region they were 
purchased in.

The Explanatory Memorandum to the 
Digital Agenda Act explained that it 
introduced “new measures to provide 
effective remedies against the abuse 
of technological copyright protection 
measures” and that “[enforcing 
copyright in the digital environment 
is a major concern for copyright 
owners”. These measures have given 
copyright holders the exculsive right 
to circumvent access control type 
measures that are applied to their 
works.

To date, the copyright holder action 
for circumvention of a technological 
protection measure (TPM) has only 
been litigated in one case. The full 
implications of the circumvention right 
are yet to be explored, but as will be 
discussed, if the right is extended the 
implications are likely to be far- 
reaching.

Current Australian law

Legal protection for the use of 
technological protection measures 
(TPMs) on copyright material was 
introduced by the Digital Agenda Act. 
A TPM is defined as a “device or 
product, or a component incorporated

into a process, that is designed, in 
the ordinary course of its operation, 
to prevent or inhibit the infringement 
of copyright in a work or other 
subject-matter by ... ensuring that 
access to the work ... is available 
solely by use of an access code or 
process ... with the authority of the 
owner [and/or] ... through a copy 
control mechanism” (s. 10(1)).

This definition is important because, 
subject to certain narrow exceptions, 
the copyright holder may bring an 
action against any person who, 
without authorisation, creates or 
distributes a device designed to 
enable the copyright material to be 
accessed (s. 116A(5)). These 
devices are termed ‘circumvention 
devices’ and are defined as any 
“device (including a computer 
program) having only a limited 
commercially significant purpose or 
use, or no such purpose or use, other 
than the circumvention, or facilitating 
the circumvention, of a technological 
protection measure” (s. 10(1)).

Section 116A of the Act provides that 
a copyright holder may bring an 
action against a person where the 
following criteria are met:
* the copyright work is protected by 

a TPM; and
* the person does not have the 

permission of the copyright holder 
or exclusive licensee; and

* the person makes or 
commercially deals with a 
circumvention device or promotes 
a circumvention service; and

* the person knew, or ought 
reasonably to have known, that the 
device or service would be used 
for circumvention of the TPM3.

There are some narrow exceptions 
to this right of action which apply to
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the supply of a circumvention device 
or service to a ‘qualified person’ for a 
‘permitted purpose’ relating to a work 
which is not readily available without 
a TPM and to the making or importing 
of circumvention devices for that 
purpose (s. 116A(3) and (4)). The 
effect of the exceptions is that 
circumvention devices may be made 
or supplied for:
* lawful reproduction of computer 

programs to make interoperable 
products, correct errors or test 
security (ss. 47D, 47E & 47F);

* reproductions of works for 
members of Parliament (s. 48A); 
or

* certain reproductions by libraries 
(ss. 49, 50, 51A).

The activities for which there is no 
exception are of more note. There is 
no exception for the purposes of fair 
dealing or backing up computer 
programs. There is also no exception 
that would allow consumers to access 
legally purchased copyright material, 
for example so that they may access 
movies or games bought overseas.

Section 116A was discussed in the 
Sony case4 and the Sony appeal5'. 
These cases involved games for 
Sony’s Playstation consoles. Game 
discs for the Playstation contain region 
access codes which must be read and 
verified by the console before the game 
can be played. Consoles sold in any 
particular region can only play games 
coded for that region. Thus, games 
sold in the US or Europe will not play 
on an Australian console.

Further, although game discs can be 
replicated using ordinary CD writers, 
this does not replicate the access 
code, with the effect that such 
replications are inoperable in a 
standard game console. The 
respondent sold devices (mod chips) 
that allowed game discs from other 
regions, or replications of game discs, 
to be played in a Playstation console. 
There is, at law, no prohibition on 
importation of software from overseas 
and consumers are permitted to make 
and use a backup copy of software 
such as Playstation games.
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In the Sony case it was accepted 
that the mod chips were within the 
definition of circumvention devices. 
The question to be addressed was 
whether the region coding system 
constituted a TPM for the purposes 
of s. 116A. At first instance, 
Sackville J found that the access 
code system was not a TPM. His 
Honour explained (at [115]) that in 
order to qualify as a TPM a system 
must do more than merely deter or 
discourage infringement; it must 
physically prevent or inhibit acts that 
might infringe copyright.

However, on appeal the Full Court of 
the Federal Court took a different 
approach. Lindgren J, with French J 
agreeing, held that the access code 
system was a TPM under s. 116A. 
His Honour said (at [139]) that Sony’s 
system did inhibit the infringement 
of copyright in Playstation games 
and that the word inhibit meant to 
discourage or deter without 
necessarily preventing infringement 
(at [89]).

The Sony cases include amicus 
briefs from the Australian Competition 
and Consumer Commission due to 
concerns over the impact on 
consumer rights. One reason is that 
as the decision stands, region coding 
systems such as Sony’s can be 
used to deny consumers the ability 
to exercise rights under the Act and 
to source lower price content from 
overseas. It is understood that a High 
Court special leave application in the 
case is due to be heard later this 
year.

The Digital Agenda Review

The Digital Agenda Review6, was 
commissioned by the government to 
determine whether the Digital Agenda 
amendments had been effective in 
strengthening copyright enforcement. 
One of the issues explored by the 
Review was circumvention devices. 
It made a number of 
recommendations, including:
* that the definition of TPM should 

accord with the narrower 
interpretation of Sackville J in the 
Sony case;

* the permitted purposes be extended 
to allow supply or use of a 
circumvention device for any use or 
exception allowed under the Act, 
including fair dealing and access to 
legitimately acquired non-pirated 
content;

* use of circumvention devices 
against TPMs be prohibited except 
for permitted purposes; and

* that the integrity of the permitted 
purposes be protected by 
preventing copyright holders from 
contractually restraining users from 
using circumvention devices for 
permitted purposes.

These recommendations would have 
several important effects. First, 
adopting the interpretation of TPM 
favoured by Sackville J in the Sony 
case would provide some limit to the 
scope of what constitutes a TPM, and 
possibly reduce the extent to which 
anti-circumvention laws can be adapted 
to achieve purposes beyond legitimate 
copyright protection.

Second, an extension of permitted 
purpose exemptions to include fair 
dealing and access to legitimately 
acquired non-pirated content would go 
some way towards ensuring that anti
circumvention laws are not used to rob 
consumers of their rights, as would the 
prohibition against the use of contract 
to restrain legitimate uses.

The Review highlights just a few of the 
concerns that arise in the context of 
anti-circumvention provisions. Broad 
anti-circumvention laws have the 
potential to extend the power of 
copyright holders far beyond the 
legitimate protection of copyright works 
and to be used for anti-competitive 
purposes7.

The AUSFTA provisions

The AUSFTA will move Australian law 
in the opposite direction to that 
recommended by the Digital Agenda 
Review. A TPM (referred to as an 
“effective technological measure” in the 
AUSFTA) will be defined as “any 
technology, device or component that, 
in the normal course of its operation, 
controls access to a protected work,



cover story

circumvention and ISP liability
performance, phonogram, or other 
subject matter, or protects any 
copyright” (Article 17.4.7(b)). In 
contrast to the current definition, 
there is no need for the TPM to 
prevent or inhibit infringement. This 
definition extends the right of 
circumvention to cover all types of 
access, rendering moot the question 
of whether to ‘inhibit’ infringement 
requires physical inhibition or not.

Practical implications

The full implications of extending the 
anti-circumvention laws in this way 
cannot easily be determined. One 
definite impact is the effect upon 
parallel importing. In Australia, the 
power of copyright holders to prevent 
parallel importation of most works was 
removed in 1998 and 2003. However, 
broad anti-circumvention laws enable 
copyright owners to use technology 
to prevent parallel importing, 
defeating this recent legislative 
reform.

Broad anti-circumvention laws will 
also reduce the ability of consumers 
to exercise their rights and to take 
advantage of exceptions provided by 
the Act. For example, fair dealing 
will not be a permitted purpose under 
the AUSFTA anti-circumvention 
provisions. With increasing use of 
digital technologies, researchers and 
students could easily find themselves 
locked out of legitimate study access 
to material protected by a TPM.

Finally, the scope of the AUSFTA 
style anti-circumvention laws is as 
yet unknown. For example, US 
cases have established that anti
circumvention laws could be used to 
prevent the sale of universal garage 
door openers8 and generic toner 
cartridges for printers9.

Service provider liability

Section 36 of the Act deals with 
infringement. It states that the 
copyright in a work is infringed if a 
person does or authorises the doing 
of any act comprised in the copyright 
without the owner’s consent. Acts 
that are the exclusive right of the 
copyright holder generally include

reproduction, publication and 
communication of the work (s. 31).

All content available on the internet 
is hosted by a service provider of one 
kind or another. There are concerns 
that such service providers may be 
deemed to be authorising infringing 
activities that occur via their services, 
such as when a service provider 
hosts content for a customer. 
Meanwhile, copyright holders have 
been concerned to gain access to a 
system that facilitates the removal 
of internet content that is alleged to 
infringe copyright.

The approach in the US has been to 
tie these two concerns together using 
the Digital Millennium Copyright Act’s 
(DMCA) “safe harbor” approach. This 
system assures service providers 
immunity from allegations of 
authorising infringement10 (the safe 
harbor) if they take certain actions 
when a copyright holder alleges 
infringement by a customer or user 
of the service provider. Basically, in 
the US a service provider will be in 
the safe harbor if it disables or 
removes content when a copyright 
holder alleges that the content is 
infringing their copyright.

Current Australian law

Infringement via authorization occurs 
where a person authorizes the 
reproduction etc of a copyright work 
without the consent of the copyright 
holder. For example, in the famous 
case of University of New South 
Wales v Moorhouse11 a university 
library was held to have authorized 
the copying of books by making 
photocopiers available in the library 
without appropriate steps being 
taken to prevent copyright 
infringement.

Section 39B of the Act clarifies that 
a person who provides services for 
acilitating communications does not 
authorise infringement of copyright 
merely because another person uses 
the service to do infringing acts. This 
means that to determine whether a 
service provider has authorised 
infringement, the factors in s. 36(1 A) 
must be considered. They are:

* the extent (if any) of the person’s 
power to prevent the doing of the 
act concerned;

* the nature of any relationship 
existing between the person and 
the person who did the act 
concerned; and

* whether the person took any 
reasonable steps to prevent or 
avoid the doing of the act, 
including whether the person 
complied with any relevant 
industry codes of practice.

To date there has been no relevant 
industry code established. The result 
is that there is uncertainty as to the 
circumstances under which a service 
provider will be considered liable for 
authorising the infringing acts of a 
third party.

The Digital Agenda Review

The issue of service provider liability 
was another of the issues considered 
by the Digital Agenda Review. It 
noted the uncertainty in the current 
law and the lack of industry 
guidelines.

The Review proposed a system 
similar to the US safe harbor 
approach, but with an important 
difference. Whereas the US system 
requires service providers to 
immediately remove content upon 
receipt of a take-down notice, the 
Review recommendation was that 
service providers only be required to 
remove the content if the customer 
does not dispute the allegation or the 
entity alleging infringement institutes 
judicial proceedings12.

This is an important distinction that 
offers some protection against 
unfounded allegations and more 
properly fits with Australian legal 
practice, with the onus upon those 
alleging infringement to take action.

The AUSFTA proposals

The AUSFTA proposes a system of 
take-down notices apparently based 
on the US DMCA approach. Under 
the system a copyright holder may
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issue a service provider with a take
down notice alleging copyright 
infringement by a user or customer 
of the service provider. The service 
provider, to be assured immunity from 
liability, is then required to remove 
or disable the content. If the 
customer refutes the allegation and 
judicial proceedings are not 
instituted, the service provider may 
restore the content but no incentive 
to do this is provided.

The definition of service provider is 
likely to be very broad. For example, 
US law defines the term to include 
not only providers of dial-up and 
broadband internet services, but also 
any provider of online services, 
including search engines such as 
Yahoo and Google13.

Why the need for a take-down 
notice system?

One difficulty with the take-down 
notice system is that it tries to kill 
two birds with the one stone. It tries 
to address the need to provide 
certainty as to the extent of liability 
of a service provider and also to 
provide copyright holders with an 
expeditious process to address 
allegations of infringement.

Aryuably, there is no need for any 
take-down notice system. The notion 
of authorisation of infringement 
essentially places a burden on 
service providers to take steps to 
ensure that they are not knowingly 
facilitating or encouraging the 
infringement of copyright by third 
parties. The law could easily be 
clarified and made effective by 
providing proactive steps that service 
providers could take to avoid liability 
for authorisation.

Just as university libraries provide 
warning notices to photocopier users 
in return for immunity14, so too could 
service providers issue appropriate 
information and warnings to their 
users. This approach would reduce 
the burden on service providers and 
ensure that users are appropriately
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informed of their responsibilities in 
respect of copyright. A lack of 
understanding of copyright issues in 
the community was noted by the 
Digital Agenda Review15.

The perceived need for an expeditious 
method of addressing online 
infringement needs separate 
attention. It is beyond the scope of 
the present article to explore the 
options, but one possibility would be 
the availability of a quick and cheap 
tribunal-style body that could issue 
take-down orders where copyright 
holders establish infringement.

Conclusion

The AUSFTA will require a range of 
significant changes to Australian 
intellectual property law. The two 
areas of change discussed in this 
article were anti-circumvention laws 
and service provider liability.

Anti-circumvention laws currently 
operating in Australia allow copyright 
holders a high degree of power over 
their works, including the ability to 
prevent parallel importing and the 
exercise of fair dealing and other user 
rights. The AUSFTA provisions will 
extend the exclusive right of 
circumvention to cover all types of 
access to works, resulting in a 
powerful right with undefined 
boundaries.

The service provider provisions of the 
AUSFTA will impose substantial 
administrative costs on service 
providers by linking the issue of 
liability for infringement authorization 
with copyright holder demands for 
easy ways to address alleged online 
infringement. The provisions will 
require internet content to be 
removed on mere allegation. An 
alternative approach would be to 
address the issues separately, 
providing simple proactive steps that 
service providers can take to avoid 
liability and developing appropriately 
supervised procedures for copyright 
holders to pursue allegations against 
online material.
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