
TECHNOLOGY REVIEW

Crackers, phishing, worms, 
Trojans & zombies are out

to get you!
By Rob Dav i s

Here is something you don’t want to know but 
need to know. No computer network is 100% 
secure and eventually you will become (if you 
have not already) a victim of computer attack. 
What this means is that if you have a 

computer and use the internet then you will eventually lose 
data, have your identity hijacked and probably be a victim of 
credit card fraud.

Fifteen years ago most computer attacks came from pimply 
faced kids with access to a modem, a PC and too much time 
on their hands. What started as simple pranks and a way to 
kill time has since morphed into a global enterprise run by 
crime syndicates whose activities threaten the future of the 
internet. These operations use skilled crackers and sophisticated 
technology to steal credit card, bank account and identity 
details from ordinary computer users around the world.

CRACKER TRICKS
A ‘cracker’ is a malicious hacker, sometimes called (in the 
adolescent language of smart people who drink too much 
caffeine and lack a real life) ‘black-hats’. They are people 
who, for fun or profit, devote themselves to breaking into 
computer systems and stealing information.

Their techniques can be reduced to three simple strategies:
1. Accessing unprotected computers.
2. Breaking into protected networks and computer

systems, either by brute force, exploitation of security 
weaknesses in operating systems, or by employing a 
bewildering variety of technologies and techniques to 
induce users to allow them in.

3. Inducing internet users to give them their credit card 
details by intercepting emails or using bogus websites 
cloned to resemble secure sites of banks, software 
suppliers, and others that provide e-commerce facilities 
over the internet.

It is surprising how many computer-users have performed 
operating system installations where all security has been 
turned off by default. These users leave themselves as wide

open to theft as a houseowner who goes out and leaves the 
front door open. No talent or skill is needed to enter an 
unlocked system. All that is necessary is for someone with 
the right software to detect the computer on the network and 
enter it. This software is readily available. Indeed, statistics 
from the US suggest that computers connected to the internet 
are quickly detected by automated software belonging to 
crackers.

Ensuring your system is password-protected is little help if 
you do not choose an appropriate password or do not make 
concerted efforts to repel attempts to enter it by stealth. For 
example, most users do not monitor their systems for 
probing by automated systems using simple dictionary 
attacks. This makes many computers protected by common 
passwords (such as names or birth dates) vulnerable to 
frontal attack in a relatively short period of time.

These attacks are made easier if the attacker already knows 
the identity of the person against whom the attack is made.
For example, crackers commonly use social engineering 
(identity spoofing) to induce staff (whose identities and 
positions are commonly published in corporate websites) to 
part with user names and passwords. All that is necessary, 
often, is a couple of calls to different staff at different times to 
find out discrete pieces of information, such as the name of a 
computer supplier. The cracker then uses that information to 
contact the supplier, pretending to be from the ‘client’ to find 
out information about the computer system of the client.
This information may be all they need to exploit weaknesses 
in the client’s security. But if it is not, then the cracker can 
use the information obtained from the supplier to induce the 
client’s staff to reveal system passwords. A common trick is 
for a cracker to pretend to be from a software supplier 
needing access to upload system upgrades, etc.

The most common form of attack, for ordinary home 
compute-users at least, is from spyware, worms and Trojans 
that the computer-owner unwittingly installs themselves.
These are small executable software applications that usually 
enter a user’s computer either as attachments to emails, or as »
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c o d e  a d d e d  lo  o t h e r w i s e  i n n o c u o u s  d o c u m e n t s  ( s u c h  a s  t e x t  

f i le s ,  s p r e a d s h e e t s ,  e tc ) .  T h e s e  a p p l i c a t i o n s  c a n  p e r f o r m  a  

r a n g e  o f  f u n c t i o n s ,  f r o m  t a k i n g  c o n t r o l  o f  t h e  u s e r ’s 

c o m p u t e r ,  l o g g in g  a n d  r e p o r t i n g  o n  k e y s t r o k e s ,  o r  p r o v i d i n g  

a  b a c k  d o o r  t o  p e r m i t  a  c r a c k e r  t o  e n t e r  t h e  c o m p u t e r  a t  w i l l .

A  m o r e  i n s i d i o u s ,  a n d  r a p i d l y  e x p a n d i n g ,  f o r m  o f  f r a u d  

k n o w n  a s  ‘p h i s h i n g ’ r e q u i r e s  v e r y  l i t t le  c o m p u t e r  k n o w l e d g e .  

T h i s  t e c h n i q u e  c lo n e s  w e b s i t e s  b e l o n g i n g  to  m a j o r  b a n k s  a n d  

‘t r u s t e d ’ e - c o m m e r c e  p r o v i d e r s  ( s u c h  a s  c r e d i t  c a r d  

c o m p a n i e s ) ;  h o s t s  t h e s e  b o g u s  c lo n e s  o n  s y s t e m s  o f  

u n s u s p e c t i n g  i n t e r n e t  u s e r s ;  a n d  d i r e c t s  t r a f f ic  to  t h e s e  b o g u s  

s i t e s  to  f i s h  f o r  u s e r n a m e s  a n d  p a s s w o r d s .  T ra ff ic  is  

c o m m o n l y  d r i v e n  to  t h e  b o g u s  s i t e s  b y  s p a m  e m a i ls ,  

p r e t e n d i n g  to  b e  f r o m  t h e  t r u s t e d  c o m p a n y ,  a s k i n g  th e  

u n s u s p e c t i n g  u s e r  t o  c l i c k  a  l i n k  t o  c h a n g e  p a s s w o r d  d e ta i l s .  

N a tu r a l ly ,  t o  c h a n g e  t h e  p a s s w o r d  t h e  u s e r  h a s  to  t y p e  in  

t h e i r  v a l id  u s e r  n a m e  a n d  p a s s w o r d ,  w h i c h  a r e  t h e n  s e n t  to  

t h e  c r a c k e r  f o r  i l l ic i t  u s e .  T h e  u n s u s p e c t i n g  u s e r  r e m a i n s  

u n a w a r e  t h a t  t h e y  h a v e  b e e n  c o n n e d  o u t  o f  t h e i r  p a s s w o r d  

u n t i l  t h e y  g e t  t h e i r  n e x t  c r e d i t  c a r d  b i l l  o r  b a n k  s t a t e m e n t .

P h i s h i n g  s c a m s  v a r y  w i d e ly  i n  t h e i r  s o p h i s t i c a t i o n .  A t t h e  

l o w  e n d  t h e y  a r e  c r u d e  a n d  r a r e ly  w i t h s t a n d  t h e  s c e p t i c a l  

s c r u t i n y  o f  m o s t  c o m p u t e r - u s e r s .  O f  c o u r s e ,  t h e  i n s t i g a t o r s  o f  

t h e  s c a m  d o n ’t c a r e  i f  t h e  m a j o r i t y  o f  u s e r s  s m e l l  a  r a t .  T h e y  

b r o a d c a s t  t h e  s a m e  s p a m  to  m i l l i o n s  o f  u s e r s  in  a  p a r t i c u l a r  

c o u n t r y  d o m a i n ,  a n d  i f  o n l y  a  f r a c t i o n  o f t h e  r e c i p i e n t s  a r e  

c o n n e d  t h a t  i s  a ll  t h a t  is  n e c e s s a r y  f o r  t h e m  to  m a k e  t e n s  o f

arw
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t h o u s a n d s ,  p o s s ib l y  m i l l i o n s ,  f r o m  e a c h  a t t e m p t .  O t h e r  s c a m s  

e m p l o y  v e r y  s k i l l e d  c o d i n g  to  m a s k  f e a t u r e s  t h a t  m ig h t  

o t h e r w i s e  l e a d  s o m e o n e  to  s u s p e c t  t h e  s i t e  is  a  f r a u d .  F o r  

e x a m p l e ,  a  c l o n e d  w e b  p a g e  m a y  c o n t a i n  J a v a  s c r i p t  t h a t  

o b s c u r e s  t h e  a d d r e s s  b a r  o f  t h e  u s e r ’s  b r o w s e r  w i t h ,  w h a t  o n  

o r d i n a r y  i n s p e c t i o n ,  a p p e a r s  t o  b e  t h e  a d d r e s s  o f  t h e  

l e g i t im a te  s e c u r e  s i te .

PROTECT YOURSELF
T h e r e  a r e  a  n u m b e r  o f  t h i n g s  t h a t  y o u  c a n  d o  to  r e d u c e  th e  

r i s k  t h a t  y o u  w i l l  fa ll v i c t im  to  c o m p u t e r  f r a u d :

1 . E n s u r e  y o u r  o p e r a t i n g  s y s t e m ’s  s e c u r i t y  f e a t u r e s  a r e  

t u r n e d  o n  a n d  p r o p e r l y  c o n f i g u r e d  ( f o r  e x a m p l e ,  u s e  

f i r e w a l l  p r o t e c t i o n ) .

2 .  U s e  p a s s w o r d s  t h a t  a r e  d i f f i c u l t  o r  i m p o s s i b l e  t o  g u e s s  

( f o r  e x a m p l e ,  m ix  t e x t  a n d  n u m b e r s  i n t o  s t r i n g s  a t  l e a s t  

e i g h t  i t e m s  l o n g )  a n d  c h a n g e  t h e m  r e g u la r ly .

3 .  B a c k  u p  a l l  c r i t i c a l  d a t a  d a i l y  o n  r e m o v a b le  m e d i a  u s i n g  

a  r o t a t i n g  s c h e d u l e  a n d  v e r i f y  a ll  b a c k - u p s  f o r  i n te g r i ty .

4 .  U s e  v i r u s  p r o t e c t i o n  to  s c r e e n  a ll  m a t e r i a l  e n t e r i n g  th e  

c o m p u t e r  ( b u t  r e m e m b e r  t o  k e e p  y o u r  v i r u s  d e f i n i t i o n s  

u p d a t e d  t o  p r o t e c t  a g a i n s t  n e w  v a r i a n t s ) .

5 . N e v e r  o p e n  e m a i l  a t t a c h m e n t s  o r  i n s t a l l  s o f t w a r e  u n l e s s  

it is  f r o m  a n  a b s o l u t e l y  t r u s t e d  s o u r c e  ( b e  c a r e f u l  o f  a ll 

e m a i l  a t t a c h m e n t s  a s  t h e y  m a y  n o t  b e  f r o m  t h e  p e r s o n  

w h o s e  n a m e  a p p e a r s  a s  s e n d e r ) .

6 . R e g u la r ly  d o w n l o a d  a n d  in s t a l l  s e c u r i t y  p a t c h e s  f r o m  th e  

s u p p l i e r  o f  y o u r  o p e r a t i n g  s y s te m .

7. U s e  a  m o r e  s e c u r e  o p e r a t i n g  s y s te m  ( f o r  e x a m p l e ,  t h e  

M a c  O S , b e c a u s e  o f  i ts  m a r k e t  n i c h e ,  h a s  r e m a i n e d  f re e  

o f  a t t a c k s  f r o m  w o r m s  o r  T r o ja n s ,  w h e r e a s  s o m e  o t h e r s  

h a v e  a  l a m e n t a b l e  h i s t o r y  o f  p o o r  a t t e n t i o n  t o  s e c u r i t y ) .

8 .  D o  n o t  r e m a in  o n l i n e  w h e n  y o u  a r e  n o t  u s i n g  y o u r  

c o m p u t e r  ( n o b o d y  c a n  c r a c k  i n t o  a  c o m p u t e r  w h e n  i t  is  

p h y s i c a l l y  d i s c o n n e c t e d  f r o m  t h e  i n t e r n e t ) .

9 .  A v o id  u s i n g  e - c o m m e r c e  f a c i l i t ie s  o n  t h e  i n t e r n e t  u n l e s s  

y o u  a r e  a b s o l u t e l y  s u r e  t h a t  y o u  h a v e  a  s e c u r e  

( e n c r y p t e d )  c o n n e c t i o n  t o  t h e  p a r t y  y o u  t h i n k  y o u  a r e  

d e a l i n g  w i t h  a n d  t h a t  p a r t y  is  a  t r u s t e d  r e p u t a b l e  e n t i ty .

10. E n s u r e  y o u r  s ta f f  ( i f  y o u  o p e r a t e  a  n e t w o r k  w i t h  d i a l - i n  

a c c e s s  o r  c o n n e c t e d  to  t h e  i n t e r n e t )  n e v e r  d i v u lg e  

p a s s w o r d  d e t a i l s  t o  a n y o n e .  ■

Notes: 1 John K Waters, Can Hackers Be Stopped, (6/3/02), 
w w w . adtmag. com /article. asp ? id -6 4 0 1.
2 VeriSign Alert, In te rne t Com m erce G rows 13.2% ; Phishing  
A ttacks Becom e M ore A cu te  and Globally D iverse  (26/7/04), 
h ttp ://security .ittoo lbox.com /com m on/prin t.asp?i= 118514.
3  Several of these are adapted from article by John K 
Waters, 'Seven Security Basics', (6/3/02),
w w w .ad tm ag.com /artic le .asp? id=60402. Also see article 
entitled: C om puter & N e tw o rk  Security &  C om puter Viruses, 
w w w . davislogic. com /com puter_security.h tm #G uideiines.

Rob Davis practises as a trial and inquest advocate, mediator and 
law practice consultant. He can be contacted at www.davislegal.com.au.
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