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Health information systems in Australia are undergoing rapid change. In common 
with other western countries, the growing importance of population health data 
and health outcomes research to future improvements in health status, has 
precipitated vigorous debate in Australia about the legal regulation of health data 
flows and the reasonable limits of privacy. In this paper, I will review the 
regulation of personal health information in health research, focusing on data 
linkage, and the regulation of health databases. I will assess trends in the 
regulatory environment, including the challenges posed by 'on-line' health 
information networks. A feature of research claims to patient data is the potential 
for the data to benefit public health, although not necessarily the immediate 
patient. As Schultz notes,' epidemiological research raises two themes that are 
now well established in the laws and bioethics standards of western countries. The 
first is the issue of consent to involvement in research, a requirement that secures 
individual autonomy and freedom, and winds back the power imbalance between 
patients and their doctors (an imbalance exacerbated by the bureaucratisation of 
medicine and the rapid development of medical t e ~ h n o l o g ~ ) . ~  The second theme 
is the risks to privacy posed by modem health information systems, a factor 
exacerbated by the emergence of on-line networks. Together, consent and 
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2 Many commentators have remarked on the impact of science, technology and medical 
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privacy protect individual dignity and autonomy, and should be regarded as 
public health values in addition to being individual interesk3 

Research claims are distinct from, although they may overlap with, both 
managerial claims to health data, and commercial claims. Managerial claims 
include the use of patient data for billing, funding and verification of service, 
service-monitoring, complaint-handling and accreditation, quality assurance and 
clinical audit, and medico-legal purposes. Commercial claims include the use of 
health data for market surveillance, product development (for example, clinical 
trials), and direct marketing. In general, the use of personal health information for 
managerial purposes is less contentious (and less regulated) than the use of data for I 

research purposes.4 On the other hand, the recently enacted private sector privacy 
legislation does not permit the disclosure or use of personal health information for 
direct marketing at all, without the patient's prior consent.' Hitherto, there have 
been numerous reports of drug companies obtaining access to patient iden t i t i e~ .~  

There are four 'layers' of regulation relevant to determining the circumstances 
in which it is lawful to collect, store and disclose identifying, or identifiable 
(coded, but re-identifiable) data for research purposes. Firstly, there are issues 
relating to the existence and limits of duties of confidentiality owed under 
equitable or contractual principles. Secondly, confidentiality has a statutory 

3 On a number of occasions, courts havc recognised that the effective functioning of the health 
carc system depends on public trust, secured through the protection of privacy and 
confidentiality: Dtrncun v h4edrcal Ducrplmnury Conimrttee [l9861 1 NZLR 513 at 52 1; X v Y 
[l9881 2 All ER 648 at 653; Jaffee v Redmond 116 S Ct 1923 (1996) at 1928. As Mandl et al 
note: 'If patients feel that they have no control over the fate of their medical information, they 
might fBil to disclose important medical data or even avoid seeking medical care because of  
concern over denial of insurance, loss of employment or housing, or stigmatisation and 
embarrassment. Expectation of privacy allows trust and Improves communications between 
doctors and patients': Kenneth D Mandl. Peter Szolovits & lsaac S Kohane, 'Public Standards 
and Patients' Control: How to Keep Electronic Medical Records Accessible but Private' (2001) 
322 Britrsh illedrcal Journal (on-line) 283-287. 

4 f h e  federal Privacy Commissioner's private health sector guidelines, issued under the Pr~vacy 
Act 1988 (Cth) s27(l)(e), permit personal health information to be used and disclosed for the 
'managerial' purposes noted above 'where the use or disclosure of de-identified data will not 
suffice, and provided it is within the reasonable expectations of the indiv~dual': Office of the 
Federal Privacy Commissioner. (;urdelmes on Prrvacy m  he Pr.rvate Ifealth Sector (October 
2001) 14-15. 

5 Id at 17; compare Prrvacy Act 1988 (Cth), Schedule 3, National Privacy Principle 2. l (c). 
6 For example. 'GP Warns on Privacy Breach' Austr.alran Doctor (27 April 2001) at 2: 'Drug 

Reps to Lose Access to Records' Atr.strulrun Doctor. (20 July 2001) at 11; 'Pfizer Denies GP's 
Privacy Allegations', Australran Docror (3 August 2001 )at  4. See also 'Doctors Worried About 
Ethics of Patient Database' Sydney .I.lornmng Herald (30 December 2000) at 2; 'Privacy Wony 
I'uts GP Research at Risk' Atrstralrun Doctor (16 March 2001) at 3. Tim Dixon, director ofthe 
Australian Privacy Foundation. cites a case where a woman was approached by a health services 
company trying to sell her a treatment package after the woman had undergone a diagnostic test 
a few days previously. In Canada. a woman diagnosed with terminal cancer was offered a 
'special package deal' by a funeral company: 'F-lealth, Privacy and the New Technology', The 
La~v Report. A13C Radio (27 February 2001) <htrp:ilwww.abc.net.au.rnltalksi8.30llawrptl 
stories1625 1767.htm>. 
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dimension, since most jurisdictions have non-disclosure provisions in health 
services statutes, and public health statutes. Most but not all of these provisions 
apply to public sector-held health in f~ rmat ion .~  In addition, there are a variety of 
HIV specific provisions.8 Thirdly, legislatures are progressively enacting privacy 
legislation. Information Privacy Principles having statutory force currently apply 
to Commonwealth agencies,' to public sector agencies in NSW," to both the 
public and private sectors in Victoria and the ACT," and since 2 1 December 2001, 
to the private sector.12 A trend towards health-spec$c privacy legislation is also 
evident. Health privacy statutes exist in Victoria and the ACT, with a Bill before 
the NSW Cabinet at the time of writing. 

A feature of statutory privacy principles is that they distinguish between the 
'primary' purpose(s) for which the information was collected or generated (for 
example, clinical care), and other 'secondary' purposes for which it could 
potentially be used (for example, research). In the absence of consent, privacy 
legislation constrains the use and disclosure of information for secondary 
purposes, subject to narrowly defined exceptions. Further layers of privacy 
protection applicable to on-line health information systems seem destined to arise 
as current proposals for HealthConnect, the Better Medication Management 
System (BMMS), and other health information networks take shape.13 Finally, 
from an ethics perspective, there is the question of compliance with the National 

- 

7 For example, tleulth Admmrstratron Act 1982 (NSW) s22; Publrc tfealth Act 1991 (NSW) s75; 
Mental Health Act 1990 (NSW) s289; HeuNh Servrces Act 1988 (VC) s141 (also applies to 
prlvate hospitals); ,blental Ifeulth Act 1986 (Vie) ~120.4;  Health Services Act 1991 (Qld) s63; 
Ilealth Act 1937 (Qld) ss1 001:. I OOFO, 1001; Public and  Envrroninental Health Act 1987 (SA) 
s42; South Austi.alran tfealth Coininission Act 1976 (SA) s64. 

8 See Public Ilealth Act 1991 (NSW) s17; Ilealth Act 1958 (Vic) s128; HIV/A/DS Preventive 
hleasures Act 1993 (l'as) ss17-19. For a detailed review, see Roger S Magnusson, 'Australian 
I IIVIAIDS L.cgislation- A Kcview for I>octors' (1996) 26Austrulrun and  Next, ZealandJour-nu1 
yf Medicine 396 at 399402 .  

9 l'rivacy .-lct 1988 (Cth) s 14. 
I 0 P r rvaq  u ~ i d  1'erc.onal I~~li,rmutron Protecfron Act 1998 (NSW). 
1 1 Ileul~h Rec~ordc 11'1.rruc.v and ilccess) Act 1997 (AC'I'); Health Records Act 2001 (Vie); 

lrlfoi.~nut~ot? I'rrl.u~l, . l <  t 2000 (Vie). 
I2 The 'K.;;llonul I'rlbac) I>r~nc~ples' apply to prlvate sector 'organisations': see Prrvacy Act 1988 

(Cth) \6. \cliedtrlc 3 ~nlroduccd by the Privacy Ainendinent (Prrvute &Sector) Act 2000 (Cth) 
13 Sec I'arl 3 1) bclo\\. I lealth('onnect is an evolving framework for a coordinated, national 

network 01' clcctronic patient health care records: ~l~ltp:llwww.health.gov.aulhealthonlinel 
conliect.htm,. While still in the conceptual stages, trial sitcs for Healthfinnect are expected to 
be operational in late 2002 See, further. 'HealthConnect: A Largely Untested Concept Facing 

its Moment of Truth', HealthCover, December 2001k.lanuary 2002. 36. The DMMS is 
essentially a subsidiary development that would create an elcctron~c patient medication record, 
linking prescript~ons written by dil'krent doctors wlth dispensmg pharmacists. See <http:ll 
wuw.health gov aulbmmslindcx.htni> 
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S t a t e m e n t  on E t h i c a l  C o n d u c t  in Research I n v o l v i n g  ~ u m a n s . ' ~  The impact of the 
'layers' of regulation noted above is uneven across both jurisdictions and sectors. 
The extent to which physicians, health care organisations, researchers and 
database administrators currently comply with laws relating to confidentiality, 
privacy and consent, and with the N a t i o n a l  S t a t e m e n t ,  is unknown.I5 

The regulation of research claims to health data is a pressing issue that will 
become increasingly important in future. On the one hand, the trend in health 
privacy protection is towards an increasingly complex, and constraining, web of 
legislation. This creates logistical and compliance problems for researchers, and 
others contributing to the development of health data assets (including database 
administrators, and physicians reporting data). On the other hand, future 
improvements in public health will increasingly depend on the more effective use 
of health data resources: in order to monitor trends in health status, to investigate 
the causal roles of 'lifestyle', environmental and other risk factors within the 
degenerative diseases that increasingly account for morbidity and mortality, to 
measure and improve the quality and performance of health care services, and to 
develop 'best practice' for prevention and care. Epidemiologists and population 
health researchers, in particular, are keen to unlock the public health value of 
clinical data by - essentially - making clinical health information systems a sub- 
set of a broader public health information system that encompasses demographic, 
socio-economic and environmental data.16 The growth of health informatics,I7 
and the capabilities of on-line health information systems further highlight the 
potential for an overlap between clinical care, health research and public health 

- - - -  - .- 

14 National Health and Medical Rcsearch Council (NHMRC). .Chtronul Staierilent on Eihrcal 
Conduct m Research /r?volvrng Hualuns, June 1999 ~hnp:ll~~~w.health.gov.a~lnhmrckthicsl 
statemen.htm> (hereafter 'National Statement'). The National Statement is a series of ethics 
gu~delines developed by the Australian Health Ethics Committee (AHEC). a principal 
committee of the NHMRC, and ~ssued by the NHMRC pursuant to its statutory obligations 
under the !\afronal Health and l\led~cal Research Co~incrl Aci 1992 (Cth) ss7( l ) (a j (1vt(vj ,  8. 
90-91. Under this Act, the NHMRC has a national role advising the Commonwealth 
Government. other Australian governments and the cornmunit). on matters relating to public 
health, health care and medical research. Under the !Yatronal Statement (Ch. 2), universit~es. 
hospitals and other research bodies are required to establish and to resource Human Research 
Ethics Committees (HRECs) to scrutin~se and monitor research protocols, applying the ethical 
principles set out in the Xatronul Statement. 

15 Dr Cliristopher Clarke. Past President, Thoracic Society of Australia & New Zealand (TSANZ) 
and the author recently completed a small pilot exploring the kinds of voluntary research 
registers that exist within thoracic med~cine in Australia. and their compliance with privacy laws 
and the NHMRC Statement. From a sample of seven databases, only one had sought ethics 
approval. none had obtained patient consent. three received name-identifying data. and of the 
four receiving data reported under code. In all but one case the data could be re-~dentified. See 
also John W Donovan. 'An Experiment in Privacy Protection' (1981) 141 ,L!edrcul Journal of 
.A U.F/I.U/IU 648. 

16 See further. Part 3.B belou. 
17 'Health informatics' has been described as 'an evolving sc~entific discipline that deals with the 

collection. storage. retrieval. communicat~un and optimal use of health related data, information 
and knowledge': Parliament of the Common~.eal th  of Australia. Health On Llne: A Report on 
Health Inforn7utron ,\lu~?age~nenf and Telemedrcrne (October 1997) 5 .  
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functions. Similarly, the influence of 'evidence-based medicine' and the impact of 
resource constraints have given massive impetus to research evaluating the 
effectiveness of both public health programs and various forms of clinical care in 
terms of observable indicators, or .health outcomes'.18 Many of these studies 
necessarily build upon clinical data. In general terms, therefore, the tension 
between health research and health privacy is set to continue. 

Part 1 of this paper sets the scene for discussion of these issues by providing 
some examples of the 'data needs' of particular research methodologies. It also 
reviews the role of health databases as sources of data in data linkage studies. Part 
2 provides a detailed review of the current regulatory environment of health 
research. It illustrates the fragmentation and complexity of current laws, and 
suggests ways in which the law might be modified and rationalised to better 
facilitate research claims and to balance them with privacy interests. In view of the 
increasing importance of health research to future gains in health and wellbeing, a 
national approach to this area is required. 

On balance, there is unrelenting and probably irresistible pressure for the 
development of 'multi-function' health records whose purpose goes beyond 
patient care to include epidemiological and clinical outcomes research, quality 
assurance and cost monitoring  function^.'^ As medical records move 'on-line', 
and the centralisation and coordination of health data becomes possible, the 
demands for third party access, the potential benefits of providing such access, as 
well as the privacy risks for individual patients, will all increase. Part 3 reviews 
recent progress towards integrated, electronic health care records in Australia, 
together with the privacy risks posed by these developments. Privacy advocates 
need to consider their priorities in this new environment and to be realistic about 
the parameters within which privacy controls will be fashioned. The paper 
concludes with a modest proposal for how a research specific, unique patient 
identifier might be integrated within an on-line environment in order to facilitate 
health research, while minimising loss of privacy. Overall, the paper advocates 

18 See George 1. Rubln & Mlchael S Frommer. 'Evidence-Based Medicine - Time for a Reality 
Check' (200 1 ) 174 \ledicul Jozrrnul of Austrul~u 214. Goodman notes that 'research on 
outcomeh. practlce guidelines. and evidence-based medicine has in a comparatively short time 
beconie one ol' Ilraltl~ care's greatest growth industries. Everyone. it seems. now studies 
outconie~ (io\rrnnirnts.  professional groups, hospitals. insurance companies. managed care 
urgai~l/ationr. pliarniaccutical companies. employers. and others are collecting data with the 
idea of Inonltorlng or improving qualit). reducing costs, and even rationing. or at least 
allocattng. resources': Kenneth Goodman. 'Outcomes. Futility, and Health Policy Research' in 
Goodman (ed), Ethics, Computmng and Medicine ( 1998) 1 16 at 129. 

19 See. eg. Christopher Mount. Christopher Kelman. Leonard Smith et al, 'An Integrated 
Electronic Health Record and Information System for Australia?' (2000) 172 Medical Journal 
ofAustraliu 25. The authors argue that the health information system should ( a )  serve the health 
needs of both the individual and the nation: (b )  enable the monitoring of trends, and facilitate 
health administration and management: ( c )  improve the efficiency of health service delivery, 
both personal care and public health sewices: id) build from a primary care and population 
health base: ( e )  meet privacy and confidentiality requirements: and (f) should be developed 
intentionally rather than accidentall). in a coordinated rather than fragmented manner. 
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maximising the utility of health data for research purposes, where patients' 
identities can be protected. 

PART 1: Setting the Scene: Research Methodologies and Health 
Data Resources 

A. Tlt e 'Data Needs' of Healtlr Reseurclr Metlr odologies 

The uses of personal health information in health research are extremely varied. 
Lowrance helpfully summarises some of the different approaches to health 
research, noting that while such research generates new health data, it frequently 
proceeds by analysing data originally collected for clinical purposes.20 Table 1 
below draws heavily upon, but interprets and slightly modifies, this analysis.21 
There is considerable overlap between several of the research categories. 

These approaches to health research encompass a broad spectrum of research 
methodologies. In some cases, researchers may have direct contact with patients 
personally; in others, clinical data alone may be sufficient. whether in identifying. 
coded (but re-identifiable), de-identified (anonymous), or aggregated formats. No 
attempt will be made here to provide a systematic review of the information needs 
that arise from different research strategies: a few examples will suffice.22 

An initial distinction can be drawn between the surveillance of patterns of 
disease and health status, and analytic studies (that is, those investigating causal 
relationships). In general, there is less need for researchers to have access to 
population surveillance data in name-identifying formats, although there are 
several exceptions. For example, notifiable diseases are generally reported on a 

-. ~ - -p--pppppp-p 

20 William U' L.o\+rance. 'Pricacq and Health Research, A Report to the U.S. Secretary o f  Health 
and Human Serv~ces'. May 1997, section 3 :  ~http://aspe.hhs.gov.admnsimp/phr.htm> (last 
updated 23 July 1997). 

2 1 Although not stated by Lowrance. analytic epidemiology - research into the causes of disease 
-seems to fit best Into Category 1 (the 'biomedical sc~ence '  category), although the role of risk 
factors as contributing causes of ill-health. needs to be understood expansively, as 
encompassing social and environmental influences. Descriptive epidemiology - the 
monitor~ng of patterns o f  disease and health status within population groups - fits well within 
Category 2 .  While the scope of these terms is sometimes disputed. this is not a concern here. 

22 In response to concerns about the inhibiting effects of privacy laws upon epidemiological 
research. a considerable body of literature has emerged that highl~ghts the need for health 
researchers to have access to identifiiiig information for the purposes of record linkages studies 
See. eg, Beverly Sibthorpe. Erich Kliewer & Len Smith, 'Record Linkage in Australian 
Epidemiological Research: Health Benefits. Privacy Safeguards and Future Potential' (1995) 19 
Ausrral~un Journul ofPublrc Health 250: Leon Gordis & Ellen Gold. 'Privacy. Confidentiality, 
and the Use of Medical Records in Research' (1 980) 207 Scrence 153; L Joseph Melton Ill. 'The 
Threat to Medical-Records Research' ( 1997) 337 .Velr' EnglandJournalof M e d ~ c ~ n e  1466: Chris 
Kelman & Len Smith. 'It's Time: Record Linkage - the Vision and the Reali~y. (2000) 24 
.4usf1.a11an R! l'eit. Zealand Journal  ofPub11c Health 100; Andrew E Grulich & John M Kaldor, 
'Individual Privac] and Observational Health Research: Violating an Indiv~dual 's Privacy to 
Benefit the Healtli ofothers '  (2001) 24 l,'.\SWLJ298 at 300: Don E Detmer, 'Your Privacy or 
Your Healtli - Will Medical Privacy Legislation Stop Qualit] Health Care?' (2000) 12 
Inlernutronul Jo~~rna l , fo r  @~i/ rh ,  m Health Care  1. 
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name-identifying basis in order to avoid duplicate notifications, to facilitate 
contact tracing and (where necessary) emergency and even coercive responses to 
public health threats (see Table 1, categories 2-3). While data on the utilisation of 
health care services might be collected anonymously across population groups 
(Table 1, category 4), identifying data may be required in order to remind 
individuals to seek routine screening or care, or where researchers wish to follow 
patient groups in order to evaluate the outcomes of preventive actions and other 
interventions constituted by the patient's interaction with the health care system. 
Similarly, while 'outcomes' research (Table 1, category 5), can focus on indicators 
of population health (for example, reduction in smoking prevalence following a 
targeted smoking cessation program), when individual health outcomes are of 
interest, it may be necessary to link clinical records, or data from health databases, 
using patient identifiers. Stanley points out that while the evaluation of health 
outcomes within the context of certain diseases might benefit from a total 
population database, the higher priority for epidemiologists is the capacity for 
strategic linking.23 Record linkage permits the identification and testing of 
relevant variables in an inexpensive manner; hypotheses can thereafter be refined 
in subsequent, and more expensive studies, such as surveys. 

Identifying and investigating the relationships between risk factors and disease 
frequently requires researchers to accurately match longitudinal data relating to the 
same individual. As Sibthorpe and colleagues note, it is technically possible to 
identify individuals whose past experiences (exposures) or genetic risk factors 
may be relevant to their future health status and to follow them, in real time, using 
a variety of methodologies. In practice, this may be too expensive, impractical, and 
indeed unnecessary, since many of the indicators of health status that researchers 
are interested in are routinely recorded in clinical records, and reported to statutory 
or voluntary data base^.^^ 

Case control studies are the most frequent kind of analytic study.25 In case 
control studies, persons with a particular disease or 'health outcome' (cases) are 
compared with a group of controls from a similaf population who do not have the 
disease but who have been exposed at some point in the past, or over time, to 
factors thought to be risk factors for, or contributing causes of, the disease in 
question. By identifying factors that are present more or less often in cases, in 
comparison with controls, researchers aim to identify the relative risk constituted 
by those exposures in terms of how they increase or decrease the odds of 
developing the disease or ~ o n d i t i o n . ~ ~  Thus, for example, researchers may 
investigate the relative risk of sleeping position, or of smoking (exposures) upon 

23 Professor Fiona Stanley. Director. TVW Telethon Institute for Child Health Research and 
Professor. Department of Paediatrics. Universit), of Western Australia; personal 
communication. 24 July 2000. 

24 Beverly Sibthorpe et al. above n22 at 250. 
25 Andreu C Harper, C D'Arcy. J Holnian & Vivienne P Daues, The Health ofPopulaiions: An 

fr7troduc/ron. Melbourne: Churchill Livingstone (2nd edn. 1994) at 104. 
26 See Ann Bouling. Reseur.ch .\lerhods m Healrh: Inves/rgatrng Health and Health Servrces 

( 1997) at 59. 



Table 1: Forms of Health Research 

I. Basic biomedical research: 

2. Research into patterns of 
health, disease and 
disability: 

3. Research to reduce public 
health threats: 

4. Health services research: 

- The science that underpins applied research; uses many experimental techniques, epidemiological 
techniques and forms of observation. 

- Studies metabolic mechanisms, hormonal controls, immune responses, conception, inheritance, 
development, cognition, memory, aging, abnormal functioning, including disease states, agents and risk 
factors affecting health. 

- Encompasses analytic epidemiology: the study of the causes of disease and the role of various risk factors. 
- Monitors healthand disease, including the 'natural history' of disease and disability, risk factors, genetic 

factors, and the effects of interventions. 
- Encompasses descriptive epidemiology: the monitoring and surveillance of events (such as patterns of 

hospital use, or HIV infection), including the prevalence and incidence of disease, and the development 
of vital statistics on births, deaths, and indicators of health status. 

- Reflected in notifiable disease reporting, the development of health statistics by government agencies, 
and various kinds of health data registries. 

- The monitoring of epidemics and other 'emergency threats' to public health (food poisoning, antibiotic- 
resistant infections, new strains of influenza). 

- Encompasses social science research (eg surveys of sexual behaviour). 
- Encompasses survey studies into attitudes shaping behaviour as it relates to use of health services 

(compliance with medication and treatment regimes; pap smears, breast examinations, prenatal obstetric 
examinations). 

- Source of data for evaluation of disease prevention and other interventions. 



5. Evaluation research 
('health outcomes' 
research): 

6. Research into effective 
innovations: 

7. Economic analysis: r 
8. Market research: r-- 

- Encompasses the evaluation of treatments, clinical practices, health care services and public health 
programs in terms of their relative impacts and benefits, based on the observed 'outcomes' for patients, 
or within a defined population. 

- Examines large samples of real cases, using outcomes measures to inform the improvement of public 
health programs, clinical judgments (preferred drug combinations for AIDS patients, preferred strategy 
for smoking cessation programs), and the development of clinical practice guidelines ('evidence-based 
medicine'). 

- Encompasses the analysis of pharmaceutical use in specific clinical settings, as well as the tracking of 
specific groups (patients with pacemakers, breast implants, blood donors), and quality of life surveys. 

- includes research into the development and improvement of pharmaceuticals, medical devices, 
diagnostic instruments, vaccines,'evaluating efficacy, risks, and costlbenefit, frequently through clinical 
trials. Such research is frequently a precursor to application for licensing of therapeutic products by the 
Therapeutic Goods Administration (TGA). 

- Encompasses post-licensing pharmacovigilance (watching for previously unknown effects of drugs, 
responding to~adverse event reports), and post-marketing~surveillance of patients. 

Assessing the component costs of the health care system, including the costs of specific episodes of care. 
- Evaluating the cost-effectiveness of different ways of intervening in a resource-limited environment (eg 

preventionleducation vs diagnostic programs vs treatmentlmanagement strategies). 
- Encompasses research by commercial entities (eg pharmaceutical companies) into future projections of 

disease, prescribing patterns, markets for products under development. 
- Potential for closer relationship between commercial entities and patients as, for example, pharmaceutical 

companies form disease-management business supplying services directly to patients (eg diabetics). 
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infant mortality within the first year of life (SIDS). Or they may calculate the 
relative risk of exposure to low levels of radiation (or proximity to high voltage 
power lines), by comparing exposure between groups of people with and without 
a d i~ease .~ '  Case series studies may also assist in generating hypotheses about the 
causal role of various factors or exposures by identifying common features shared 
by a group of cases who also share the disease or outcome of interest. 

In cohort studies, groups of subjects in different exposure categories are 
followed over time, to determine the proportion of patients who go on to develop 
the disease or health outcome. Researchers present their conclusions in terms of 
incidence rates of the disease or outcome between variously exposed subjects. 
Thus, for example, pregnant women in different age groups can be compared with 
respect to the rates of complications at time of giving birth, including caesarian 
sections and obstetric outcomes. Retrospective cohort studies, which involve the 
collection of records evidencing past exposure. such as employment records 
within a particular industry, may permit researchers to investigate the health 
outcomes of workers exposed to particular materials or toxins (for example, 
asbestos). 

The methodologies described above are not unique to research investigating 
the causes of disease (analytic epidemiology). They may also be used in health 
services and health outcomes research. For example, researchers might study the 
role of breast cancer screening in older women in reducing the rates of 
mastectomies, by comparing the screening histories of women who underwent a 
mastectomy (cases), with those of women who were diagnosed with breast cancer 
but did not have a mastectomy (controls). Or they may investigate the putative 
causes of presumed adverse drug reactions in a particular patient population by 
comparing cases (patients who suffered the adverse reaction in question, for 
example, gastrointestinal bleeding), with a control group of people from that 
population, in terms oftheir medication history and current drug regime. Similarly, 
researchers might investigate whether kidney transplant patients suffer more 
frequent and serious complications when their hospital stay is reduced below a 
particular average length of time, by following a cohort of transplant patients who 
remained in hospital following surgery for varying periods of time. 

Although cohort and case control studies can be carried out both prospectively, 
and retrospectively?8 they are almost always longitudinal,29 in that subjects are 
studied over time. This necessarily involves tracing the patient's clinical history for 
adequate evidence of exposures and outcomes. In case control studies, it may also 
be necessary to access patients' clinical histories in order to identify those who 
meet the definition of cases. The research methodology may involve interviews, 
surveys and other forms of contact with patients that also provide opportunities for 
obtaining permission to access and use data (although often this can only occur 
after some information has already been disclosed to researchers to enable them to 

27 See Leon Gordis & Ellen Gold. a b o ~ e  n22 at 155. 
28 Andreu C Harper et al. abobe n25 at 105-106. 
29 Ann Bouling. above n26 at 60. 
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contact the right people). In other cases, members ofthe patient group may be dead, 
incompetent, too distressed to approach, or untraceable. If such patients are 
excluded from the study (because they cannot consent), or if patients refuse to 
participate, the risk is that the overall sample will be biased.30 Even if patients are 
theoretically contactable, it may be prohibitively expensive or impractical to do so. 
This will be true where very large population groups are involved. From a scientific 
viewpoint, many studies can be conducted quite satisfactorily by linking data from 
clinical records, health databases and other sources (for example, employment 
records) to create a longitudinal record of past exposures, risk factors and disease 
outcomes. In these circumstances, the lawfulness of the research will revolve 
around the legal impediments to accessing data from these sources. This in turn will 
depend upon the four categories of 'constraint' identified previously,31 and the 
form of the information itself (whether identifying, identifiable, or de-identified). 

B. Healtlt Databases and Sources of Healtlt Researclt Data 

In obtaining evidence of exposures and health outcomes, researchers will 
frequently seek access to data held in health registers and databases, as discrete 
repositories of information separate from clinical records. The issues surrounding 
access to data collections will frequently be similar to those surrounding access to 
clinical records. For example, the lawfulness of access to data contained in public 
hospital health records, and in a statutory database administered by a State Health 
Department, both depend upon State public sector controls. The distinction 
between clinical records and data registers is likely to diminish as health records 
gradually become databases: for instance, on-line collections of data, stored 
centrally or in distributed format, within networks that permit the searching and 
presentation of clinical data according to whatever variables are required. 

Health databases take a variety of forms. As Lowrance notes. they may be 
organised by disease (for example, data on new HIV and AlDS diagnoses),32 by 
exposure, by mode of intervention, by general healthcare experience (for example, 
the hospital separations data within the inpatient statistics collection of each 

or by population. For regulatory purposes, a useful distinction can be 
drawn between statutory or government-administered databases, voluntary or non- 
statutory databases, and 'in-house' data collections. 

30 See Rustan? AI-Shahi & Charles Warlow. 'Using Patient-Identifiable Data for Observational 
Research and Audit' (2000) 321 Brrtrsh .LIedrcal Journal 103 1: Fiona Bruinsma, Alison Venn 
& Loane Skene. 'Accessing Patients' Records Without Individual Consent for Epide~niological 
Research' (2000) 8 Journal o f l a w  and Medrcine 76 at 77. 

3 1 These categories are: the duty of confidence at common law, statutory duties of non-disclosure. 
obligations under statutory privacy principles, and the ethical standards embodied in the 
hbtronal Sraremenr. 

32 The National Centre in HIV Epidemiology and Clinical Research at St Vincent's Hospital, 
Sydney. collates Australian surveillance data on HIViAIDS, based upon reports of new HIV 
infections by pathology laboratories, and new diagnoses of AlDS by physicians. 

33 For a review of the NSW inpatient statistics collection (ISC) see: NSW Health Net Inpatient 
Statistics Collection: ~www.heal th .ns~.gov.aui iasdl iscl~ (last updated 1 1 February 2000). 
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(i) Statutoty and Public Sector Databases 

In Australia, as a result of limited federal constitutional powers, the provision of 
health services has traditionally been an area of State responsibility.34 Public 
health surveillance is primarily conducted by State and Territory health 
departments, which administer databases comprising data collected under 
mandatory reporting provisions in public health legislation.35 The legislative 
mandate to collect patient information means that the patient's name and 
identifying details may be reported to Health Departments, thereby ensuring that 
these data are available for research, public health planning and other purposes.36 
Public health legislation is not the only means of collecting health data from 
patients. Through public hospitals and other public-sector health services, State 
health departments collect inpatient statistics data37 and a broad range of other data 
required to fulfil 'national minimum data sets'.38 Birth and mortality records are 
administered by the Registrar of Births, Deaths and ~ a r r i a ~ e s ~ ~  (in NSW, birth 
and perinatal death are also notifiable conditions under public health legislation). 
Increasingly, information technology is facilitating the creation of broader, 
integrated population databases generated through database and record linkage, 
using (in the absence of a unique patient identifier) computer-assisted probabilistic 
methods to match patient variab~es.~' 

While health is primarily a State responsibility, the Commonwealth funds 
several major health programs, and accordingly, important national databases exist 
under Commonwealth law. These include the Medicare benefits database and the 

34 See, further. Christopher Reynolds. 'Public Health and the Australian Constitution' (1995) 19 
Australran Journal of Publrc Health 243; Karen Wheelwright. 'Commonwealth and State 
Powers in Health - A Constitutional Diagnosis' (1995) 21 Mon LR 53. 

35 See. for example the pap smear, b~ r th ,  per~natal death, SIDS. cancer and neonatal b~ r th  defects 
registers establ~shed under the Publlc Health Act 1991 (NSW) and Publrc Health Regulatron 
See also. NTW Health, Strateg~ for Populat~on Health Sur-verllance m t e ~ v  South Wales 
(December 1997) 

36 HIV and AlDS are an exception. In response to the possible disincentives to HIV testing, 
Austral~an legislation generally requires coded notification of HIV diagnoses by laboratories, 
and of AlDS diagnoses by phqsicians: see. eg. Puhlrc Health Act 1991 (NSW) ss14, 17(1), and 
P~ihlrc Health Regulatron 1991 (NSW) s5; Health Act 1958 (Vic) s130, and Health (lnfectlous 
Drseases) Regulatrons 1990 s7 and schedules (as amended). See, further, Magnusson, above n 8  
at 400-40 1 

37 Above n33. In NSW, public sector sites report a varieQ of personal and clinical information on 
a name-identi@ing basis. Private sites are required by legislat~on to collect name-identifying 
information as part of the patlent register (see Prrvate Hosprials and Day Procedure Centres Act 
1988 (NSW) s44 & Prrvate Hosprtals Regulatron 1996 ssl4-15). While the ISC is a sub-set o f  
this register. patient names are not reported to the ISC. See. further. the circulars and resources 
linked at < h t t p : i / w w ~ . . h e a l t h . n s ~ . . g o v . a u / i a s d i d .  Although the ISC is 
separat~on-based ( ~ e .  ep~sode based. w ~ t h  the result that one hosp~tal stay may ~nvolke, 
potentially. several episodes of care). NSW is moving t o ~ a r d s  client data linkage to permit the 
consolidation of records under a Universal Patient Identifier. See. further, Part 3.D below. 

38 See below. 
39 In NSW. see B~rths. Dearhs and .Varrrages Regrstratron Act 1995 (NSW) ss13, 17, 36, 42-43 

& Brrths. Deaths and .bfarrrages Reguluiron 2001. Legislation In other States is in similar terms. 
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Pharmaceutical Benefits Scheme (PBS) da taba~e .~ '  The Commonwealth also 
\ ,  

collects and administers census data.42 

Historically, wide disparities have existed between the content of State and 
Territory statutory databases. These include disparities with respect to what is 
notifiable under public health legislation, the content of rhe inpatient statistics 
collection, and differences between jurisdictions in the extent of their legislative 
mandate to develop data sets in target areas,43 or more generally.44 There are also 
continuing disparities with respect to the 'release mechanisms' that give 
researchers conditional access to these data sources.45 Some of the variation 
between jurisdictions in the content of statutory databases is slowly being 
smoothed out as a result of national agreement over 'national minimum data sets', 
although the rate of progress is a source of frustration for some researchers. A 
national minimum data set is a 'core set of data definitions agreed by the relevant 

40 The best example is the Western Australian Maternal and Child Health Research Data Base, 
established in the early 1980s, hhich links Midwives notification forms, birth registration 
forms, death certificates. hospital inpatient morbidity data from the WA lnpatient Summary 
form, the WA Birth Defects registry and the WA Cerebral Palsy Register. All data are linked to 
individual motherlchild pairs. The database is an important resource for epidemiological 
research. See. further C. D'Arcy J. Holman, A John Bass. lan L Rouse & Michael ST Hobbs, 
'Population-Based Linkage of Health Records in Western Australia: Development of a Health 
Services Research Linked Database' (1999) 23 Australran and hb1v Zealand Journal ofPublrc 
Health 453; Fiona J Stanley. Maxine L Croft, John Gibbins et al. 'A Population Database for 
Maternal and Child Health Research in Western Australia Using Record Linkage' (1994) 8 
Paedratrrcand Perrnatal Eprdernrlogy433: Fiona J Stanley. Anne W Read. JenniferJ Kurinczuk 
et al, 'A Population Maternal and Child Health Research Database for Research and Policy 
Evaluation in Western Australia' (1997) 2 Seminars m h'eonatology 195. 

41 The Medicare benefits database is administered by the Health lnsurance Commission (HIC) 
under the Health lnsurance Act 1973 (Cth). The Pharmaceutical Benefits Scheme (PBS) 
database is also administered by the HIC. under the Xational Health Act 1953 (Cth). Each 
database is functionally separate, and data can only be combined as  permitted under Guideline 
1.4 of the Medrcal and Pharrnaceutrcal Benefits Programs Privacy Guidelrnes (issued under the 
,hatronal Health Act 1953 s135AA. and administered by the Federal Privacy Commissioner). 
The Guidelines were recently amended to permit data linkage with consent for the purposes of 
Coordinated Care trials. Other federal health databases include Australian Childhood 
Immunisation Register (established under the Health Insurance Act 1973 ss46A-46E), and the 
Hospital Casemix Protocol (HCP) Data Collection held by the Department of Health and Aged 
Care, pursuant to the 1995 Private Health lnsurance Reform Legislation: see National Health 
Act 1953 s73AB; ,h'ational Health Regulatrons 1954 Schedule 7 (Hospital Casemix Protocol). 

42 See Census Act 1905 (Cth) ss12-13. 
43 Some States have specific provisions enabl~ng the development of specific data collections in 

particular areas. The Victorian Act, for example. constitutes a Consultative Council on Obstetric 
and Paediatric Mortality and Morbidity with powers to conduct inquiries into perinatal deaths 
and to conduct a perinatal data collection unit: Health Act 1958 (Vic) Part IXB. The NSW Act 
establishes a pap test smear register: Publrc Health Act 1991 (NSW) Part 3 8 .  

44 In Victoria, for example, the Health Act 1958 (Vic) s9 requires the Secretary to establish a 
'comprehensive information system' encompassing the causes and nature of illness in Victoria, 
and the utilisation of health services in that State'. In Tasmania, there is a generic power to set 
up 'information registers' and to require information for inclusion in the register to be reported 
to the Health Department: Publrc Health Act 1997 (Tas) s143. Neither of these kinds of 
provisions exist in the Public Health Act 1991 (NSW). 

45 See Table 2, and Part 2.B below. 
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national information management group for collection and reporting at a national 

The National Health lnformation Agreement (NHIA), signed by Australian 
Health Ministers, the Australian lnstitute of Health and Welfare (AIHW), and the 
Australian Bureau of Statistics, provides a framework for the development of 
national health information in ~ u s t r a l i a . ~ ~  National minimum data sets developed 
through this process include national separation-based data on inpatients, mental 
health admissions, and palliative care, to name just a few.48 Agreement on 
definitions, standards and rules of collection, and the development of a National 
Health Data ~ i c t i o n a r ~ ~ ~  are an important dimension of the NHIA work program, 
and provide the foundation for the collection of reliable and uniform health data. 
The reporting requirements for the national minimum data sets for institutional and 
other forms of health care impact, in turn, upon the information collection 
practices of public and private health care organisations. Typically, minimum data 
sets comprising 'patient-level' data consist of 'identifiable', rather than name- 
identifying data. Unique identifiers (called 'person identifiers') are a part of many 
minimum data sets which comprise 'patient-level' data. 'Person identifiers' will 
typically be an alphabetic, numeric or alphanumeric code unique to the 
establishment or health agency involved, and may be used for 'episode 

The National Health Information Agreement (NHIA) is not the only national 
initiative for the development of national health data resources. Pursuant to the 
National Public Health ~ a r t n e r s h i ~ , ~ '  the National Public Health lnformation 
Working Group is working towards the implementation of the National Public 
Health lnformation Development The priorities of the Working Group 

46 See, further, 'The Knowledgebase'. Australian Institute of Health and Welfare (AIHW): <hnp:l 
lwww.aihu.gov.aulknowledgebase/index.> 

47 The National Health lnformation Agreement (NHIA) was signed in June 1993. In 1998 the 
agreement was extended to May 2003. The work program of the NHIA is coordinated by the 
National Health Inforn~ation Management Group (NHIMG). See. further. 'Nat~onal Health 
lnformation Management Group. <http://uwu.aihu,gov.aulcommittees/healthlhealthmgmt. 
html>; House of Representatives Standing Committee on Family and Community Affairs. 
Inqurr): rnto Health Informatron ,\4anagement and Telemedrcrne, Submissions. Vol 1 at 75-82 
(submission by the NHIMG). 

48 See, further: ~h~p:lluuw.aihw.gov.au/pls/nhik/nhik~agreements/agreements~search~ The 
AIHW also collates the National Hospital Morbidity Database, a collection of electronic 
summary records for admitted patients reported by State and Territory Health Departments: 
<http:/iuwu .aihw.gov.aulhospitaldataimorbiditJ..html>, 

49 The National Health Data Dictionar) forms part of The Knowledgebase. a metadata registry 
hosted by the AIHW: <http:llwuu.aihw.gov aulknowledgebase1indexkbhealth.html~. 

50 Minimum data sets typically also include sex. date o f  birth. other demographic and health or 
welfare data relevant to that set. as  well as an 'establishment identifier' (the agency or institution 
where the episode or event occurred). See n48 above. 

5 1 See ~http:ll\vww.dhs.vic.gov.au/nphp/>. 
52 Australian Institute o f  Health and Welfare and the National Public Health lnformat~on Working 

Group. h'atronal Publ~c Health Inforrnalron Development Plan 1999: <http.iiwwu.aih\v.gov.auI 
publications/health/nphidp99/>. For progress on the work program of the Nat~onal Public 
Health lnformation Working Group, in its inlplementation of the National Public Health 
lnformation Development Plan, see ~http:llwww.dhs.vic.gov.au/nphplinfoproglindex,htm~. 
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include undertaking a national biomedical risk factor survey and a general social 
survey. 

Both of these frameworks provide a context for the work of the Australian 
institute of Health and Welfare (AIHW), a body established by Commonwealth 
statute in 1987, whose functions include the collection and dissemination of 
Australian health (and welfare) data.j3 The AIHW receives data principally from 
State government and non-government agencies, and thus has an important role in 
making national health data available for research purposes. 

(ii) Voluntary Databases 

In contrast to statutory databases, voluntary collections are not the product of any 
government public health agenda. They typically reflect the clinical specialities 
and research interests of the principal collaborators, and may aim to compensate 
for the lack of accurate or adequate data from government and public sector 
sources.54 It is difficult to estimate how many such registers there are, although 
some have existed for many years.55 They range from modest, local initiatives to 
national databases, hosted by universities and research organisations, private and 
non-profit organisations, and even statutory bodies.56 

It is important to note that just because a database is the product of voluntary 
reporting does not mean that it is a private sector database. The law that regulates 
the collection, use and disclosure practices of voluntary databases (as distinct from 
those of physicians reporting data to a database), will depend on whether the 
relevant data are hosted by a private sector organisation,57 or by a federal or State 
agency. Who exactly is the data custodian is not always clear. In some cases the 
administrative costs of a data register may be covered by private or by federal 

53 The functions of the AlHW include collecting and produc~ng health related information and 
statistics, conducting and promoting research into health, and providing researchers with access 
to health data subject to the legislation: Australran /nstitute ofHealth and Welfare Act 1987 
(Cth) ss5-6. Similar powers exist with respect to welfare information, although povers of 
disclosure are more limited: compare s29(2)(c). and s29(2A). 

54 See, eg; David A Ferguson, Geoffrey Berry, Tatiana Jelihovsky et al, 'The Australian 
Mesothelioma Surveillance Program 1979-1985' (1987) 147 Medical JournalofAus~ralia 166 
at 170. It is worth noting that the legislative mandate for notification of various data does not 
automatically ensure quality and timely data. Both statutory and voluntary data collections may 
suffer from under-reporting. uncertain diagnosis; and poor elucidation of risk factors and other 
indicators. 

55 The Australia & New Zealand Dialysis and Transplant Registry (ANZDATA), for example, has 
existed since 1977 and contains data on over 13,000 patients. Certain genetic databases 
comprising family pedigree information on, for example, Huntington's Disease, have existed for 
much longer. 

56 The Australian Mesothelioma Register is one example, administered by the Research and 
Epidemiology Units of the National Occupational Health and Safety Commission (NOHSC), a 
Commonwealth agency set up by the A/OHSC Act 1985 (Cth). The Epidemiology Unit of the 
Commission produces the annual Australran ,Vesothelroma Register Report. The register 
collects data on all new mesothelioma cases. without approaching the patient or next-of-kin, 
relying on voluntary notification by hospitals. clinicians, pathologists and cancer registries. 

57 In this respect, there is little doubt that a health data register is a 'health service' within the terms 
of  the Privacy Act 1988 (Cth) s6. 
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funding, or by a mix of funding from a variety of public and private sources, while 
the register itself may be located in a public hospital department.58 An analogy can 
be drawn with a public hospital that outsources, for example, its radiology 
services. In this scenario, the Privacy Commissioner's health privacy guidelines 
suggest that the medical record would be subject to public sector legislation, since 
it would remain subject to 'management by the public sector hospital', despite the 
o u t s ~ u r c i n ~ . ~ ~ h e  same result would likely follow where there was a mix of 
funding sources supporting a data register administered by public health sector 
employees. Different considerations may apply, however, where a separate 
organisation is created and acts as custodian of registry data, or where a privately- 
funded database is separately administered from a public sector host institution, 
does not form part of the clinical record, and is located within a public agency 
simply for reasons of convenience or proximity to collaborating specialists. These 
and other possible 'hybrids' underscore the need for a national approach. 

Like statutory registers, voluntary collections can play an important role in 
epidemiological and clinical outcomes research. The Australian and New Zealand 
Lung Volume Reduction Surgery Database, for example, permits comparison 
between 'different approaches to patient selection, surgical and post-operative 
treatment' in order to generate comparative data which will hopefully lead to 
improved patient outcomes.60 In the absence of a statutory mandate for the 
collection and sharing of patient data, however, issues of consent, confidentiality, 
compliance with privacy legislation and with the National Statement, all arise. In 
approaching these issues, the initial question, as noted above, is whether the 
database itself is subject to private sector or public sector controls. 

(iii) 'In-House ' Dalabases 

Finally, voluntary and statutory databases can both be contrasted with 'in-house' 
registers. Hospital-employed and contracted specialists are frequently involved in 
research projects that run parallel with their clinical responsibilities. Not 
surprisingly, hospitals may host computerised databases with research applications 
that exist side by side with, or indeed as part of, 'multi-function' record systems 
that have no clear separation between therapeutic, research and managerial 
f~nc t ions .~ '  

58 The Australian & New Zealand Dialysis and Transplant Registry, for example, is located in a 
South Australian public hospital, but is funded by the federal Department of Health and Aged 
Care, the Australian Kidney Foundation, the New Zealand government and grants from 
pharmaceutical companies. Funds are administered centrally through the hospital, which 
employs the four persons who admin~ster the Register on a day to day basis. The executive who 
have overall control of the Registry are also public sector enlployees. 

59 See Office of the Federal Privacy Commissioner, Gu~delmes on Prrvacy m the Prrvate Health 
Sector (October 2001) at iv. 

60 Felicity Finlayson. 'The Australia and New Zealand (ANZ) Lung Volume Reduction Surgery 
(L.VRS) Database: A Review', April 1999 (copy on file with the author). 
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PART 2: The Current Legal Environment of Health Research 
This part considers some of the practical questions that researchers, database 
administrators and physicians have about the collection, use and disclosure of health 
data, against the background of the 'four layers' of regulation identified previously 
(common law duties of confidence, statutory duties of non-disclosure, privacy 
legislation, and the National Statement). Section A considers the legal constraints upon 
'in-house' research, by a physician who uses his or her patients' health data for research 
that is unrelated to clinical care. Section B turns to research contexts that require access 
to 'external' data sources, reviewing the constraints that surround the administration of 
health databases, and the linkage of data from databases and clinical records. 

A. 'In-House' Researcli 

While it is beyond doubt that doctors owe their patients a duty of ~ o n f i d e n c e , ~ ~  that 
duty is probably not breached when a clinician uses the patient's data in research, 
even in the absence of patient consent. The law of confidentiality exists to enforce 
obligations of conscience arising from the circumstances in which information was 
communicated or obtained.63 As the trade secrets context illustrates, an obligation 
of conscience may not only prevent the unauthorised disclosure of information, but 
also its unauthorised use.64 In the medical sphere, however, the chief concern of 
the law is to protect patient privacy, and subject to maintaining patient anonymity, 
it seems reasonable for the law to foster the utility of infortnation, including the use 
of patient data in medical research. This is consistent with the view that in 
protecting confidentiality, courts are enforcing obligations of conscience with 
respect to information, rather than any proprietary rights of the patient-confider.65 

61 To give just one example: the Austin and Repatriation Medical Centre in Melbourne is the 
largest hospital in Victoria. The Department of Respiratory Medicine at the Austin hosts 
databases on: (i) the respiratory laboratory (all people tested in the respiratory and sleep 
laboratories); (ii) raw data from sleep studies; (iii) details of all Department of Veterans' Affairs 
and non DVA patients who have attended oxygen clinics; (iv) the Rehabilitation program; (v) a 
record o f  all VRSS (Victorian Respiratory Support System) patients who require home 
ventilation: (vi) appointments for all private physicians; (vii) a database of potential research 
subjects (patients in trials, considered for or interested in trials): and (viii) a database on 
individual research projects. The respiratory l a b o r a t o ~  database, for example, includes the 
following details (not an exhaustive list): name, address, phone number, date of birth, height, 
weight. race, gender. Medicare number. insurance details, respiratory laboratory results, 
equipment used. billing. sleep laboratory reports. doctors letters, clinical notes. referrals, and the 
sleep laboratory waiting list. The databases fulfil several functions including storage of data, 
easy access to clinical notes, quality assurance and research. Source: Dr Christopher Worsnop, 
Department of Respiratory Medicine, Austin Hospital, speaking at session entitled 'Ethical and 
Privacy Issues in Relation to Medical Databases Used in Research', Thoracic Society of 
Australia & New Zealand, Annual Meeting. Convention Centre, Melbourne, 12 April 2000. 

62 Slater v Bissett (1986) 69 ACTR 25 at 28 (Kelly J). 
63 Moorgate Tobacco CO Lid v Phrllp Morrrs Lid [,No 21 (1984) 156 CLR 414 at 438 (Deane J), 

with whom Gibbs CJ. Mason, Wilson and Dawson JJ agreed. 
64 See, eg Smrih k'lme (e French Labor atorres (Aust) v Secretary Departtnent ofCommunrt). Services 

and Health (1990) 22 FCR 72 at 92 (Gummow J), and (1991) 99 ALR 697 at 691 (full court) 
65 See Bt een v Wrllra~ns ( 1996) 1 86 CLR 7 1 at 8 l. 90. 128-1 29, R v Department ofHealth Ex parte 

Source Infotmaircs Lid [2000] 2 WLR 940 at 953, Smrth Klrne & French Laboratories (Aust) v 
Secreta~y Departtnent ofComrnun~t). Setvrces and Health ( 1  991) 99 ALR 679 at 6 9 1 4 9 2  
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Imposing an 'obligation of conscience' upon the physician is not the same, 
therefore, as giving patients a common law right to veto the 'secondary uses' of 
their health data. In contrast to the constraints imposed by statutory 'information 
privacy principles', the limitations imposed by duties of confidence are relatively 
ill-defined. There is considerable doubt over whether the 'conscience view' of 
confidentiality would prevent physicians from exploiting thefinancial potential of 
patient health data to the exclusion of patients, in circumstances where there was 
no disclosure of identity. In R v Department of Health, ExparteSource lnformatics 
~ t d , ~ ~  the English Court of Appeal held that patients have no proprietary claim to 
the data contained in prescription forms and that anonymous (unlinked) data could 
be disclosed without patient consent to third parties for marketing purposes. 
Similarly, it remains to be seen whether patients themselves could impose an 
obligation of conscience upon physicians by expressly requesting that information 
only be used for clinical purposes. Since clinical data are increasingly the 
foundation of health care financing, patients are unlikely to be able to 'veto' the 
use of their data for financing and other managerial purposes.67 Even so, within 
the context of psychiatry, STDs or genetic testing, there may be strong public 
health justifications for wanting to enforce individual requests (and assumptions) 
that data remain 'quarantined' within the organisation and only used for the 
patient's clinical benefit. Furthermore, quite apart from concerns about privacy, 
even de-identified patient data can potentially be used to the detriment of ethnic, 
racial, sexual and other groups.68 Ultimately, the very flexibility of the 'good 
conscience' criterion suggests that the law of confidence can be adapted to prevent 
the causing of 'information-based harm' in variable c i r cum~tances .~~  

Although breach of confidence law would rarely constrain physicians from 
using (as distinct from disclosing) their patient's clinical data for research 
purposes, it would nevertheless restrict access to the data to those health care 
providers who were directly involved in the patient's care. If identifying data were 
made available to a wider group (for example, a research group coordinated by the 
physician), that might itself constitute a breach of confidence. It is sometimes 

66 [2000] 2 WLR 940. 
67 Consider. eg, the patient data flows mandated by legislation for the purposes of casemix 

funding: .Vational Health Act 1953 (Cth) ss73BD (hospital to private insurer), 73AB (private 
insurer to Department); Chris Maxwell. 'Casemix Perspectives for Clinicians in the Private 
Sector' ( 1998) 169 .I.ledrcal Journal ofAustralra S48. 

68  See Kenneth Goodman. above n18 at 133. Compare Coughlin. n h o  argues that it would be 
unscientific to avoid asking questions about sexual orientation in large scale epidemiological 
studies, since (for example) lesbians may be at higher risk of breast cancer as a result of 
'reproductive decisions, increased alcohol consumption and body mass, under-utilisation of 
screening mammography. and attitudinal. economic and provider-related barriers to receiving 
qualit) preventive health care: Steven S Coughlin. 'Ethicall) Optimized Study Designs in 
Epidemiology' in Steven S Coughlin & Tom L Beauchamp. Ethrcs and Eprdemlology (1996) 
145 at 148. 

69 See van den Hoven, who argues that, quite apart from privacy, the prevention of 'information- 
based harm' provides the strongest justification for restricting access to medical records: Jeroen 
van den Hoven, 'Privacy and Health Information: the Need for a Fine-Grained Account' (2000) 
12 Internatronal Journalfor Qualrt~, m Heallh Care 5 .  
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assumed that individuals who attend a health care organisation thereby enter into 
a relationship with all the health care functionaries who work there in a way that 
permits everyone to access the clinical record with impunity. The better view, 
however, is that only those health care workers who need to access the patient's 
personal information in order to discharge their professional responsibilities have 
a right of access to it, and that other functionaries are effectively third parties for 
the purposes of the law of c~nf ident ia l i ty .~~ 

Increasingly, these common law constraints are being reinforced by privacy 
legislation. In common with other statutes, the private sector 'National Privacy 
Principles' distinguish between 'primary' and 'secondary' purposes. While the 
primary purpose of the collection of health information in a clinical context is the 
diagnosis and treatment of the patient, the use of the same information for research 
is regarded as a 'secondary purpose'.71 The provisions permitting the collection, 
use and release of identifying patient information without consent are narrowly 
drafted and intended to act as a disincentive to this practice. A physician working 
in a private health care organisation is only permitted to use or disclose personal 
health information for 'research, or the compilation or analysis of statistics 
relevant to public health or public safety' where three requirements are satisfied. 
These requirements are that it is: 

(i) impracticable to seek patient consent; 

(ii) disclosure or use will be in accordance with 'S 95A guidelines'; and 
(iii) in the case of disclosure only, the organisation reasonably believes the 

recipient of the information will not on-disclose identifying 
inf~rmation.~' 

The 'S 95A guidelines' permit the use and disclosure of patient health information 
where a human research ethics committee (HREC) has determined that the 
research 'outweighs to a substantial degree' the public interest in protecting the 
privacy of the i n f ~ r m a t i o n . ~ ~  Importantly, the National Privacy Principles, like 

70 This vlew makes sense, once it is recognised that a large hospital may employ or contract several 
thousand doctors, nurses, and other health care functionaries. In a large hospital environment, 
the patient's 'health care team' (those involved in the patient's care) may nevertheless extend to 
several hundred: M Siegler, 'Confidentiality in Medicine: A Decrepit Concept' (1982) 307 New 
England Journal of Medrcrne 15 18. 

71 Prrvacy Act 1988 (Cth), Schedule 3. NPP 2.l(d); similarly, see the Health Records Act 2001 
(Vic), Schedule 1, HPP 2.2(g). 

72 Prrvacy Act 1988 (Cth), Schedule 3, NPP 2.l(d). HPP 2.2(g) in the Health Records Act 2001 
(Vic) is in similar terms. 

73 National Health and Medical Research Council, Gurdelines Under Section 95A ojthe Prrvacy 
Act 1988 (Draft - August 2001), para 4 2. As amplified by para 4.3, the 'S 95A guidelines' 
require a Human Research Ethics Committee to assess the degree to which: 

the research is likely to contribute to public health; 
the public importance of the research: 
the standards of conduct to be observed in the research; 
degree of risk of harm to patients; and 
to conclude that the public interest in the research use outweighs to a substantial degree the 
public interest in privacy: ibid. 
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privacy principles in other statutes, only apply to 'personal information', which is 
defined as an information or opinion, whether true or not, about an individual 
'whose identity is apparent, or can reasonably be ascertained, from the information 
or opinion'.74 

These constraints severely restrict 'in-house' research and data development, 
using identifying clinical information. in the absence of patient consent. 
Constraints upon use (as distinct from disclosure) of data for secondary purposes 
are a powerful way of protecting consumer sovereignty over health information, 
and of developing trust in the health care system. However, they come at a cost. 
Their effect is to degrade the utility of clinical data, even in circumstances where 
there is no risk of disclosure of data beyond the patient's immediate 'treating 
team'. 

B. Legal Constraints to Data Linkage 

The 'category-based' approach to health privacy is useful when considering 
whether researchers can lawfully access health data from clinical records in the 
custody of other health care organisations, from statutory and voluntary databases, 
and other sources. In addition, one must consider how these categories of 
regulation impact upon the development of health databases themselves. In the 
absence of a statutory duty to report, legal issues arise with respect to the initial 
reporting (that is, disclosure) of health data to a voluntary database by a 'reporting 
physician', as well as to the corresponding collection of that data by database 
administrators. As Table 2 illustrates, researchers seeking access to data from 
external data sources (for example, clinical records) effectively occupy the same 
position as a database administrator or other organisation soliciting clinical data 
from reporting physicians in order to build a health database. The ability of both 
parties to collect or to access the data will be constrained by any obligations of 
non-disclosure owed by the source of the data. 

Table 2: The Relationship Between Collection and Disclosure Functions in 
Health Research 

I contained in clinical records held by I of health data by medical records I 

Collection 
Researcher seeking access to data 

Disclosure 
Constraints surrounding disclosure 

another organisation, or in a statutory 
or voluntary database. 

administrator, database 
administrator, government agency, 

Voluntary database soliciting data 
employer. 
Constraints surrounding disclosure 

from 'reporting physicians'. of patient information by the 
reporting physician. 
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(i) Breach ofConJidence and Data Linkage 

Name-identrbing data: It is helpful to begin by considering how the common law 
constrains the source of the data from disclosing it - either to a researcher (for the 
purposes of record linkage), or to a voluntary database (for the purposes of 
developing a data collection). The data in question may be contained in clinical 
records, employer records, or a statutory or voluntary database. There is little 
doubt about the confidentiality of identifying information contained in clinical 
records. Releasing that data, without consent, either to a third party researcher who 
has no role in the patient's treatment or care, or to a voluntary database, would 
constitute a breach of confidence, regardless of the social value of the research. 
Australian courts have taken a conservative view of the circumstances in which the 
public interest will justify disclosure of confidential data. While disclosure may be 
lawful in order to avert positive harm, it will not be lawful where disclosure is 
merely for some socially beneficial purpose.75 

The requirement for consent may act as a disincentive to developing voluntary 
databases. One physician, responding to advice from a Human Research Ethics 
Committee that patient consent should be sought prior to releasing patient data to 
a research register, writes: 

It is hard enough getting medical information out of doctors, let alone getting 
them to prospectively get patients to f i l l  out further paperwork. As a consequence 
of this. I think data will be very patchy indeed and distorting the whole picture.76 

De-identified data: On the other hand, the law of confidentiality would not prevent 
the reporting of de-identified patient data to third parties, even in the absence of 
consent.77 An initial question concerns whether the data have really been de- 
identified in a way that preclude re-identification, whether by aggregation, or by 
the stripping of those identifiers that might, in combination, be used to match the 
data to an identity. A case in point is the code used in the National Cystic Fibrosis 
Database, which is based on the first two letters of the surname followed by the 
first two letters of the given name (the '2 X 2' code).78 Where 'anonymous' data 
can nevertheless be linked to other identifying records on the basis of items 
common to both data sets (for example, the combination of date of birth, sex, 
postcode, and a numerical identifier), the data is clearly re-identifiable, rather than 

75 See Corrs Pavey Whiirng R Byrne v Collector of Cuslorns (C'rc) (1987) 14 FCR 434 at 456, 
where Gummow J reinterprets the 'public interest defence' to mean that (only) information 
regarding 'a crime, civil wrong or serious misdeed of public importance' will lack the attributes 
o f  confidence needed to prevent disclosure to an appropriate third party. See also R Hayes. 
'Epidemiological Research and Privacy Protection' (1984) 141 Medrcal Journal of Australia 
621. 

76 Confidential correspondence provided to the author. 
77 See R v Department of Health. Ex purle Source lnforrnutrcs Lid [2000] 2 WLR 940 and nn62- 

64 above and surrounding text. 
78 The 2 X 2 code is also required by statute for reporting HIV infection; above n36. The National 

Cqstic Fibrosis Database is located at the CF Unit at the New Children's Hospital, Westmead. 
Sydney. It contains genetic neonatal screening data for the 12-15 commonest genes causing 
Cystic Fibrosis. 
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de-identified. As Turkington intimates, legal controls for coded data need to take 
account of the capacity for digital technology to re-identify a specific source, 
despite the fact that such data may presently be non-identifying, since it is held 
separately from the identifiers in other data-sets that could facilitate 
identifi~ation.'~ Ultimately, whether the disclosure of coded data represents a 
breach of confidence. or whether it constitutes 'personal information' (information 
from which the identity of an individual is apparent or could reasonably be 
a s ~ e r t a i n e d ) ~ ~  - thus attracting statutory obligations under privacy principles - 
is a matter of degree. 

While public health surveillance, prevalence testing and the collection of group 
data on clinical outcomes may not depend on identifying data. de-identified data 
will be of limited value when the research methodology requires researchers to 
establish exposures, risk factors, or health outcomes in respect of individual 
patients. Speaking of the West Australian experience with record linkage, Jellie 
and Shaw note the increasing work undertaken on record linkage in order to 
'develop a profile of clients and to estimate the number of individuals being served 
by a service or a group of  service^'.^' They note that data linkage techniques have 
been used 'to explore issues such as hospitalisation patterns over the last year of 
life, estimation of the incidence of hospital admissions for illicit drug problems, 
and to investigate suicide rates among admitted psychiatric patients'.82 Kelman 
and Smith argue that the inability to obtain access to identifying Census data, and 
PBS data, is a serious limitation of the WA 'Health Services Research Linked 
 ata abase'.^^ They also regret the fact that States de-identify hospital admissions 
data prior to making it available to the Australian Institute of Health and Welfare 
(AIHW) with the result that it is less useful for outcomes research.84 

Coded, hut re-ident~fiable data: This raises the question of whether it is 
possible to conduct data linkage studies using coded data. Some of the issues here 
can be explored by considering a hypothetical, prospective cohort study on 
patients with cystic fibrosis-related diabetes. A researcher who wished to identify 
CF patients with diabetes could obtain initial data from the National Cystic 
Fibrosis   at abase.^' However, that database only records information under code 
(a 3-digit code identifying the reporting hospital, together with a 2 X 2 code for the 
patient's name): the real identities of patients are held only by the reporting centres 
where they receive treatment. The disclosure of these coded identities to 
researchers would not, of itself, represent a breach of confidence owed to the 

79 Richard C Turkington. 'Medical Record Confident~alit). La&, Scientific Research. and Data 
Collection in the Information Age' (1997) 25 Journal oflcnc,. Aledrcrne C% Ethrcs 113 at 124. 

80 See Prrvacy Act 1988 (Cth) s6; Prrvucy and Personal Infor.matron Protectron Act 1998 (NSW)  
s4: Health Records Act 2001 (Vic) s3 

81 Clara Jellie & Janis Shah ,  Pallratrve Care Inforrnatron Development: Progress report on the 
Natronal ;Mmr/num Data Set for Pallratrve Care. December 1999, AIHW at 23: <http. l l  
www.aihw.gov.aulpublications/healthipcid/inde litml>. 

82 Ibid. 
83 Kelman & Smith. above n22. See also n40 above 
84 Ibid. 
85 Above n78. 
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patient, and would be necessary even if researchers intended to seek patient 
consent. 

Armed with a list of coded identities, the researcher might then approach 
individual reporting centres for further data in respect of CF patients identified as 
having diabetes. The reporting centres might well refuse to cooperate with the 
study until a protocol were approved by the human research ethics committee of 
the reporting hospital or clinic, and until the patients had consented to being 
involved. Some patients, however, might be unable to give consent, or it might be 
impractical to contact them. To progress the study, without re-identifying the data, 
the researcher would need to rely on the reporting centre to extract data on the 
diabetes condition of cohort subjects and to make this available, under code. The 
need to rely on the goodwill and efficiency of the custodians of data is a 
complicating variable in epidemiological research. 

As the study progressed, the researcher might wish to follow the clinical 
history of diabetic patients by accessing data stored at other 'third party' health 
care organisations they had accessed. Assuming the data held by the researcher 
remained under code, it would be necessary to find ways of accurately linking that 
data to the clinical data held by third party health services. In the absence of a 
universal patient identifier (UPI) common to both parties, this is not a 
straightforward exercise. Linkage would depend upon probabilistic comparisons 
between the remaining demographic identifiers in the researcher's data set, and 
those held by the third party health service. Once probabilistic matching had 
occurred, researchers could then create their own numerical UP1 to 'identify' the 
patient. 

The National Statement draws a helpful distinction between the use of personal 
information to enable record linkage without consent (where identity is not 
revealed except to enable record linkage and is not retained thereafter), and 
broader disclosures of identifying or potentially identifying data. The National 
Statement pennits human research ethics committees (HRECs) to authorise the 
transitory use of patient identifiers to form a longitudinal (but nevertheless non- 
identifying record), where certain conditions are met.86 Thus, for example, the CF 
database code and related patient identifiers (for example, sex, date of birth, 
postcode) might be computer-matched on a probabilistic basis with the name- 
identifying record held by 'third party' health service providers. If this were an 
automated procedure, yielding additional data in respect of cohort subjects on a 
non-identifying basis, it might be possible to argue that no breach of confidence 
was involved. In some cases, however, the only feasible way of matching data 
would be to verify details of personal and health history. 

This imaginary scenario illustrates the difficulties of trying to link data sets, in 
the absence of a UPI, while preserving confidentiality (by ensuring that 
researchers only ever had access to coded patient identities). One way of resolving 

86 These are: (a)  that the personal information permitting linkage is not retained after linkage; (b) 
that the identifying information is used with sufficient security; and (c) that the research has 
public benefit: 'National Statement'. aboke 1114, para 18.5. 



2 8 SYDNEY LAW REVIEW [VOL 24: 5 

these problems would be for the law to authorise disclosure of data to an 
independent 'trusted third party' or 'honest broker' (such as, for example, the 
CSIRO). The trusted third party would, on a cost-recovery or commercial basis, 
have transitory access to patient identities in order to conduct computerised data- 
matching and to prepare consolidated data in respect of individual patients. 
Consolidated data could then be made available to researchers, with patient 
identities remaining under code. Alternatively, data might be aggregated to a 
degree that was sufficient to suppress identity while still retaining geographic, age- 
specific, and other demographic data of interest to the researcher. If further 
information were needed by researchers, the 'honest broker' would again act as 
intermediary in verifying the identities of patients in order to accurately link 
records, and to prepare data under code for the researcher. 

(ii) Statutory Duties and Data Linkage 

The foregoing discussion shows that conducting research using coded, yet re- 
identifiable information, is surprisingly problematic, if the principle of 
confidentiality is taken seriously. Statutory duties, together with their exceptions 
or 'release mechanisms', further complicate the regulation of health data. As seen 
from Table 2, statutory duties constraining disclosure will apply (vis a vis the 
administrator of a voluntary database) to the 'reporting physicians' who contribute 
data to that database, as well as (vis a vis a researcher seeking access to identifying 
data) to a broad range of health data custodians. 

There are several categories of legislation to take account of. Typically, health 
data held by State and Territory Health Departments are protected by non- 
disclosure provisions in health services statutes as well as statutes regulating, more 
specifically, public health.87 Although most of these duties apply to public sector 
organisations and health professionals, some also apply to the private sector.@ 
Interestingly, a recent survey of non-statutory registers in respiratory medicine 
found that six out of the seven specialist databases identified were hosted by a 

87 Relevant State provisions include: Health Adrnrnrst~.atron Act 1982 (NSW) s22; Public Health 
Act 1991 (NSW) s75: ,blental Health 4ct 1990 (NSW) s289: Health Servrces Act 1988 (Vic) 
s141: klental Health Act 1986 (Vic) s120A: Health Servrces Act 1991 (Qld) s63; Health ilcl 
1937 (Qld) ss100E. 100FO. 1001; Publrc and Envrronmenlal Health Act 1987 (SA) s42; South 
Auslralran Health Comrnrssron Act 1976 (SA) s64; Health Act 191 1 (WA) s314 (applies to 
venereal disease information): Publrc Health Act 1997 (Tas) s147; Health Act 1993 (ACT) s2l ;  
Health and Comrnunrty Services Complarnts Acr 1998 (NT) s23(l)(g) (breach of confidence a 
basis for complaint, as in other States). Legislative protections are largely non-existent in 
Western Australia. despite the fact it hosts Australia's most comprehensive research linked 
database: above n40. Carter notes that 'A committee appointed by the WA Minister of Health 
(the Committee) governs access to identifiable records on the database. The Committee 
determines applications on the basis of its view as to whether access would be in the public 
interest. Though the Committee claims it is cautious about granting access, there is no legislative 
framework governing either this database or more general research in WA': Meredith Carter. 
'Protecting Consumers' Interests in then Health Records' (1999) 8(2) Australron Health Law 
Bulletrn 13 at 15. 

88 See. eg. Publrc Health Act 199 1 (NSW) s17 (HIVIAIDS information): Healrh Servrces Act 1988 
(Vic) s141 (appl~es to private hospitals); Health Act 1958 (Vic) s128 (HIV information); Health 
ACI 1937 (Qld) s71B. 
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public sector organisation.89 Most statutes provide some sort of 'release 
mechanism', which authorises the release of identifying information to researchers 
for quality assurance activitie~,~' as well as for health research. 

Secondly, the impact of freedom of information legislation, which exists in all 
jurisdictions except the Northern Territory, must be considered. Personal 
information protected by statutory privacy principles may, prima facie, be 
disclosed to third parties in accordance with F01 procedures.9' On the other hand, 
the release of a document that would involve the 'unreasonable disclosure of 
personal information about any person (including a deceased person)', is an 
exempt document.92 Health information is well recognised as a form of personal 
i n f ~ r m a t i o n , ~ ~  provided that identity is apparent or could reasonably be 
ascertained. Determining whether the disclosure of personal information is 
unreasonable involves a consideration of all the circumstances, and a balancing of 
the public interest in openness against the privacy interests of the information 
subject.94 Whether health researchers could use F01 legislation as a way of prising 
open patients' public sector health records seems unlikely, despite the social value 
inherent in health research, given the strong corresponding public health interest 
in protecting confidentiality, as reflected in statutory duties of non-disclosure, and 
statutory privacy principles t h e m s e ~ v e s . ~ ~  This conclusion is supported in those 
States where legislation provides that a document is exempt where its disclosure 
would found an action for breach of c ~ n f i d e n c e . ~ ~  For these reasons, F01 
legislation is unlikely to be an effective means of obtaining access to identifying 
or identifiable health information, although it could potentially provide an 
alternative access route for de-identified health data. 

89 Frequently thls was a publlc hosp~tal department The surve) was conducted by Dr Chrlstopher 
Clarke above n15 (data presented by Dr Clarke and the author at the Austral~an lnst~tute of 
Health Law & Ethlcs Annual Conference, Melbourne, l July 2001) 

90 See Health Insurance Act 1973 (Cth) ss124C-124ZC, Health Admrnrstratron Act 1982 (NSW) 
ss20D-20K. Health Seivrces Act l988 (VIC) s139, Health Servrces Act 1991 (Qld) ss30-38, 
South 4ustralran Health Commrssron Act 1976 (SA) s64D(l)(b), Health Servrces (Qualrty 
Improvement) Act 1994 (WA), Health Act 1997 (Tas) s4, Health Act 1993 (ACT) Part 111-IIIA 

9 1 See Peter Babne. 'Privacy D~mens~ons of Adm~n~strat~ve Law' (1995) 69 A U  13 at 15 
92 Fteedorn oflnformatron Act 1982 (Cth) s41 The WA F01 Act (1992) s32, also refers to 

'personal lnformat~on' In NSW (1989) s31. V ~ c t o r ~ a  (1982) s33, Qld (1992) s44. SA (1991) 
s26. Tasman~a ( l991 ) s30 and the ACT ( 1989) s4 1 ,  leg~slat~on refers to lnformat~on concerning 

the 'personal affairs' of a person. 
93 See A'elc,s Corporation Ltdv hbtronal Companies and Securrties Cornmisslon (1984) 1 FCR 64 

at 79 (St. John J);  Anderson and dustralian Federal Polrce (1986) 4 AAR 414 at 430-431; 
Department ofSocial Securrty v Dyrenfurth (1988) 8 AAR 544 at 547-550. 

94 See Re Chandra and Minrsler for Itnmrgration and Ethnic Affairs (1984) 6 ALN N257 at N259 
(Deputy President Hall). 

95 See Re C'XC'and Department of Social Securiw (1992) 15 AAR 385; compare, however, Peter 
Bayne. above n91 at 18. 

96 Freedom of Informatron Act 1982 (Cth) s45: Freedom of Information Act 1982 (Vic) s35; 
Freedom oflnformatron Act 1992 (Qld) s46; Freedom of Information Act 1991 (Tas) s33; 
Freedom of Infornzation Act 1989 (ACT) s45. See also Corrs  pave.^ M'hrtrng & Byrne v 
Collector ofCustonls (1987) 14 FCR 434. 
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Thirdly, legislatures are increasingly enacting privacy statutes that impose 
'information privacy principles' upon public sector agencies. Since 2 1 December 
2001, large parts of the private sector have also been covered by the 'National 
Privacy ~ r i n c i ~ l e s ' . ~ ~  In view of the trend towards health specrJic privacy 
legislation, provisions regulating the use of health information in research are split 
between generic, and health-specific, privacy statutes. The disclosure of 
'identifiable' data to researchers, the disclosure of identifiable information to a 
health register, and the collection of such data by a register, arguably breach a 
number of relevant privacy principles.98 Table 3 below summarises some of the 
'release mechanisms' that permit, as an exception to duties of non-disclosure, the 
release of data for research purposes, both at federal and in selected States. 
Clearly, no consensus emerges from this web of legislation in the way that State 
and federal bodies are required to balance health research with privacy 
considerations when determining access requests. 

The 'National Privacy Principles' provide yet another model for determining 
the question of research access. As noted previously,100 private sector health 
providers are only permitted to use or disclose personal health data for research 
purposes when it is impracticable to seek patient consent, when the procedure set 
out in the 'S 95A guidelines' has been followed, and (with respect to disclosure), 
when the organisation believes that the recipient will maintain the confidentiality 
of the data upon release.lOl Similar requirements also constrain the collection of 
such information in the first place, either by researchers collecting information 
about patients without their consent (perhaps in order to identify appropriate 
research subjects), or by database administrators (receiving data from reporting 
physicians). Collection without consent is permitted for public health research 
where the organisation could not achieve its purpose with de-identified data, where 
it is impracticable for the organisation to seek the patient's consent to the research 
use, and where collection is in accordance with 'S 95A guidelines' approved by the 
Federal Privacy ~ o m m i s s i o n e r . ~ ~ ~  

Even where the NPPs permit the collection of data without consent, the 
organisation must thereafter take 'reasonable steps to permanently de-identify the 
information before the organisation discloses it' (NPP 10.4). Where collection is 
by a researcher for record linkage purposes, as in the example of researchers 
studying CF-related diabetes, this principle would prevent both on-disclosure and 

- - - p 

97 Above n12. 
98 Relevant provisions include the Prrvacy and Per.sonal information Prolectron Act 1998 (NSW) 

s8, 18 (applies to public sector agencies in NSW). Victoria and the ACT have health-specific 
privacy legislation that applies to both public and private sectors: see Health Records (Privacy 
and Access) Act 1977 (ACT) s5, Privacy Principle (PP) 10; HeaNh Records Acl 200 1 (Vic) 
Schedule I ,  Health Privacy Principle (HPP) 1-2 (but note the possible exceptions in HPP l .  l (d); 
HPP 2.2(0). The Prrvac.v Acl 1988 (Cth) applies to Commonwealth agencies (see s14, IPP l l ) .  
The private sector 'National Privacy Principles' are discussed below. 

99 Above n41. 
100 Above nn71-72. 
101 Prlvacy Act 1988 (Cth), Schcdule 3, NPP 2.l(d). See also Heallh Records Act 2001 (Vic) 

Schedule 1, HPP 2.2(g). 
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the publication of the data collected in identifying form. Where collection is by a 
database, however, NPP 10.4 would appear to make collection a 'once-off', 
thereby prohibiting administrators from on-disclosing that data in an identifiable 
form to researchers seeking evidence of (for example) exposure or health status 
information recorded in the database. The requirement to de-identify information 
acts as a serious limitation upon the utility of health databases.lo3 Of course, no 
problem arises where information is collected with patient consent. 

Finally, it is worth considering the 'release mechanism' that applies to the 
disclosure of health information and statistics by the Australian Institute of Health 
and Welfare, given its key role in disseminating the product of national initiatives 
for the development of 'minimum data sets'. The release of information (including 
'identifying' or 'identifiable' information) to researchers is authorised by statute 
where this has been specified in writing by the 'information provider' (for 
example, by a State health department, who reported the information to the 
AIHW), or where the Ethics Committee of the AlHW authorises the release in 
writing (where this does not contravene any written conditions upon which the 
information was first provided to the AIHW)."~  It follows that the Institute's 
release practices will reflect any controls imposed by the information provider.105 
Similarly, any researcher who seeks and obtains data from the AIHW will bear the 
same obligations of confidentiality as the AIHW itself.Io6 While the disclosure by 
a State agency to the AlHW of identifying compulsorily acquired health data 
would not constitute a breach of any common law duty of confidence owed to any 

102 Privacy Act 1988 (Cth). Schedule 3, NPP 10.3. As an alternative to the third requirement, 
collection may be permitted where the collection is required by law, or 'in accordance with the 
rules of confidentiality issued by competent health or medical bodies'. which bind the 
organisation. These requirements apply not only to collection for the purposes of research, or 
the compilation and analysis of statistics relevant to 'public health or public safety', but also to 
'the management, funding or monitoring of a health service': ibid. Similar requirements apply 
to the private and public sectors in Victoria: Health Records Act 2001 (Vic), Schedule 1, HPP 
Z.l(e). 

103 On the other hand, the argument might be made that NPP 10.4 was really only intended to apply 
in a record linkage context, in order to prevent information (collected without consent) from 
being disclosed in identifying form in research publications. There is some support for this in 
the commentary provided on NPP 10.3 in Office of the Federal Privacy Commissioner, 
Information Sheet 9, Handlrg Health Informatronfor Research and Management (2001). In 
any event, NPP 10.4 is not well suited to a situation where a voluntary database is itselfa source 
of data in a separate research project carried out by third party researchers. 

104 Australran lnstrtute of Health and Welfare Act 1987 (Cth) s29(2)(bt(c). The AIHW notes, 
'Typically, users of identifiable AIHW data are small teams of medicallhealth and social 
researchers who are usually attached to universities andlor associated hospitals. Increasingly, 
however, non university-based groups are taking an interest in research issues of public health 
importance. The main purpose of the research is frequently associated with the advancement of 
public health through the identification andtor control of determinants of ill-health, or the 
monitoring and evaluation of particular programs or procedures': AIHW, AIHW Information 
Privacy Review': F~nal  Report, 1998, para 24. 

105 See AIHW. AIHW Information Privacy Review: Final Report, 1998, para 8-9, 51. 
106 Australian Institute of Health and Welfare Act 1987 (Cth) s29(3). 
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Epidemiological Research 

Release mechanisms facilitating use of identifying health data in health research 

Pursuant to Guidelines approved by the Privacy Commissioner under S 95 of the Act, federal publ~c sector agencles may 
disclose personal information (contrary to the lnformation Privacy Principles (IPPs) in the Act) where a Human Research 
Ethics Committee has determined that the public interest in the research outweighs. to a substantial degree, the public 
interest in adhering to the relevant IPPs. 

Para 4A of the Medrcaw and Pha,macetttrcal Benefits Progranz Prrvag Glrrdeltnes (issued by the Privacy Commissioner 
under the NationalHealth Act 1953 s I35AA) permits disclosure of  identifying claims information for research purposes if 
the individual consents or disclosure is in accordance with the 'S 95 guidelines' In addition, disclosures must also be 
authorised under the A1atronal Health Art 1953 s 135A, or the Health Insurance Act 1973 s 130. These provisions would 
permit disclosure for research purposes to a person who, in the Minister's opinion. is expressly or impliedly authorised by 
the individual to obtain his or her data. or where disclosure is otherwise certified by the Minister to be in the public interest: 
N H  Act s 135A(3); HI Acts  130(3). 

S 23: Minister may, by order, authorise research into morbidity and mortality in NSW. 

Health Adrnrnistration Regulatron 2000 s 13: Director-General may authorise disclosure of nominal health data required for 
the purpose of medical research carried out in accordance with NI-iMRC guidelines. 

Publrc Health Regulation 1991 s 81A: Chief Health Officer may approve disclosure of epidemiological data to specified 
persons (presumably includes research purposes). 

Unlike the Privacy Act 1988 (Cth), the NSW Act lacks a statutory mechanism for authorising use of personal information 
in medical research. However. the Drafi Code on the Use of Ptrblic Sector Agency Records (4 April 2001). para 4.2.3 would 
(if issued by the Minister under s 3 I) permit public sector agencies to disclose sensitive personal information (which would 
include health data) to an approved research project. provided the agency's ethics conimittee complied with the criteria in 
National Statement. 

NIA 

Use in Medical and 
Legislation protecting privacy and 
confidentiality of government-held 
health data 

Cth 

NSW 

Pr~rvacy Act 1988 S 14 (applies to 
personal information held by 
federal agencies) 

Natronal ~ ~ ~ l ~ h  Act 135A 
to ~ ~ d i ~ ~ ~ ~  and P B ~  

data) 

Iiealth Adtnrnistra/ron Act 1982 s 
22 (applies to public health 
held information) 

Act 1991 75 
(applies to information collected 
under the Act) 

Prrvacy and Personal Information 
Protectron Act 1998 s 19 
(restrictions on disclosure of 
health information by public 
sector agencies) 

Mental Health Act 1990 s 289 



Health Se~vrces Act 1988 s 14 1 
(applies to 'relevant health 
services' in public and private 
sectors) 

.Alental Ifealth Act 1986 s l2OA 

Health Records Act 200 1 

Health .4ct 1937 s lOOt (protects 
cancer reglstry informat~on) 

Plrblic arid Envrronme~ital Health 
Act 1987 s 42 

Sozrth A~otra l ian Health 
Corw~~irssron Act 1976 s 64 

S 141(3)(g): authorises public and private hospitals, day care centres to release infornlation for use in medical or social 
research where this has been approved by a research eth~cs committee establ~shed by the agency 

S 120A(3)(g): authorises psychiatric servlces to release information for use in medical or social research where this has been 
approved by the research ethics committee of the servlce. 

ticalth Privacy Principle 2.2(g) permits the use or disclosure ofhealth information for research where it is impracticable to 
obtain patient consent, where non-identifying information will not be sufficient. where use or disclosure is in accordance 
with guidelines issued by the Health Services Commissioner, and the recipient will respect confidentiality. 

Ss 52-57: obligations of confidentiality under s 63 do not apply to a person appointed as an 'investigator' under s 52. (An 
investigator's functions include investigation of matters relating to management. administration or delivery of public sector 
health services, including matters relating to clinical practices and standards of health care: s 55.) 

S 100E(3)(d): Chief Executive may release information to a person authorised by tlie Governor in Council under s 154M to 
conduct research into morbidity or mortality in Qld. Similar provisions apply with respect to tlie pap smear register and 
peri-natal information. 

S 42a: the Governor may authorise a person to access confidential information for various purposes including 'investigating 
public health problems' in SA. 

S 64D: the Governor may authorise a person to access confidential information for the purposes ofconducting research into 
the causes of mortality and morbidit) in SA. 
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individual, the legislative mandate to collect data impliedly imposes limitations 
upon the subsequent use of those data.lo7 Disclosure by a department for any 
purposes unrelated to those for which the statute originally authorised the 
collection of the data could be prevented by injunction,lo8 although this is an 
unlikely scenario where health data are disclosed for research, planning and other 
public health purposes. 

The perceived 'bureaucratic' hurdles for accessing patient data held by 
government agencies represents a potential disincentive to the conduct of research 
using such data. and indeed, the reporting of such data in the first place. A review 
of privacy issues surrounding AIHW-held data noted that: 

Anecdotal evidence suggests that some [users of AIHW data] become frustrated 
uith delaqs in meeting their requests. \+ith one or tuo c~ting Section 29 of the 
AltIW Act and the Privacy Act as major obstacles. Disgruntled uith the 
perceived inability of the AIHW to satisfy their needs, they have even encouraged 
other potential clients of the AIHW to go elsewhere.lo9 

In summary, researchers conducting studies that require access to identifying 
patient data held by federal, State, Territory or private sector data custodians face 
a variety of release mechanisms based upon Ministerial or bureaucratic discretion, 
ethics committee consideration, or substantive statutory balancing formulas (Table 
3). The sheer complexity of the legal framework illustrates the fragmentation of 
health privacy laws. 

C. The Fragmentation of Healtlz Privacy Law 

(i) Probletns and Mi.sconceptions 

The discussion above reviewed the constraints upon health data flows in both the 
'record linkage' context, and the 'database development' context, in both public 
and private sectors. The complexity of this web of legislation gives rise to both 
problems, and misconceptions. Firstly, the possibility of conflict between different 
statutory requirements operating within the one jurisdiction is probably more 
apparent than real. For example, while the release mechanisms set out in the 
Health Records Act 200 1 (Vic) HPP 2.2(g) and the Health Services Act 1988 (Vic) 
s141(3)(g) are clearly different (see Table 3), neither Act purports to provide an 
exhaustive statement of the circumstances under which health information may be 
disclosed. The former Act authorises the use of disclosure of health information 
for 'secondary purposes' where otherwise authorised 'by or under law' (HPP 
2.2(c)), while the latter Act authorises disclosures under 'this or any other Act': 
S 14 1 (2)(c). 

Secondly, the argument that State and federal privacy legislation merely 
creates 'privacy principles' enforceable through an administrative complaints 
regime. but does not otherwise alter the underlying duty of confidence, is flawed. 

107 See Johns v .4ustralran Securrtres Comrnrssron ( 1  993) 178 CLR 408 at 423 (Brennan  J) .  
108 Ibid. 
109 AIHW. .1IHM' Inforn7at1on Prrvacy Revrew: Frnal Report, 1998, para 29. 



20021 DATA LINKAGE. HEALTH RESEARCH A N D  PRIVACY 3 5 

Parliamentary intention was surely that it would be lawful to disclose personal 
information in accordance with any exceptions to the relevant privacy principles; 
privacy legislation could scarcely be put into effect on any other basis.l1° 

More real, however, is the possibility of conflict between the (federal) National 
Privacy Principles and State laws applying to the private sector.''' State legislation 
that is inconsistent with a Commonwealth law will be invalid to the extent of any 
inconsistency.'12 Under established principles, inconsistency can arise because of 
direct conflict between State and federal provisions, or because State legislation 
intrudes into an area where Commonwealth legislation is intended to 'cover the 
field'.'I3 At first glance, the NPPs in the Privacy Amendment (Private Sector) Act 
2000 (Cth) set up a detailed framework for the collection, storage, use and 
disclosure of personal information that leaves little room for variant State 
legislation. On closer inspection, however, the NPPs do not appear to have been 
intended to codify the ways in which personal information (and health 
infornation) can be used. For example, NPP 2 permits personal information to be 
used and disclosed for purposes other than the primary purpose of collection where 
'the use or disclosure is required or authorised by or under law'.'I4 On the face of 
it, there seems no reason why a disclosure permitted under State legislation (but 
not expressly under the NPPs themselves) would not suffice.l15 If this 
interpretation is correct, then State legislation would remain valid in so far as it 
extended the categories of disclosure permitted by the NPPs. However, State 
legislation prohibiting the collection, use or disclosure of information in 
circumstances where this was nevertheless permitted under the (federal) NPPs, 
would fail on the basis of the 'direct inconsistency' principle. 

(ii) The Causes of Complexity 

This still leaves the problem of complexity itself, given the sheer variety of laws 
and 'release mechanisms' that operate in different States, Territories and 
~ e c t o r s . " ~  There are several reasons for this complexity. 

110 Compare Julian Savulescu, 'Ethical Review of Record-Linkage Studies', Australian 
Epidemrologist, Ju ly  1999 at 6. Savulescu argues that a breach of confidence action might still 
be possible, even where disclosure was authorised as an exception to a statutory duty of non- 
disclosure. He argues that this possibility 'represents an incentive for researchers to ensure 
breaches of confidentiality do not harm people. I t  is no more a disincentive to research than the 
possibility of a negligence suit is a disincentive to good medical practice'. 

1 1  1 Consider, for example, the 'release mechanism' set out in the Heallh Services Act 1988 (Vic) 
s141(3)(g). as it relates to private hospitals, and the 'National Privacy Principles', above 1112. 

112 Under 5109 of the Cornmon~~>ealth Constrtutron. 
113 As Starke J said in Stock Motor Ploughs Lid v Forsyth (1932) 48 CLR 128 at 134, an 

inconsistencq may arise because 'the Federal power has set up a uniform and exclusive rule or 
code relating to a subject matter within its jurisdiction and no room is left for the operation of 
State law'. 

114 NPP 2. l (g) .  NPP IO.l(b) also permits the collectron of sensitive information (including health 
information) without a patient's consent by an organisation where the collection is 'required by 
law'. 

1 1  5 Whether the reference in NPP 2. l (g) to uses or disclosures that are .required or authorised by or 
under l a ~ '  extends to uses or disclosures authorised under common law principles remains an 
open question. although the common law is less specific and any exceptions are likely to be 
reflected in existing statutory exceptions. 
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As noted previously, while federal privacy controls have grown up around the 
personal information generated through the two major Commonwealth-funded 
health programs (Medicare and the PBS),' l7  separate legislative frameworks protect 
the data holdings of each State and Territory. Traditionally, private sector health 
organisations were left to the common law, although this has changed with the 
coming into force of the National Privacy ~ r i n c i ~ l e s . ~ ' ~  Secondly, State, Territory 
and Commonwealth provisions lack urliformity in their regulation of research 
access questions. In the record linkage context, the lawfulness of disclosure of data 
to researchers must be considered from the perspective of the law that applies to 
each potential discloser. Similarly, the collection, management or disclosure of data 
by a database will depend upon the mix of laws that applies in that jurisdiction, once 
it has been determined whether the database is subject to public or private sector 
controls. Statutes in some jurisdictions appear to lack an adequately sophisticated 
mechanism for balancing the public interest in privacy protection with the public 
interest in research.'19 These discrepancies can interrupt multi-centre record linkage 
studies, or result in partial coverage within 'national' databases. 

In addition to legal requirements, medical research in Australia is regulated 
through a decentralised process of ethics review, with human research ethics 
committees (HRECs) applying the standards set out in the NationalStatement. The 
National Statement facilitates multi-centre research by permitting HRECs to 
accept the scientific or ethical assessment of the 'primary' HREC monitoring a 
multi-centre project. However, participation in this 'centralising' process remains 
the prerogative of each individual HREC. '~ '  

(iii) Can Law Help? 

The fragmentation of health privacy law serves nobody's interests. It makes good 
sense to move towards a national mechanism for regulating research access to 
health data in both private and public sectors.12' While a federally-imposed 

1 16 Federal slstenis like Australia are not unique in the complexity oftheir health privacy laws. For 
a review of health privacy laws in the United States. see: Joy Pritts, Janlori Goldman. Zoe 
Hudson. Aimee Berenson & Elizabeth Hadley (for the Health Privacy Project, Institute for 
Health Care Research and Policq. Georgetown Univers~t? ). 'The State o f  Health Privacy: An 
Uneven Terrain'. Jul) 1999. <http:ll\+u~~.healthpri\acy.org/resources>: see also Turkington, 
abo ie  n79. 

117 Aboven4 l .  
118 For the factors that contributed to the Comnionwealth's decision to enact the private sector 

legislation. see Nigel Waters. 'Common\+ealth Wheels Turn Again - A Cautious Welcome' 
(1999) 5 Prrvacy Lair & Pol~cj, Reporter 127. 

119 Cons~der. eg. l aus  111 South Austral~a u h ~ c h  requlre an Instrument In u r ~ t ~ n g  s~gned  by the 
Governor authorising the release of data to researchers (South Australran Health Commrssron 
Act 1976 (SA) s64D). compared to the more practical 'release mechanisms' requiring 
permission from the Director-General or Chief Health Officer (in NSW), or the approval of the 
relevant Human Research Ethics Committee (in V~ctoria):  see Table 3 

120 .~~utronul Stuteinent. above n l l .  para 3. 
12 1 As New South U'ales Privacy Commissioner C h r ~ s  Puplick said recently. 'The Balkanisation of 

privacq law in Australia must be brought to an end'. speaking at the First National Privacy 
Conference. Melbourne. 26 Nokember 2001. See Richard Smalluood. 'Privacq Laws and their 
Effect on Medical Research' (1991) I54 .iledrcal Journal ofAzrstralra l58 at 159. 



20021 DATA LINKAGE. HEALTH RESEARCH AND PRIVACY 3 7 

solution, perhaps taking the form of a Commonwealth Health Privacy Act, is one 
possibility, any such legislation is unlikely to apply to health records 
Some measure of convergence is evident, however, in the 'S 95 guidelines"23 
which operate in the Commonwealth public sector, in the National Statement, and 
in the 'S 95A guidelines7 that operate in the private sector.124 These sources 
suggest three criteria that may provide a more uniform mechanism for determining 
access requests to identifying patient data, in the absence of consent. Such data 
could only be disclosed without the patient's consent for research purposes where: 
(i) it would be unreasonable or logistically impossible to seek the patient's 
consent;125 (ii) where the research purpose underlying the collection or disclosure 
of data cannot reasonably be achieved except by using identifying or re- 
identifiable data; and (iii) where the public health interest in the research 
outweighs, in the circumstances, the patient's privacy interests to a substantial 
degree. 

These criteria would determine whether a source of identifying data (contained 
in a database or clinical records) could release the data to a researcher, as well as 
whether a reporting physician could contribute to a voluntary register. The most 
obvious gatekeeper to apply these criteria with respect to research access requests 
would be a duly-established human research ethics committee (HREC). HRECs 
already service hospitals and other health care organisations, and in the federal 
sector, already apply the 'section 95' guidelines. HRECs are a cost-effective, 
practical and appropriate means of balancing competing public interests, 
especially in view of the ethical function served by laws regulating privacy and 
c o n f i d e n t i a ~ i t ~ . ' ~ ~  Some mechanism would need to evolve, however, to prevent 
the duplication, contradictory rulings and 'HREC shopping' that can occur under 
a decentralised HREC process, especially where access to data from multiple 

122 However, the Commonwealth has foreshadowed specific legislation for electronic health 
records forming part of its HealthConnect strategy, in addition to a National Health Privacy 
Code which would bind participating providers: see 'HealthConnect: June 200 1 Update': <http:/ 
Iwww health gov auihealthonl~nelconnect htm> 

123 Natlonal Health & Medlcal Research Councll Gurdelrnes For the Piotectron ofPrrvacy m the 
C'onduct oJ hledrcal Research, approved by the Federal Prlvacy Commlssloner under the 
Pi rvacl Act 1988 (Cth) h95 

124 Above n73, see paras 3 6( t), 4 2 
125 As suggested by the Nat~onal Statement, para 14 4(a) these requirement would be met where 

the procedures requ~red to obta~n consent would cause unnecessary anxlety to those whose 
consent was sought. or alternatlvelq because the process of obtaln~ng consent would prejudice 
the sclent~fic value of the research, prov~ded that (In elther case) the research poses no 
disadvantage to the part~cipants or to any collectivity involved. Alternatively, seeking consent 
may be impracticable due to the quantity or age of the records. 

126 See Roger Magnusson, 'Confidentiality and Consent in Medical Research: Some Recurrent, 
Unresolved Legal Issues Faced by IECs' (1995) 17 Slldney LR 549 at 571. This view has been 
disputed: see Meredith Carter. 'Public Health Law and Privacy' in Public Health Law rn 
Australra - .Mew Perspectrves. Australian Institute of Health Law & Ethics ( 1998) 153 at 166. 
Inevitably. this raises the broader issue ofthe legal liability of HRECs for their decisions, an area 
not well explored in Australian lau.  See. further. Colin Thomson, 'Medical Technology', The 
La11.s of.4ustralra. LBC Infornlation Services. Ch 20.12. 
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institutions is required.'27 For large scale studies, applications might best be made 
at Area Health Authority, or even State, level. 

As noted above, apart from a uniform 'release mechanism' for determining 
access to identifying data, health research would also benefit from laws 
designating and authorising an 'honest broker' or 'trusted third party' to 
temporarily access identifying data in order to link records and to create a 
consolidated, yet non-identifying health record for research purposes. This kind of 
initiative, as well as the development of model provisions harmonising data 
'release mechanisms' within State and federal health legislation, would be an 
appropriate extension of the current 'descriptive' work being undertaken on 
confidentiality and privacy legislation by the Legislation Reform Working Group 
within the National Public Health 

PART 3: The Future Legal Environment of Health Research 
One important assumption underlying health privacy laws is that health records 
should be 'patient-centred', in the sense that clinical data should only be used for 
the purposes of the patient's own health care, except in exceptional circumstances. 
The obligations that secure this 'patient-centredness', together with numerous 
exceptions, add up to a complex web of regulation that has a constraining effect 
upon health research. This Part considers the regulation of health data flows and 
'research claims' against the broader background of developments in information 
technology, health informatics, and health policy. It questions whether this 'patient 
centred' assumption in health care is consistent with evolving trends, and 
concludes with some modest proposals for how the design of electronic records 
systems might better facilitate health research, without needlessly jeopardising 
health privacy interests. 

A. Healtlt Informatics and tlte 'New Public Health' 

Despite the traditional assumption that the purpose of medical records is to assist 
the health care provider in managing the patient,'29 there has been increasing 
interest in recent decades in the 'secondary use' of clinical information in public 
health surveillance and research. Developments in information technology and 

127 See, further, Fiona Bruinsma, Alison Venn, Loane Skene. 'Accessing Patie.nts' Records Without 
Individual Consent for Epidemiological Research' (2000) 8 Journal of Law and Medicrne 76 
(pointing to inconsistency in the understanding by different HRECs of the NalronalSlatement). 

128 See 'Public Health Legislation Reform Working Group': <http:llwww.dhs.vic.gov.aul 
nphp.legis.htm>. The aim of the National Public Health Partnership, which was established in 
October 1996 by Australian Health Ministers, is to improve coordination and collaboration 
between Australian governments across a range of functions and areas. The six priority work 
areas of the NPHP include the reform of public health legislation, strengthening national public 
health research and development capacity. and the development of a national public health 
information framework and improved data collection systems: 'The National Public Health 
Partnership' (2000) 11  ,VSW Publrc Health Bulletrn 34. 

129 Albrrghlon v Royal Prmce Alfred Hospital [l9801 2 NSWLR 542 at 548-549 (Hope JA). This 
is reflected in the principles governing ownership of medical records: Breen v Williams (1996) 
186 CLR 71 at 89 (Dawson & Toohey JJ) .  
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health informatics have given further impetus to 'secondary use' claims. The 
increasing focus on information technology as a way of unlocking the value of 
clinical data to epidemiology and clinical outcomes research reflects what Lupton 
calls a 'modernist' approach to public health.130 In Australia, the rational 
development and strategic use of health data assets in public health is evident at 
the level of particular diseases, at the broader, clinical level, and at the level of 
public health policy generally. 

At the level of specific diseases, although cancer registers, for example, exist 
in all States and Territories, there is an increasing focus on strategies to develop 
and use these data more effectively, in order to produce 'indicators' that will track 
the outcomes of clinical interventions, and facilitate a range of follow-on 
functions.13' Such a strategy requires the systematic collection of move patient 
information, from all points of contact with the health care system.132 At a broader 
clinical level, there is continuing interest in the use of record linkage techniques to 
create longitudinal patient histories (sometimes called 'data warehouses'). These 
warehouses will facilitate evaluation of the effectiveness of treatments and health 
services, while also permitting researchers to monitor the occurrence of outcomes 
of interest across populations and over long periods of time.'33 At a system-wide 
level, the National Public Health Information Development provides a 
platform for expanding the collection of several categories of public health data. 
These include data about the factors that influence the health of the population and 
the diseases it suffers from,I3' data about the current health status of the 
population,136 and data about public health interventions and resulting 'health 
outcomes'. The ongoing collection of data under each of these categories is 

130 See Deborah Lupton, 'A Postmodern Public Health?' (1998) 22 Australran and Neew Zealand 
JournalofPublrc Health 3 ('Modernity depends upon the notion that the key to human progress 
is objective knowledge of the world through scientific exploration and rationalised thinking and 
action': at 3). 

131 Hanna Noworytko, Helen Moore & Bruce Armstrong, 'Towards a Clinical Cancer Information 
System' (2001) 12 NSWPublrc Health Bulletrn 28. These functions include monitoring patterns 
of courses of treatment by stage and other prognostic indicators; comparing treatment outcomes 
between centres: monitoring compliance with recommended practices; recruiting into clinical 
trials: and ~ncreasing communication between health providers. 

132 Armstrong notes, for example, 'Imagine a population-based cancer registry fed continually with 
individuall! linked data from warehouses contributed to by all, or nearly all, notifiers (such as 
hospitals and pathology laboratories). The data include information on in-patient and 
amhulator! zurgical. chemical. biological and radiation treatment': Bruce Armstrong, 'The 
Future 14 No\+. Nc\+ and Better Cancer Information in NSW' (2001) 12 NSW Publrc FleaNh 
Bzillet~n 25 ;it Z h  

133 See. eg. I'reben Mortensen. 'The (Jntapped Potential of Case Registers and Record-Linkage 
Studies In I's>chiatric Epidemiology' (1995) 17 Eprdemrological Revrew 205 at 206. 

134 Aholc 1152 
l35 'l'h~s category of health data is referred to as 'determinants ofhealth'. It includes 'physiological 

and behavioural risk factors and physical, social and economic environments': id at 8. The 
determinants of health encompass structural determinants (indicators for measuring the social 
environment. socio-economic status. age and sex distribution, income distribution. education, 
and ethnicity), health hazards (eg, environmental data. food data, and indicators of tobacco, 
alcohol and drug use), and protective factors: id at 2. 
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required in order to determine the cost-effectiveness of various kinds of public 
health programs and i n t e r ~ e n t i 0 n s . l ~ ~  

The transformational role of health informatics in health research is the result 
of at least two key influences. The first is the 'new public health'. Goraya and 
Scambler point out that what is 'new' in the 'new public health' is 'the rediscovery 
that influences on health are multifaceted and include economic, environmental, 
ecological, political and behavioural components, as well as the provision of, and 
equitable access to, medical services'.138 The 'new public health7 (also referred to 
as 'population health') requires its practitioners to think beyond traditional 
assumptions about the 'medical model of disease causation, diagnosis and 

In contrast to the specialisation that characterises clinical care, there 
is growing realisation that health problems are 'characterised by interdependence 
with one another, and by interdependence with life style and e n v i r ~ n m e n t ' . ' ~ ~  
Richardson notes that, under the influence of the WHO definition of health,I4' 
'there has been a transition in the conceptualisation of health from a clinical 
orientation to a greater focus upon the patient in a social context'.'42 This is 
reflected in the Ottawa Charter for Health Promotion, which states that the role of 
the health sector 'must move increasingly in a health promotion direction, beyond 
its responsibility for providing clinical and curative services', and must 'open 
channels between the health sector and broader social, political, economic and 
physical environment 

Information technology plays a key role in the 'new public health'. Indeed, the 
information strategy of the 'new public health' finds logical expression in an 
integrated electronic health information network with the capacity to link data 
from clinical encounters, disease registers and other health databases, 
demographic data (for example, census data), environmental surveillance data and 
indices of socio-economic advantage, not to mention patient-reported data such as 
tobacco use, perceptions of ill-health or reasons for use of treatment services. 

p- - -- 

Health status data lncludes data on the incidence of dlseases Injuries, adverse events, mortal~ty 
data, biomedical r ~ s b  factors such as body welght and blood pressure, and other self-reported 
life-style data ~d at 3, 6-8 
Id at 13-14, see also Gavln Mooney. Stephen Jan & Janelle Seymour, 'The NSW Health 
Outcomes ln~ t~a t ive  and Econom~c Analysis' (1994) 18 Australran Journal of Publrc Health 
244 
Anlta Goraya & Graham Scambler, 'From Old to New Publlc Health Role Tenslons and 
Contradlct~ons' (1998) 8 Crrtrcal Publrc Health 141 at 144 
Russel Klrby, 'From Publlc Health to Populat~on Health Ep~demlolog~cal Yardsticks for 
Perlnatal Care' ( 1999) 19 Jour nu1 of Per rnatology S 16 
Andrew Harper, C D'Arcy J Holman & V ~ v l e n n e  P Dawes The HeaNh ofPopulafrons An 
Introductron ( l  994) at 227 
The WHO defines health as a state of complete phys~cal, mental, and social well-be~ng and not 
merely the absence of dlsease or lnfirmlty' <http ilwww who ~ntlaboutwhoienl 
detin~tlon h t m b  
Jetf Rlchardson, 'Economic Evaluation of Health Promotlon Fr~end or Foe3' (1998) 22 
Austr alran R N ~ I I  Zealand Jou~ nu1 of P ublrc Health 247 at 25 1 
Otta~ba Charter for Health Prornotron, F ~ r s t  lnternatlonal Conference on Health Promotlon, 
Ottawa, 21 November 1986, <http l/www who ~ntlhprldocslottawa h t m b  
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Anything less would fail to capture the significance of the lifestyle and 
environmental factors that - with the decline of infectious agents as major causes 
of mortality and morbidity - are key contributors to today's 'degenerative 
diseases'. Kirby points out that in populat~on health informatics, 'the focus is on 
surveillance of the health status of entire populations, rather than simply on those 
who access services'. In addition. 'population-based health information systems 
are integrated with a variety of external data sources to provide a comprehensive 
perspective on the determinants of population health'.144 Since the databases that 
currently house these data are fragmented and separated by levels of government, 
commentators have emphasised the importance of unique patient identifiers 
(UPIs). By permitting the linkage of various data collections, UPIs facilitate 
evaluation ofthe outcomes ofhealth care (at the clinical level), and of public health 
programs (at the level ofpopulation health).'" An outcomes focus, in turn, assists 
in determining best practice in health care and public health 

It is implicit in what has been said that the second key influence fuelling the 
growth of health informatics, and the associated trend towards 'secondary uses' of 
health data. is budget constraints and the imperative for a more efficient use of 
resources within the health sector. Spending on health care is slowly increasing, 
and the budget impact is expected to be magnified by the health needs of a 
growing, aged At the clinical level, Armstrong and Kricker argue 
that the chief value of record linkage to research into the outcomes of clinical 
interventions is that it generates feedback on health system performance.'48 At the 
broader level of population health, there is keen interest in the development of 
'public health indicators'; that is, measurements that reflect and can thus be used 
to monltor the performance of a public health program in achieving its 
 objective^.'^^ The point of monitoring indicators of the impact and outcomes of 
a health program, Armstrong argues, is 'performance management'.'50 
Importantly, the Natronal Pztblrc Health Information Development Plan envisages 

-~ P PP- 

144 Kussell Kirb!. above n139 at S 18. 
145 Kelman & Slnltli. aboie  n22 at 101. 
146 Ibid. 
147 See Comnion\realth o f  Australia. A Health Infor~nutron !Vet~c~orkfor..lzrstral~u, Report to Health 

Min~,ter\ h) rlie Nat~onal Electronic Health Records Taskforce. July 2000 at 11. Through the 
1990s. \pcnd~ng OII  licalth services gre\+ at an average annual rate of4%. reaching $53.7 billion 
In 1990'?000 ,\u\tralian lnst~tute of Health & Welfare. Health Expendrture Bzrlletm h'o 17. 
Scptcniher 2(10 1 .  cllttp./!\+\\u .aih\v.gov aulpublicationslhwelheb 17iindex litml>. 

148 Sec Brucc :\rm\trong & Anne Kricker. 'Record Linkage - A Vision Renewed' (1999) 23 
i l ~ ~ . s r ~ u l ~ u n  K. \ni Zealund Jownul o f  Publrc Health 451 at 452. 

149 See generally. Australian Institute of Health and Welfare (for the National Publ~c Health 
Information Working Group). develop men^ of."laonal Publ~c Heulth lndtcutors (Discussion 
paper). AIHW. November 1999. 

l50 Bruce Armstrong, 'Health-Promoting Environments: Prospects for National Monitoring 
Measures' ( 1997) 2 1 Austrulran& . l 'eil, Zeulund Jownal ofPublrc tleullh 4 15 at 4 16. Armstrong 
explains that the role of performance management IS 'to permit measurement of performance 
against agreed standards. benchmarking against the performance o f  others. measurement of 
progress touards the achievement of agreed performance targets and, possibly. the use of 
nationall) applied performance incentives', ibid. 
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the cost-assessment of different kinds of public health strategy as responses to the 
same problem, in order to fix upon the most efficient allocation of resources. 151 

These trends in the 'strategic use' of health data suggest that, over time, the 
demand for the 'secondary use' of patient data in public health and clinical 
outcomes research will intensify. The economic benefits of informatics and the 
potential gains to be derived from the 'new public health' will not only alter the 
nature of public health practice, but will transform clinical information systems 
and influence the assumptions that underlie current laws protecting health privacy. 

B. Competing Frameworks for Regulating Healtli Data 

The prevailing model for the legal regulation of health information is the 'patient- 
centred' model, which assumes that the primary use of health care records is the 
treatment and care of patients. Under a 'patient-centred' model, other uses of 
patient information (that is, 'secondary uses'), are extraordinary, in the sense that 
they require special permission or some mechanism for mediating between the 
patients' privacy interests, and the competing interests which favour 'secondary 
uses' (see Table 3). The National Statement is consistent with a patient-centred 
framework. It assumes that researchers begin their projects by devising a research 
protocol that identifies the information strategy appropriate to their work, with 
Human Research Ethics Committees (HRECs) performing a gatekeeper role when 
patient-identifying data is required.'52 A feature of the 'patient-centred' model is 
that 'secondary uses', where justified, are limited and specific, rather than open-ended. 

These assumptions sit uneasily with many of the 'visions' of a public health 
information system in the public health literature. Douglas, argues, for example, 
that: 

The  personal electronic health record, however it is stored and accessed, should 
also be the building block for 'real time' public health surveillance. Improved 
efticiency of  personal clinical care and improved management o f  public health 
both require the same data and should become two sides of  the one coin. When a 
patient presents for care by a general practitioner for a respiratory infection o r  a 
manifestation o f  HIV, that information should automatically become part of  [a] 

15 1 Australian Institute of Health and Welfare and the National Public Health Information Working 
Group, National Public Health Infor~nation Development Plan (1999) at 13-14. In other words, 
the measurement ofhealth outcomes not only provides feedback on how to improve the delivery 
of a given program (operational efficiency), but it informs the decision whether to fund that 
program either at all or in priority to alternative ways of attempting to achieve similar public 
health objectives (allocarive efficiency). Thus health promotion and disease prevention 
strategies are (just like treatment strategies) tested for efficiency in terms of health outcomes, 
within an environment where limited resources require governments and Health Departments to 
choose irhich of the range of strulegies for tackl~ng health problems in a population should be 
funded. See, further, Don Nutbeam, 'Health Outcomes, Health Promotion and Improved Public 
Health in Australia' (1995) 19 Australian Journal of Puhlrc Health 326; Gavin Mooney, 
Stephen Jan & Janelle Seymour, 'The NSW Health Outcomes Initiative and Economic 
Analysis' ( 1994) 18 Australian Journal of Public Health 244 at 245. 

152 See the 'National Statement'. above n 14, paras 14. 18. 
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national public health monitoring activity. And when the laboratory reports to the 
GP that the respiratory infection is. or i s  not. a new strain of influenza that fact 
should, as well as informing the clinician instantly, feed into a national database 
that informs public health action.15' 

Having argued that all the clinical records relating to an individual should be linked 
to form a comprehensive, longitudinal 'data warehouse', Douglas adds that those 
records should become 'instantly accessible building blocks for defined 
administrative, monitoring and research data base^'.'^^ Similarly, Lowrance states that: 

In the futurc envisioned by scers. many aspects of public-health surveillance 
(such as scanning for infectious disease outbreaks). compilation of statistics (use 
of hospital outpatient services.. . ). development of registries (vaccination...), and 
other analytic collections (effects 01' pharmaceuticals ...) will simply be derived, 
whenever and in whatever form needed. from the networked lifetime dossiers.'55 

Outlining their vision for networked health care in the future, Hammond, Pollard 
and Straube write: 

One of the major benefits of the geographical integrated patient record was the 
creation of a population database. This database. which is researched by the 
departments of public health. provides the opportunity to monitor the quality and 
trends of population groups. Intelligent programs run nightly across the 
[computerised patient record] dlltabascs. analyzing new data for new information 
related to population health carc. I'he savings resulting from this feature alone has 
more than covered the cost of the s) stems. Examples of these benefits include 
recognition o f a  contaminated water supply in an area by identiijling an increase 
in the number of G1 problems in a concentrated region.lS6 

Finally, speaking in the American context, where a substantial component of 
health care services are delivered via employer-sponsored 'care plans', Dever 
argues that: 'The opportunity for public health ... is to link with managed care 
networks to provide population-based health information and measurement - a 
significant need of the managed care providers'.157 

These public health visions assume a 'multi-function' model of clinical 
records. Unlike the patient-centred model, researchers are not cast into the role of 
arguing for access to specified categories of data as an exception to the general rule 
which prohibits 'secondary uses'. Rather, the unstated assumption is that what data 

153 Robert M I>ouglas. 'Disease Control In the Informat~on Era' (200 1 ) 174 hledrcal Journul of  
dustrolra 24 1 at 242. 

154 Ibid. 
155 Willlam W Lourance. above n20. 
156 W Ed flammond. Daniel L Pollard. Mark .l Straube. 'Managing Healthcare. A View of 

Tomorrow '. in B Cesnik. AT McCray &r .I-R Scherrer (eds), .Afedlnfu '98 (proceedings of the 
9th World Congress on Medical Infonnatics) at 26 at 28-29. 

157 GE Alan Dever. 11nprovrng Outcomes ~n Plrhlrc lleul~h Pructrce: Stmtegy und Methods ( 1997) 
97. 
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are relevant for research purposes is an open-ended question that will change from 
time to time and which depends fundamentally upon ongoing surveillance. Gone 
is the old-fashioned 'disease registry', a central repository of data created through 
the goodwill or statutory duties of the treating clinician. In its place is a health 
information system with the capacity to generate databases on demand, to reflect 
whatever parameters are desired, in accordance with the coding of clinical data in 
the electronic patient record. In the multi-function model, public health shares an 
equal status with clinical care. 

C. Privacy and tlie 'Multi-Function ' On-Line Healtli Care Record 
This digital, 'multi-function' model of health records contrasts sharply with the 
assumptions underlying Australian privacy legislation. Perhaps the most striking 
contrast is the way that privacy principles constrain the purposes of collection, use 
and disclosure of personal information. Limitations upon purpose are the measure 
of patients' control over their own health data, and they make patient consent a 
central value in health care settings. The use of health data for inappropriate 
'secondary' purposes, and the use of data, over time, for new purposes (a process 
known as 'function creep') explain the suspicion with which privacy advocates 
tend to view centralised databases. Examples of function creep in the health arena 
include the use of confidential diagnostic data for criminal law purposes,'58 and 
the use of immunisation evidence as a pre-condition to receipt of social security 
benefits.Is9 It is likely that the open-ended assumptions about the purpose of 
collection of health data under the 'multi-function' model would infringe the 
OECD 'Purpose Specification Principle', while the subsequent use of data for new, 
'secondary purposes' would infringe the 'Use Limitation Principle', as reflected in 
Australian privacy 1e~ i s1a t ion . l~~  

Despite the fact that digital networks may permit encrypted transmission, they 
may also increase the seriousness of unauthorised data operations. While privacy 
interests may be degraded in a hospital environment because dozens or hundreds 
of functionaries may be involved in patient care and have a right to access the 

158 See, eg, Clare Dyer, 'Use of Confident~al HIV Data Helps Conv~ct Former Pr~soner' (2001 ) 322 
Brrirsh Medrcal Journal 633. J u l ~ a n  Savulescu. 'The Myth of Confident~al~ty, the Pat~ent's 
Good and Pub l~c  Health' .lustralran Medrcrne, 4 June 2001, 1 1  (data obta~ned In a research 
study on HIV infection used to convict a participant for reckless transmission of HIV). 

159 See A h'eiv Tax Systenz (Farnrlv .Issrstance) Act 1999 (Cth) ss6, 39. 42. 
160 The OECD Gzrrdelrnes on the Proiectron ofPrrvac~~ and T'ransborder Flows of Personal Data 

(OECD. Paris. 23 September 1980). were developed between 1978 and 1980 by the Expert 
Group on Privacy chaired by Michael Kirby (now Justice Michael Kirby of the High Court). 
These 'first generation' privacy standards were highly influential in subsequent privacy 
legislation enacted by OECD member countries, including Austral~a. The Purpose Specification 
Principle states that the purposes for which personal data are collected should be specified at the 
time of collection and subsequent use should be limited to those purposes. The Purpose 
Specification Principle and the Use Limitation Principle are retlected. eg, in the Information 
Privacy Principles that apply to the Commonwealth public sector (Privacy Act 1988 (Cth) s14: 
IPP 2: IPP IO(l)(a): IPP I l(l)(a)), and in the National Privacy Principles (Privacy Act 1988 
(Cth). Schedule 3. NPP 1.3: N P P  2. l ) .  
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record,I6' a duty of confidence is nevertheless owed. The .very clumsiness and 
time consuming nature of the paper based system' was itself a security 

A networked electronic health care record, however, increases 
dramatically the number of health providers who will potentially have access to 
patient i n f ~ r m a t i o n . ' ~ ~  Increasingly, the risk of illegitimate access to data comes 
from those who are .authenticated users' of the In the paper 
environment, patients could protect sensitive data (relating, for example, to 
psychiatric or sexual health), by 'quarantining' it within a particular health 
providerlpatient relationship. In an on-line network, this facility would need to be 
explicitly built into the system. Indeed, computerised medical records may 
stimulate demand for 'off-the-record' care which will, in turn, affect the quality of 
on-line health data  collection^.'^^ 

The ability to consolidate health data within an on-line health information 
network increases the overall sensitivity of any ensuing, longitudinal record. In 
comparison to an act of intrusion into a paper registry, one act of unauthorised 
access into a computer network may compromise the records of a much larger 
number of people, as well as more data relating to each i n d i v i d ~ a 1 . I ~ ~  Finally, 
within a networked. 'multi-hnction' health record environment the ability to 

161 See, eg. Mark Siegler. above n70: Roger Magnusson. 'Pr~vacy, Confidentiality and HIVIAIDS 
Health Care' (1994) 18 .lustralran Jozrr'nal of Publrc Health 51 at 53-54: Peter A Ubel, 
Margaret M Zell, David J M~l l e r  et al. 'Elevator Talk. Observational Study o f  Inappropriate 
Comments in a Public Space' ( 1  995) 99 The Amerrcan Journal of :Medrcine 190 (verifying 
frequent breaches of patient confidential~t) in hospital I~fts).  

l62 Kevin O'Connor. 'Privacy Issues Facing a Networked Health Environment', Health lssues 
Centre Drscussron Forum: Prrvacy Protectrons Consumers .blight ."led Wrth Developments m 
lnformarron Technology, 18 March 1996 (Published jointly by Human Rights Australia and the 
Office of the Federal Privacy Commissioner) at 4.  

163 As the Canadian Privacy Commiss~oner has observed. '[a] leak from a doctor's office is 
damaging enough; maintaining a trusted relationship with the health system's cast o f  thousands 
is quite another': Canadian Privacy Commissioner. 1997 98 ilnnual Report at 4. 

164 Recent examples include the case of an employee of the Health Insurance Commission detected 
browsing the records of women who had had IVF treatment, and Asian women: see 'Health. 
Privacy and the Ne- Technology'. The Lau Reporr. ABC Radio. 27 February 2001; Lodkolvski 
v Comcare (Federal Court of Australia. Goldberg J. 5 March 1998) (disclosure by an employee 
of the Health Insurance Con~mission that the appl~cant had had a termination of pregnancy prior 
to marriage): 'MP's Son Admits. "I Loaded Software'" The Sun-Herald (2  September 2001); 
'Revealed: How MP's Son Used Computer in Hacking Scandal' Sydnev Mornrg Herald ( 5  
September 2001) (MP's son loaded hacker softward on to his father's Parliament House 
computer) 

165 See S h e r ~  Alpert. 'Health Care lnformat~on Access. Confident~al~ty, and Good Pract~ce'  In K 
Goodman (ed). Ethrcs Computrng and lledrcrne lnformatrcs and the T'ransformatron ofHeaNh 
Care 75 at 89-90 

166 Commonwealth o f  Austral~a Health On Lrne 4 Report on Health Informatron ,btanagement 
and Telemedrcrne (Canberra AGPS 1997) at 94 Examples mclude Ka~se r  Permanente, a 
managed care organlsatlon In the Un~ted State, ~ h ~ c h  prov~des onllne servlces to members, 
w h ~ c h  m~sta lenl> sent 838 e-mall messages to the wrong rec~plents. some of w h ~ c h  contamed 
sensitive information: Janlori Goldman & Zoe Hudson. 'Virtually Exposed: Privacy and E- 
Health' (2000) 19 Healih ,.lffarrs 140 at l?  l .  In another example cited by Goldman and Hudson, 
thousands of patient records mere accidentally posted on a public site at the University of 
Michigan Medical Center. 
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access, collect and download data may mean that there is no single, permanent 
'database' containing specified data, under the control of any one entity. Data may 
simply travel as needed, between authenticated users of the system. In the absence 
of clear protocols regulating information transactions in this environment, it may 
be difficult to identify a specific 'record-keeper' upon whom the traditional 
responsibilities embodied within information privacy principles might be 
imposed. 

Despite the risks inherent in the 'multi-function' model, health researchers 
point out that research claims should not be viewed with alarm since '[tlo 
researchers, the identity of the individual is irrelevant, except as a means of linking 
one set of information with another in order to identify factors influencing health 
 outcome^'.'^^ On the other hand, Australian consumers regard their health data as 
highly ~ e n s i t i v e , ' ~ ~  and evidence suggests that many have in fact lost the 
confidence of their health care providers, partly as a result of disclosures of health 
information without It is well recognised that the success of current 
initiatives for a network of electronic health care records depends fundamentally 
upon the trust of consumers that their medical information will be adequately 
protected.'70 

167 Beverley Sibthorpe et al. above n22 at 235. 
168 Trish Crawford, 'A Matter of Privacy' Austr,alran Doctor (1 9 March 1999) at 55. In a survey 

conducted by Mastercard. health records ranked behind financial transaction records as the 
category of data consumers were most sensitive about: ibid. On the other hand, there is some 
evidence that consumers would support the disclosure of health data for research purposes. 
provided researchers maintained confidentiality: Nigel J Gray, David Hill and Richard RH 
Lovell. 'Privacy and Medical Research: Most People Support Current Practice' (1990) 153 
hfedical Journal of Australia 740 (letter). 

169 E Mulligan, 'Confidentiality in Health Records: Evidence of Current Performance from a 
Population Survey in South Australia' (2001 ) 174 Medrcal Journal ofAustralra 637. Mulligan 
reports that 9.6% of 288 survey participants were not confident that healthcare providers keep 
and use information responsibly. In the US context, Goldman and Hudson cite from a January 
1999 Californian study that found that 'one in six engage in some form of  privacy-protective 
behavior to shield themselves from what they consider to be harmful and intrusive uses of their 
health information. Examples include withholding information from their health care providers, 
providing inaccurate information, doctor-hopping to avoid a consolidated medical record, 
paying out of pocket for care that is covered by insurance, and, in the most extreme cases, 
avoiding care altogether: Janlori Goldman & Zoe Hudson, 'Virtually Exposed: Privacy and E- 
Health' (2000) Health Aflarrs 140 at 141. 

170 NHIMAC, Health Onlrne: A Heallh Infor,natron Actron Plan for Australia (2nd ed, September, 
2001): < h t t p : l l w w w . h e a l t h . g o v . a u / h e a l t h o n l i n e i w  (hereafter .Health Online 
Report') paras 3.1-3.1.1: Commonwealth of Australia. A Health Information Nehvork for 
Australra, Report to Health Ministers by the National Electronic Health Records Taskforce. July 
2000 <http:llwww.health.gov.au/healthonline/ehr~rep.htm (hereafter 'National Electronic 
Health Records Taskforce Report') at 132. 162. 



20021 DATA LINKACiE HEALTII K t  5 tAKCI i  AND PRIVACY 47 

D. Healtlt Connect and Otlter Government Initiatives. 

While Australian privacy legislation, with its emphasis upon the informed choice 
of the patient, is consistent with a 'patient-centred' model of clinical records, can 
the same be said of current government initiatives for the development of 
electronic health records? Furthermore, to what extent do existing health privacy 
laws constrain these new initiatives? 

(Q National Initiatives 

At a national level, the development of a networked health care environment is 
occurring through the National Health Information Management Advisory 
Council (NHIMAC), established in July 1998 by Australian Health Ministers, and 
bringing together consumers, and representatives of Australian governments and 
the private health sector. NHlMAC is the peak body advising Health Ministers on 
the most appropriate framework for implementing a national approach to 
information technology management within the health sector. Following on from 
its November 1999 report, Health O n ~ i n e , ' ~ ~  the National Electronic Health 
Records Taskforce was established by Health Ministers through the Council. In its 
July 2000 report, A Health Information Netuwrk for A u s ~ r a l i a , l ~ ~  the Taskforce 
assessed the benefits and difficulties of a national approach to electronic health 
records, and proposed key features of a network of electronic health records, now 
known as HealthConnect. '73 

While the exact architecture remains uncertain, HealthConnect would involve 
the systematic collection of health and demographic data at point of care. Such 
data would be stored as episodic, event summaries, in an agreed format, and would 
be stored in a distributed manner.174 For example, hospital and pathology event 
summaries might be held on-line at the relevant hospital, while general practitioner 
records might be stored at regional level. Such data would be available to 
authorised users and could be assembled in different ways.I7' The principal 
benefit of the network would be improved continuity and quality of care resulting 
from the ability of all linked health providers to access and share up-to-date patient 
i n f ~ r m a t i o n . ' ~ ~  In addition to improved productivity and cost savings within 
clinical care,177 electronic health records would support clinical and health 

171 Above 11170 
172 Ibid. 
173 1lealthConnecl was referred to as H l N A  (Health Inlbrmation Network Australia) in the 

'faskfbrce report. For updates on the progress of HealthConnect. see <http:l/ 
ww\v.llcalth.gov.auihealthonl~ne/co~~~~ect~Iitm~. 1:lcctronic health records are not the only on- 
line health initiative arising from the Health Online Report. See also the Better Medication 
Management System (BMMS), abovc 1113. 

174 't:vent summaries would include such things as: basic information about the outcomc of health 
interventions; a hospital discharge report o r  referral; a summay  of pathology investigat~ons. and 
other summaries that health care providers generate now': 'National Electronic Health Records 
Taskforce Report'. above 1170 at 120 

175 Id at 120 
176 Id at 168-169 
177 Id at 170-177 
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services research through the linking of clinical databases and the development of 
population-based approaches to public health su rve i~ lance . '~~  The Taskforce noted 
that new uses of data, and new contributors of data, might emerge over time.179 

The Taskforce noted the tension between confidentiality and the accessibility 
of health records, but emphasised that patient consent would be a pre-requisite to 
the participation of his or her data within the network.Ig0 This is clearly the case, 
since the very process of calling up a patient's health record would give health 
providers access to information generated about the patient in separate clinical 
contexts and organisations. In the absence of consent, or specific statutory 
authority the act of accessing data could constitute the knowing (and unlawful) 
receipt of confidential information.I8' The Taskforce noted that patients who 
agreed for their data to participate in the network would also indicate the purposes 
for which their data could be used at the time they registered with the network 
(with regular prompts to providers to reaffirm or influence patients' 
preferences).'82 Patient participation 'may range from not agreeing to automatic 
contacts for preventative procedures to allowing all research agencies access for 
research purposes. Some consumers may wish to control very specifically each 
individual process'.183 

Exactly how consumer control over health data might be implemented is far 
from clear. It is possible that each individual patient could determine (and the 
system could enforce) the passwords, alphanurneric identifiers andior 
demographic data required to confirm that patient's identity, and to provide a 
health care worker with access to that patient's electronic health record.lS4 Once 
uniqueness is established, the partitioning of the health record remains another 
option for ensuring that the entire clinical record was not necessarily accessible to 
all authorised health providers.'85 Again, it is technically possible that every data 
item entered on-line could be matched to a graded series of 'authorisers', with 
additional passwords or identifiers being required to access particularly sensitive 
categories of data.Ig6 Similarly, different parts of the medical record might be 
linked to different levels of research access, with more elaborate 'release 

Id at 49. 69, 97. The Taskforce notes that 'Population data collection is potentially useful to 
society through research and analysis. The costs of interfacing the various health departments' 
computers with provider systems and processing provider data should drop if a national 
approach to electronic health record systems and standards were adopted': id at 97. 
Id at 129. 
Idat77,  121, 164. 
See Attorney-General v Guardian Newspapers (No 2) [l9901 1 AC 109 at 268 (Lord Griffiths). 
'National Electronic Health Records Taskforce Report', above 11170 at 127. 
'National Electronic Health Records Taskforce Report', above 11170 at 77; see also at 125. 
See, for discussion, Roy Shoenberg & Charles Safran. 'Internet Based Repository of Medical 
Records that Retains Patient Confidentiality' (2000) 321 British Med~cal Journal (on-line) 
1199-1203. 
'National Electronic Health Records Taskforce Report', above 11170, Appendix F at 7. 
Shoenberg & Safran. above n184. note that 'Different combinations of authorisers are possible 
for different categories of medical information, so that a dynamic matrix of authorisation 
requirements can be tailored for the granular content of the record. Naturally, the requestor is 
unaware ofthe process of identification and authorisation for data access is simply returned with 
data items for which he or she has satisfied the security requirements'. 
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mechanisms' operating for more sensitive categories of data (for example, genetic 
data). On the other hand, the extent to which individuals could segregate aspects 
of their record or impose idiosyncratic access requirements is likely to be 
constrained by arguments focusing on clinical necessity, administrative burden, 
and the economic and public health benefits of administrative and research access. 
Despite the technical possibilities, there will be strong pressure for each patient 
record within a system like HealthConnect to operate according to a standardised, 
rather than individually tailored. protocol. 

Many features of the HealthConnect architecture remain to be determined. 
These include the possibility of a 'confidentiality override' to permit authenticated 
health providers to access the on-line record in emergencies, and the technical 
challenges of migrating data to new computer systems throughout the life of the 
patient.'87 The Taskforce acknowledged that the transfer of data between sites 
would be secured by encryption, within a national Public Key ~nfras t ructure , '~~ 
and that clear guidelines for audit trails would be required.'89 To assure 
unambiguous identification of an individual patient across the health care system, 
and large-scale record linkage for population health research and policy 
development, a unique health identifier would be required.'90 

The emerging legislative framework for privacy protection within 
HealthConnect has three layers.191 As foreshadowed in the Taskforce 
the National Privacy ~ r i n c i ~ l e s ' ~ ~  would apply to private sector organisations 
participating in HealthConnect. Secondly, a 'National Health Privacy Code', to be 
developed through public consultation, would bind both public and private sector 
health providers participating in the network. Thirdly, the Taskforce noted that 
further legislation may be necessary to specify how a universal health identifier 
would be protected, to regulate data-matching activities, and to specify the 
permitted uses of health information held within HealthConnect. These second and 
third layers would ensure a uniform, national approach to the privacy of on-line 
data. The Taskforce envisaged an access control body that would oversee the 
network, exercising functions similar to those of the Federal Privacy 

187 Kenneth D Mandl et al, above n3. 
188 'National Electronic Health Records Taskforce Report', above n170 at 85. 121-122, 138. 
189 Id at 76. 135. For a useful discussion of the functional specifications required for electronic 

health records to support the provision of care and the transfer of data across health care 
institutions, see David M Rind. lsaac S Kohane. Peter Szolovits et al, 'Maintaining the 
Confidentiality of Medical Records Shared Over the lnternet and the World Wide Web' (1997) 
127 Annals oflnternal ,I.led/cme 138. 

190 'National Electronic Health Records Taskforce Report', above n170 at 96, 98, 108, 140. The 
Taskforce appeared to fabour the introduction of a unique number identifier based on the 
existing Medicare card and Health Insurance Commission identifier: ibid Appendix H. The 
Medlcare number is already used both for the recelpt of Medlcare benefits. and more recently, 
pharmaceutical benefits see 4atronal Health Amendment flmpro~ed Wonrtorrng of 
Entrile~nenis to Phar rnacezrtrcul Benefits) Act 2000 (Cth) 

191 See HealthConnect Fact Sheet 2 Prlkacy Contident~al~t).  and fecurity' July 2001 <http 11 
HHH health gov au/healthonl~ne/hc-2 h t m l  

192 Aboven170at  135 
193 Above n12 
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Commissioner. These functions would include determining the access claims of 
researchers and planners to health data, monitoring access arrangements, 
investigating complaints and enforcing statutory penalties for breach of access 

Despite this framework, doubt remains over whether patient data could be 
drawn from electronic health records without consent, for research and other 
applications.'95 While most research and planning is expected to rely on de- 
identified data,'96 the Taskforce notes that 'separate legislative approval' may be 
needed for large scale record linkage of identifying data for population health 
purposes.197 The Taskforce was also equivocal over whether patients could 'opt 
out' of contributing their health data to an electronic r e ~ 0 r d . l ~ ~  As these factors 
illustrate, although strong privacy protection is a selling point for participation in 
the network, the data required by governments for public health surveillance and 
planning, and in order to see a return on their investment in on-line networks, 
suggests that some rationalisation of privacy is inevitable. 

(ii) NSW lnitiatives 

The development of Healthconnect has not prevented State-based initiatives for 
electronic records, and New South Wales is taking a leading r 0 1 e . l ~ ~  In its March 
2000 report, the NSW Health Couricil recommended the introduction of both an 
electronic health record (EHR) and a unique patient identifier (UPI), as part of a 
broader set of recommendations to capture the benefits of information technology 

194 'National Electronic Health Records Taskforce Report'. above 11170 at 154-155. 
195 The Taskforce states: 'Researchers studying particular diseases are likely to be one of the few 

groups uanting access to identitied data. Procedures will need to be developed to handle such 
requests and provide appropriate safeguards. Consumers will need to be reassured that the 
procedures and protocols will be in place to provide an adequate level of assurance': id at 95. 

196 Id at 121-122. 
197 Id at 97-98. 
198 Ibid. Compare p 164 & Appendix F at 7. In December 2000, the NSW Advisory Committee on 

Privacy and Health Information noted that 'It appears that what is emerging at the 
Commonwealth level is a combination of a 'compulsory' and 'voluntary' model. That is, it is 
compulsory for every person to be registered, but voluntary as to what information is included 
on the electronic network. However. the true extent to which the proposal is voluntary or 
compulsory remains unclear': NSW Ministerial Advisory Committee on Privacy and Health 
Information. Report to the NSW Minister for Health, Panacea or Placebo? Llnked Electronrc 
Health Records and Improvements m Health Outcomes, December 2000, <http:/l 
w w w . h e a l t h . n s w . g o v . a u / p o l i c y l g a p / p r i v a c ~  (hereafter 'NSW Ministerial 
Advisory Committee Report') at 30-3 l 

199 Mr Chris Puplick, the NSW Privacy Commissioner, has noted that a national electronic system 
could take years to develop, and in view of the need to obtain States' and Territories' support, 
would probably result in a 'lowest common denominator' approach. He notes that a NSW 
system could set 'higher and better standards for privacy than the Commonwealth': 'Electronic 
Files to Hold Medical Records', 5'ydne.v ,b'ornmg Herald, 30 January 2001 at 1. This paper does 
not attempt to review initiatives in other States. In Victoria, the Primary Care Partnership 
initiative encompasses the development of electronic health records: see Department of Human 
Services (Victoria). Prrmar?; Care Partnershrps: Informatron Management Siralegrc 
Dlrecflons, March 2001 at 30-32: ~hnp:llhnb.dhs.vic.gov.au/acmhlphkb.nsf~. 
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in the health sector.200 Those recommendations are in the process of 
implementation as part of the NSW Information Management and Technology 
Strategy (IM&T). By June 2003, the UP1 is expected to be implemented at the 
Area Health Authority level, moving towards a State-wide identifier thereafter. 
The NSW EHR, now known as EHR*NET is expected to be rolled out 
progressively and to be closely aligned with Healthconnect. EHR*NET would 
link hospitals, general practice, and other community point-of-care clinical 
systems and would include 'an event summary comprising client demographics, 
clinical information, outcomes of care and an ongoing management plan'.201 

In its December 2000 report, the NSW Ministerial Advisory Committee on 
Privacy and Health lnformation noted that the 'linking of electronic health records 
cannot proceed without gaining the confidence of the public that the introduction 
of such a system is in their best health interest and does not present unacceptable 
risks to privacy'.202 Contrasting EHR*NET with the somewhat equivocal status of 
Healthconnect, the Advisory Committee stressed that a NSW system must be an 
'opt-in' system giving patients the right to exclude their data from automatic 
transfer,203 backed up by audit trails.204 In view of the fragmentation of privacy 
legislation within NSW, the Advisory Committee unanimously recommended 
health specific privacy legislation covering electronic records, covering both 
public and private sector bodies, overseen by the NSW Privacy ~ o m m i s s i o n e r . ~ ~ ~  

The Advisory Committee noted that EHR data will be 'highly valued for health 
research purposes', and that the 'ability of linked EHRs to potentially provide a 
cradle-to-grave record has been highlighted as one of the key advantages of the 
EHR system'.206 Conscious, perhaps, of the limitations of an 'opt in' method in 
facilitating research access, the Committee recommended that research access to 
linked electronic health records should be mediated according to the 'section 95 
and 95A  guideline^'.^^' The Committee recommended against commercial access 
to de-identified or aggregated data without permission from NSW Health and the 
Privacy ~ o m m i s s i o n e r . ~ ~ ~  More generally, the NSW Privacy Commissioner 
would retain a broad jurisdiction with respect to EHRs. 

200 Report ofthe 1hrS'SW Health C o u n o l  A Better Healfh $stem for h'SW (the 'Menadue Report'), 
March 2000 <http:Ilwww.health.nsw gov.aulhealth-public-affairs/wayforwardlfileslHeath~ 
Council-Report.pdP at 21-29. 

201 Dianne Ayres. Diana Horvath & Michael Kidd. 'Information Management Implementation Co- 
ordination Group and the NSW Government's Action Plan for Health' HealthCover, August- 
September 2001 at l l. 13. 

202 'NSW Ministerial Advisor). Committee Report', above n 198 at 17. 
203 Id at 30-32.40. 
204 Id at 19.43. 
205 Id at 24-25. 
206 I d a t 4 1 .  
207 Id at 41-42. It remains to be seen what role HRECs would have in determining whether 'S 951 

95A' criteria were satisfied. While local HRECs monitor studies that relate to patients or data 
within their organisation, it is not yet clear whether EHRs would be implemented according to 
a h~ghly distributed. rather than a centralised, system: id at 27. 

208 Id at 4 2 4 3 .  
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Conclusion 
It may be tempting to think, given a reading of HealthConnect and EHR*NET 
reports, that tomorrow's electronic health record may succeed in being both a 
'multi-function' and a 'patient-centred' repository, and that the dichotomy 
between a 'multi-function' and a 'patient-centred' health record, is a false one. 
This conclusion may be premature. What we are witnessing is the early stages of 
a 'political sell'. Privacy protection is the selling point of a health information 
system that must respond to budget constraints, to the information needs of the 
'new public health', and to higher levels of usage of health services by aging 'baby 
boomers'. This does not mean that electronic health records are a bad idea, nor that 
the coordinated ('seamless') care facilitated by health care networks will not 
benefit consumers, and improve 'health outcomes'. 

Australians have a highly developed sense of privacy, and in the health arena 
they may (with some justification) adopt a cautious approach to the benefits of 
consolidated, on-line records.209 It remains to be seen whether the 'patient- 
centred' rhetoric surrounding HealthConnect and EHR*NET will withstand 
consumer indifference to the benefits of linked records, minimal 'opt in' rates (and 
thus a poor return on the massive investment required to develop health networks), 
or a tendency among consumers to authorise highly variable and 'edited' versions 
of their health care record in different contexts. The factors motivating the massive 
investment in health informatics, 'population health' and associated 'secondary 
use' claims are almost certainly likely to water down the level of 'individualised' 
control individual patients might wish to exercise over the distribution of their 
health data. 

While the special risks posed by integrated, on-line health records might justify 
retaining an 'opt-in' framework, the costs of such a system are likely to mean that 
some level of participation will become compulsory. A 'gold standard' of privacy 
might give patients unlimited control over what consultations, or parts of 
consultations, remained off-record. Realistically, however, patients will not be able 
to negotiate on an ad hoc basis with their health providers about the security and 
accessibility of their data. Instead, privacy solutions must take the form of 
standardised procedures built into the system itself that permit the partitioning of 
particularly sensitive categories of information (for example, sexual health, mental 
health, genetic counselling, sexual abuse and adolescent health data). In order to 
minimise the disincentives to seeking treatment, it would also be important for 
patients to be able to direct that certain clearly defined categories of data remained 
off-line, or to require their specific consent to be obtained before any health worker 
accessed that data category. Importantly, these 'options' would be part of the 
architecture of the system, and available to every patient. 

To implement a 'multi-function' health records system that permitted 
researchers to access on-line data without consent would be to institutionalise 

209 See Meredith Carter, above 11126 at 161-162, discussing the Creutzfeldt-Jakob disease (CJD) 
saga involving the Health Insurance Commission, and the trade in personal information 
uncovered by the NSW Independent Commission Against Corruption (ICAC). 
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breach of confidence (the knowing receipt of confidential data from other health 
care contexts), as well as the breach of privacy principles in some jurisdictions 
(through the use of such data for secondary purposes without consent).210 Against 
this background, two broad issues arise for debate. Firstly, to what extent is it 
possible to exploit the utility of health data. and to facilitate longitudinal linkages 
for research purposes, withozit compromising patient confidentiality? While legal 
recognition of 'trusted third parties' might provide a temporary solution, in the 
digital age, unique patient identifiers are perhaps a more efficient, and enduring, 
solution. 

In March 1996, former Federal Privacy Commissioner Kevin O'Connor 
observed that: 

It is almost inevitable that \+ith the desire to track people through the health 
system oker time (to provide better coordinated care and also to provide 
information on outcomes. for planning and for research) that there will be 
renened calls for a unique identifier in the health system.*" 

It is no accident that the development of a national patient identifier has been 
singled out as a high priority by the National Health Information Management 
Advisory Council (NHIMAC) overseeing the development of ~ e a l t h ~ o n n e c t , ~ ~ ~  
and is central to the development of EHR*NET. Researchers themselves continue 
to call for one.213 

A function-specific, unique patient identifier-for-research (a UPI-R), 
implemented as part of an on-line health information system like HealthConnect 
or EHR*NET, may provide the best possibility for broader, yet privacy-sensitive 
access to longitudinal health data for research purposes. If given a genuine level of 
control over what data participates in the on-line network, patients might choose 
to associate individual clinical encounters with a UPI-R, at point of care. Even 
better, if health research really does lead to improved health outcomes and 
efficiencies, it would make sense to create strong incentives (perhaps through the 
level of the Medicare rebate at each consultation) to encourage patients to consent 
to the linking of their health care encounters with a UPI-R. By opting to associate 
their clinical data with the UPI-R, patients could be assured that research access 
would be on an anonymous basis, rather than on an identifying basis (as at present, 
pursuant to the release mechanisms summarised in Table 3). One advantage of 
storing HealthConnect data in a distributed format would be to combat the 
perception that the network would generate centralised medical histories on 
individuals for vague or unknown government purposes. Under the current 

p- -- 

210 See nn71-72 above and surrounding text. 
2 11 Kevin O'Connor. above n 162 at 7. Comniissioner O'Conner went on to note that unique patient 

identifiers (UPls) are a 'two-edged sword from a privacy perspzctive' in that while they may 
assist in ensuring the accuracy of the data attributed to a person, a multi-purpose UP1 can act as 
a key for linking 'vast amounts of information held in a variety of places (government and non- 
government) about an individual', and for developing profiles: ibid. 

212 'National Electronic Health Records Taskforce Report', above n170. Appendix H at 2. 
213 Beve r l~  Sihthorpe et al. above n22 at 253, Kelman & Smith. above n22 at 101. 
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proposal, UPI-R-linked data would simply reside within the system, permitting 
longitudinal linkage with data from other UPI-R-approved clinical encounters. 
This would largely dispense with the necessity for a 'trusted third party' to link 
data to form a consolidated data set. 

The linkage of clinical encounters with a UPI-R facilitates data linkages 
without sacrificing confidentiality. Since the health information network would 
'exist' for the purposes of clinical care, researchers would need to obtain ethics 
approval for their research, and to seek authority from the authorised 'gatekeepers' 
for access to specified categories of on-line, UPI-R-linked data. Guidelines for 
determining how this might occur within a distributed network, and criteria for use 
in scrutinising access requests, could be issued by the federal Privacy 
Commissioner, or other access control body exercising similar functions. Within a 
distributed network, the administrative burden of scrutinising requests for research 
access to on-line data, in accordance with the guidelines, would be sensibly borne 
by human research ethics committees (HRECs) representing the various 
'gatekeepers', or designated custodians, of the various caches of data. Thus, for 
example, if general practice and pathology data were stored at Area Health 
Authority level (in NSW), access requests could be administered by the HREC for 
that Area. 

Since people generally access health care services using their names, the 
linking of a UPI-R to clinical data at point of care does not itself deliver patient 
anonymity, but only the possibility of anonymity, provided that name, address and 
(in certain circumstances) other identifiers were stripped away before data were 
made available to researchers. One benefit of having an HREC scrutinise access 
requests to UPI-R-coded data would be to ensure that functional separation was 
maintained between patient identities, and UPI-R-linked data, or between the 
treatment and research function. Researchers who satisfied the requirements 
applied by the gatekeeper (as administered by the HREC applicable to that 
gatekeeper), and paid for the administrative costs involved in the data 
manipulations inherent in the gatekeeper role, could obtain access to data sets 
identified only by, and linked by, the UPI-R. Subject to fulfilling the requirements 
for research access, researchers could follow patients across the health care 
system, through their UPI-R-linked clinical encounters. Given that statutory 
privacy principles also place limitations upon physicians from using their own 
patients' clinical data for research purposes,214 physicians who wished to study 
their own patient population, and to link their health data without consent, would 
also need to step back from the treatment function, and seek access to UPI-R- 
linked data, through the relevant HREC. 

This is only one of many possible ways of implementing a unique patient 
identifier for research within an on-line network. The obvious benefit of a UPI-R 
is that it serves as a substitute for identifying information when linking data to 
generate longitudinal records. The gatekeeper role, oversighted by the applicable 
regional HREC, would ensure that researchers only received UPI-R-identified 

214 See NPP 2.l(d); above n72 and surrounding text. 
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data. The cost and administrative burden of the gatekeeper role, under the current 
proposal, might well be less than what would be required if, for example, the 
gatekeeper role involved rendering patient records irreversibly anonymous 
through non-reversible encryption of patient identifiers, prior to delivering the 
relevant data set to  researcher^.^'^ 

The second issue that arises for debate is: what should be done if patients are 
generally reluctant to associate their data with a UPI-R? On one response, it might 
be necessary for researchers to seek the assistance of 'trusted third parties' to link 
records (if the law permitted this), or to satisfy the requirements of existing 
'release mechanisms' that permitted access for research purposes without consent. 
As Gold notes, however, balancing privacy interests with the public interests 
flowing from health research is not unique to epidemiological research. In other 
contexts, society has made its compromises, from the reporting of sexually 
transmitted disease on a name-identifying basis, to requiring individuals to be 
vaccinated.216 Since the widespread use of a research-specific UP1 could ensure 
the anonymity of patient data in the hands of researchers, the public interest 
arguably favours the compulsory linkage of data to a UPI-R, in order to maximise 
the utility of that information. On the same basis, it might be appropriate to extend 
the use of a UPI-R beyond the clinical record to include births, deaths, Medicare 
and PBS data. 
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215 C Quantin. H Bouzelat. FA Allaert et al. 'Automat~c Record Hash Coding and Linkage for 
Ep~demiological Follow-up Data Confidentiality' (1999) 37 Methods o f  information rn 
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