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.. . i f  reasonable 
private use is 
acceptable, why 
is not fu ll 
p m 1acy grantee)?

Which way on e-mail privacy?
The emerging issue of em ployee privacy 

and e-mail use suggests yet another 
loom ing contest between contrasting 

w o rkp lace  philosophies. In recent weeks the 
media has been full of stories on the extent to 
w h ich  personal use of e-mail and w eb  brows
ing should be a llow ed  at work.

In late M arch, the federal attorney-general 
launched the Privacy Commission's Guidelines 
on workplace e-mail web browsing and pri
vacy. Conceptually, the guidelines adopt the 
governm ent's preferred 'light touch' approach 
to privacy legislation. The result is a document 
w h ich  strongly emphasises em ployer rights of 
contro l and surve illance. W h ile  reference is 
m ade to em ployee expectations of reasonable 
private use and privacy, suggested w orker 
rights are basica lly  restricted to ad v ice  on 
w hen, how and by whom  their e-mail and web 
browsing w ill be monitored. The more thorny 
question of actual p rivacy of e-mail content is 
not addressed.

At present it appears that most o rgan isa
tions have not deve loped  form al po lic ies for 
staff use of these techno log ies. The P rivacy  
C om m iss ion  recom m ends they do so ur
gently. The gu ide lines em phasise that m an 
agem ent is respons ib le  for issuing instruc
tions on proper use of e-mail and the 
internet. W ith o u t them, staff m isconceptions 
w ill continue. The com m issioner points out 
the com m on  em p lo yee  v ie w  that the ir e- 
m ails are private, together w ith  the be lie f of 
m any workers that the law  protects their pri
v a c y  at work. It does not. There is no consti
tu tiona l or com m on  law  right to p rivacy , 
says the attorney-general.

The Com m ission 's recom m ended  p o licy  
w o u ld  state c lea r ly  w hat m anagem ent's ex 
pectations are. It w o u ld  say unam biguously 
w h a t use is perm itted and w h a t is not. It is 
for each  organisation to say w hat it con s id 
ers appropriate, but it w ill not be sufficient to 
say m ere ly  that all a c t iv ity  must be 'work- 
re la ted '. The p o lic y  shou ld  be issued and 
exp la ined  to all staff and should  be show n 
on-screen w hen  em ployees log-on. It should 
state in detail w hat information is logged and 
w h o  has rights to access and re v iew  staff e- 
m aii. A ccess should  be restricted  and the 
p o licy  should outline c learly  in w hat c ircum 
stances authorised staff m ay exercise access 
rights. Exactly arrangem ents for m onitoring 
staff com p liance  should be clarified .

O b v io u s ly  som e e lem ents of p o lic y  in 
this area are straightforward. N o  reasonable 
person cou ld  ob ject to autom atic prohibition 
of certa in  b eh av iou rs  —  such as use of e- 
m ail to transm it pornography, to harass, d e 
fam e or abuse another person, or to d isclose 
confidential information. S im ilarly , browsing 
of va rious o b je c t io n a b le  w ebs ites w o u ld  
need to be expressly forb idden. But in other 
respects the issue is com p lex . W h e re  w eb

b row sing  is con cern ed , for exam p le , care  
needs to be taken in defin ing  and assessing 
'work-related  purposes', since genu ine w eb  
search ing  w ill  often turn up surpris ing  or 
even undesirab le sites. W o rk a b le  m onitoring 
po lic ies w o u ld  take accoun t of this and p re 
vent unreasonab le penalis ing  of em p loyees 
in such situations.

Recent re lease of a m ajor survey report 
by law  firm Freeh ills shows that three in four 
en terprises regu la rly  m on ito r em p lo yee  e- 
m ails. But o n ly  a third  ad v ise  staff. As the 
attorney-general h im self concedes, most staff 
certa in ly  do not expect to com p le te ly  sacri
fice their p rivacy w h ile  at w ork. And w h ile  it 
is p robab ly  better p o licy  to tell staff that it is 
occurring , few  peop le are like ly to be satis
fied m ere ly  by kn o w in g  w h a t is go ing  on. 
The obvious question w ill be: if reasonab le 
private use is accep tab le , w h y  is not full p ri
va cy  granted? In other words, if it is reason
ab le  that I send a personal m essage to m y 
spouse on a personal m atter, w h y  should  
anyone  have the right to v ie w  that message? 
It is p resum ab ly  u naccep tab le  for m an ag e
ment to listen in to an equ iva len t private te l
ephone call. A  c lear ly  personal letter sent or 
rece ived  through the w o rkp lace  mail system 
w o u ld  not be opened  and read in a norm al 
w ork  environm ent. Peop le w ill naturally and 
ra tio n a lly  ask: w h y  should  these va lues  
change, m erely because the m edium  is d if
ferent?

In recent years the n ew  w o rld  o f w o rk  
has been dom inated  by contesting theories 
for peo p le  m anagem ent. Full em p lo ym en t 
has gone. W e  live  in a buyers' market as far 
as jobs are con cern ed . T echno logy  has d e 
stroyed m any form s o f w o rk  and ra d ic a lly  
a ltered  others. P eo p le  are w o rk ing  harder 
and longer. As a result, em ployers are ab le to 
exerc ise  increased  con tro l o ve r the ir 
w ork fo rce , and this extends to professional 
w ork. M o re  and m ore the line betw een  p ri
vate life and w ork ing  life is blurring. A nd  the 
new  techno log ies of e-mail and the internet 
have been a s ign ifican t part of that. In this 
env iro n m en t, som e em p loyers  have  ru th 
lessly exp lo ited  their pow er to contro l. O th 
ers have  preferred a m ore co-operative a p 
p roach . O u tco m es  suggest that the latter 
style has superior effects on productivity and 
perform ance, through m ore positive staff re
lations.

The matter of em p loyee p rivacy is a c las
sic case w h ere  either approach  can be fo l
low ed . C lea r ly , the n ew  techno log ies  p ro 
v id e  u np reced en ted  o p po rtun ity  for 
surve illance of and intrusion into em ployees' 
private lives. But w ill it be productive for em 
ployers to do it? O b v io u s ly  organisations are 
entitled  to expect their staff to be focussed 
p rim a rily  on the ir w o rk . Bu t do w e  rea lly  
expect them  to have  no p riva te  life at all 
w h ile  at w ork? Surely not. ■
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