
Libraries and privacy
f its M a y  m eeting the A L IA  B oa rd  o f  

D irectors endorsed a set o f  gu idelines 

to assist lib raries an d  lib rary sta ff to 

address situations in w h ich  p o lic e  m ay seek  

in fo rm a tio n  a b o u t lib ra ry  u sers . In u sin g  

these gu ide lin es it is im portant to rem em ber 

in certa in  situations it m ay b e  approriate to 

seek  legal ad v ice .

Libraries and privacy: guidelines
M any Australian libraries are developing, or 

have developed, a privacy policy, w h ich  they 

pub lic ise  to their user com m unity.

Principle: 'Libraries and information services 

shall protect each user's right to privacy and 

co n fid en tia lity  w ith  respect to inform ation 

sought or received and resources consulted , 

borrow ed, acquired  or transmitted'

—  Glasgow Declaration on Libraries, In
formation Services and Intellectual Free
dom, proclaimed by the Council o f I FLA,
19 August 2002, Glasgow, Scotland.

These guidelines are intended to assist 

lib ra ries to develop p o lic ie s  and p ractices 

w h ic h  w il l  e n ab le  them  to co m p ly  w ith  

p r iv a c y  c o d e s , p r in c ip le s  and  re la te d  

le g is la t io n . It is not in tended  that they 

should rep lace the obtaining of form al legal 

ad v ice . L ibraries may therefore also w ish  to 

seek ad v ice  from their o rgan isation 's legal 

advisers and law yers, depending upon their 

c ircum stances.

Guidelines for Libraries
A . Persona l inform ation  

L ib ra ries n ecessarily  need to co lle c t som e 

personal inform ation in order to be ab le to 

provide services to their clients. It is important 

to assess how  m uch personal in form ation  

you rea lly  need.

1. Co llect only the persona! information as 

you require to provide services to your 

clients, but no more than you need to do 

that. For example, you w ill need to collect 

patron details for your registration system, 

but w ill not necessarily need to record 

information such as driver's licence.

2. Ensure that this personal information is 

ava ilab le only to relevant staff, used for 

the purposes for w hich it was collected 

and kept only so long as it is absolutely 

required by the library or the law.

3. Take all reasonable measures to ensure 

that the personal information is protected 

against loss, unauthorised use, m odifica

tion, disclosure or other misuse.

4. Do not disclose or externally publish per

sonal information without consent.

5. Do not require visito rs to the library's 

website to disclose personal information, 

such as name and e-mail address, before 

they can access the site. You may how 

ever wish to offer visitors the opportunity 

to register for communication such as e- 

newsletters.

6. If you collect statistics information on v isi

tors to the library's website, ensure that this 
information is aggregated for analysis and 
does not identify visitors personally unless 
this has been agreed by a visitor.

7. Personal information must not be used in 
any way relating to direct marketing pur

poses w ithout prior perm ission . Ensure 
that if you have e lectronic m ailing lists, 

add members only w ith express perm is
sion. Note that under the Spam A c t 2003  
it is illegal to send, or cause to be sent, 

'unsolicited com m ercial e lectronic mes
sages' that have an Australian link.

8. Often libraries use contractors to assist 
develop or de liver serv ices. A lw ays en

sure that their contracts include clauses to 
cover privacy, especially the handling and 
disclosure of personal information, and to 
indem nify the library for any breach by 

the contractor of their obligations. Where 
necessary, get contractors to sign separate 

deeds of non-disclosure of personal infor
mation.

9. On your website identify, where practica
ble, the name of an office or contact within 
your library to forward enquiries regarding 
the use and handling of personal informa
tion.

10. Publish a statement on privacy on your 
library's website. Some exam ples are in
cluded below.

B. Requests to d isc lo se  persona l information  

M ore frequently various authorities, such as 

the po lice , are dem and ing  access to infor

mation relating to library users. O ften such 

authorities are entitled by law  to have access 

to inform ation, but certain  protocols should 

be observed . The fo llo w in g  is intended to 

assist librarians w ho  have to deal w ith  such 

dem ands, w h ile  adhering  to the p rinc ip les 

of lib rariansh ip .

1. State and federal laws require libraries 
to obey privacy law s. (You can search 
AUSTLII for laws relevant to your ju risd ic
tion: http://www.austlii.edu.au.)

2. If police or other law enforcement agencies 

request the disclosure of personal informa
tion:

• seek advice from your management;

• seek legal advice if warranted;
• insist on a search warrant, a court order, 

or a document signed by an officer of 
the law enforcement agency and ensure 

that you receive a copy; and
• seek advice from A LIA  if this is w ar

ranted.

3. Do not surrender personal information of 

clients w ithout a warrant, a court order, 
or an authoritative document from the law 
enforcement agency.

4. The warrant, court order, or authoritative 
document should clearly state what the in

formation is required for, for exam ple an 
indictable offence in relation to which the 
information is being sought. Th is should

ensure that you are sufficiently satisfied 

that it is reasonably necessary for the en

forcement of the crim inal law.

5. W here personal information is used for 

enforcement of the law, the library should 

include, in the record containing the infor

mation, a note of that use.

6. If po lice confiscate items in conform ity 

with a valid warrant, or court order, insist 

on receiving  a signed receipt for those 

items with sufficient detail to identify the 

items accurately.

7. Personal information can also be disclosed 

where, on reasonable grounds, the library 

believes that the use of the information is 

necessary to prevent or lessen a serious 

and imminent threat to life or the health 

of the individual concerned.

C. Lib ra ry  p o lic y  on action s re la ted  to law  

en fo rcem en t

Even though you m ay never be faced  by 

a situation  it is ad v isab le  to be prepared , 

w ith in  the con text of you r o rg an isationa l 

fram ew ork . The fo llo w in g  points might be 

taken into account.

1. Your library's po licies of access and in

formation management should cover the 

issue of privacy. It may be that this w ill be 

w ithin your organisation's privacy policy 

and procedures rather than a separate li

brary policy, or your library may require 

a separate policy. Some information re

sources and examples are listed below.

2. Seek appropriate legal advice on the appli

cation of the policy and any contingency 

plan, or follow the advice provided to your 

organisation or library.

3. In order to manage e ffective ly  ensure 

that:

• a copy of the po licy and any plan is 

available to relevant staff;

• staff are aware of and understand the 

documents;

• staff are trained appropriately;

• appropriate ad vice  and support are 

ava ilab le  for any situation that may 

arise, from management, legal support 

or other organisations.

4. In any actual situation ensure that actions 

are documented promptly to enable good 

management for the safety, freedom and 

privacy of library patrons or staff.

Good practice examples
A num ber of lib ra rie s  have p riva cy  state

ments and po lic ie s  w h ich  p rovide  m odels 

that other libraries may find useful:

National Library of Australia , P rivacy State

ment http://www.nla.gov.au/privacy.html.

State Library of New South Wales, Web Privacy 

Statement http://www.sl.nsw.gov.au/privacy/.

University of New South Wales, Privacy State

ment http://www.unsw.edu.au/gen/pd/privacy. 

html. ■
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