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S M A R T E R  T H A N  T H E  A V E R A G E  C A R D

Smart cards can  provide acce ss  to m uch more than a  physical sp ace

There are m any different layers of 
access ava ilab le  through the humble 
smart ca rd  these days, m any of which 
can  benefit the library and  information 
sector. While the traditional proximity (or 
prox) ca rd  is an effective  and  trusted 
m ethod of allowing acce ss  to certain 
parts of a  library building, 
modern developm ents 
can  allow acce ss  to 
com puter systems 
and other hardware, 
store information 
about the user and 
their professional 
requirements, and offer 
a  greater level of security 
in a  simple, easy form at.

For nearly 20 years, 
low frequency (125 kHz) 
cards have  been the 
standard in the security 
industry, offering efficient 
and effective  access 
control. At their simplest, 
these cards allowed a  person access 
to a  building. W hoever had a  card  in 
their possession could enter the building, 
and w alk through an y doors the card  
had been set up to protect. This could 
be an em ployee who w as issued a  card  
or a  perpetrator who gained access 
using a  lost or stolen card . O ver time,

cards gained visual security such as a 
photograph, to provide a  basic form of 
authentication. Best security p ractices 
would require em ployees to w ea r their 
photo ID /access cards and  be trained 
to cha llenge  anyone in a  restricted a rea  
without proper identification.

Today's top standard for access 
control is the contactless smart card , 
based  on open standards and featuring 
a  universal card  edge . Also known as a 
ca rd  com m and in terface , the universal 
edge improves the card 's  ability to 
interact with a  broad variety of products 
within a  trusted boundary. The latest

versions improve security, p rivacy and 
portability to mobile credentials, and 
users are increasingly enhancing their 
cards and badges with more layers of 
visual and  digital security.

Smart cards com e in either co n tact 
or contactless form, and can  offer 

three levels of security: 
single, dual or three-factor 
authentication. With single
factor authentication, using 
the card  on its own will 
give acce ss  to a  com puter 
system or open a  door. 
Dual-factor authentication 
adds an extra level of 
security in the form of a 
PIN co d e , identifying an 
individual and transmitting 
their personal param eters. 
Three-factor authentication 
goes a  step further, 
using a  PIN and an extra 
security m easure such as a 
biometric scan .

This all sounds very impressive, 
but w hat does it really m ean for the 
ave rag e  library in Australia? First, think 
ad d ed  security provided in a  more 
effective  and  convenient manner. If 
an em ployee is allowed acce ss  to all 
areas of the building w here their daily 
work takes them, a  card  can  be set

E v e n  smarter smart cards  
a d d  new dimensions to the 
experience of library patrons, 
m ake systems and w orkplace  
practices more efficient, and  
save users time and effort.
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up to allow acce ss  to just those areas, and yet restrict them 
from entering others where they do not need to go. A c leaner 
can  be allowed access to the library floor and  staff room for 
exam ple , but restricted from offices that m ay contain sensitive 
information or equipm ent.

‘Frictionless' is something of a  buzz-word in modern security. 
This relates to any acce ss  solution that doesn't slow a  user 
down, or burden them with multiple cards and tags. Now that 
a  smart card  can  store information about the person using it, 
there is scope to ach ieve  m uch more than just physical access .

The sam e card  that allows a  library em ployee to w alk into 
the building in the morning can  be set up to log them into the 
com puter on which they work. Instead of rem em bering and 
typing in one or more passwords to acce ss  the com puter's 
applications, a  touch or w ave  of the ca rd  can  do the sam e 
thing. This is referred to as logical access , and a  system that 
allows physical acce ss  as well as logical access through the 
sam e card  or tag  is a  ‘converged solution'.

In the sam e w ay  that cards can  be set up to operate within 
a  trusted security boundary and allow or deny acce ss  to parts 
of the building, the sam e can  be ach ieved  with acce ss  to parts 
of the com puter network. Systems and files c a n  be smart-card 
protected , so that only users who need  acce ss  to them can  
get in. Sensitive d a ta  can  be stored in the com m on archives, 
but access controlled by card  or tag to allow users acce ss  to it.

A com prehensive record of who has acce ssed  areas of the 
building and who has opened specific files can  be crea ted  
using the d a ta  co llected  from card  use and other elements 
within the secure environment. This can  be used to better 
understand how physical sp ace  and resources are being used, 
with a  view to improving systems and  streamlining workflows.

Library patrons can  use the technology in a  similar w ay . 
Some cards can  now store up to 164K of d a ta , w hich can  
be used to record a  patron's borrowing history, personal 
information and credentials. The sam e card  could therefore 
allow acce ss  to the library, let the individual ch e ck  out books 
and information, and keep a  record of borrowed items.

In the sam e w ay  that retailers in Australia use big d a ta  
to predict consum er behaviour, a  smart ca rd  can  be 
program m ed to interact with the library d a tab ase  to enh an ce  
a  patron's experience .

Suppose an  individual has a  favoured genre, or topic -  let's 
say an interest in bird-watching in the Snowy Mountains. At 
the point of checking out a  book, a  card 's  internal storage 
can  interact with a  library's d a tab ase  to alert the patron that 
a  book on that topic has recently been published and advise 
w here it is lo cated .

Another developing a rea  is the use of Near Field 
Com m unication (NFC) enab led  smartphones to acce ss  secure 
areas and information. This technology follows the sam e 
principles as the traditional plastic smart ca rd , but allows digital 
credentials carrying a  user's identity d a ta  to be em bedded  
inside a  mobile phone, w hich is then ab le to exch an g e  data  
with readers p la ce d  on secured doors and systems. NFC 
smartphones can  also be used to provide access to personal 
borrowing history in the sam e w ay  as smart cards, but with 
m uch more internal storage, the scope is even greater.

There are m any ad vancem ents in smart card  technology 
that could benefit the library and information services sector 
in Australia. While a d va n ce d  security will add  to the safety of 
staff and  protect facilities, the sam e technology can  add  new 
dimensions to the experience of library patrons, m ake systems 
and w orkp lace  practices more efficient, and  save users time 
and effort.
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